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Notice 30 

THIS DOCUMENT IS PROVIDED "AS IS" WITH NO REPRESENTATION OR 31 
WARRANTY, EXPRESS OR IMPLIED, CONCERNING THE 32 
COMPLETENESS, ACCURACY, OR APPLICABILITY OF ANY 33 
INFORMATION CONTAINED IN THIS DOCUMENT. THE MARLIN 34 
DEVELOPER COMMUNITY (“MDC”) ON BEHALF OF ITSELF AND ITS 35 
PARTICIPANTS (COLLECTIVELY, THE "PARTIES") DISCLAIM ALL 36 
LIABILITY OF ANY KIND WHATSOEVER, EXPRESS OR IMPLIED, ARISING 37 
OR RESULTING FROM THE RELIANCE OR USE BY ANY PARTY OF THIS 38 
DOCUMENT OR ANY INFORMATION CONTAINED HEREIN. THE PARTIES 39 
COLLECTIVELY AND INDIVIDUALLY MAKE NO REPRESENTATIONS 40 
CONCERNING THE APPLICABILITY OF ANY PATENT, COPYRIGHT 41 
(OTHER THAN THE COPYRIGHT TO THE DOCUMENT DESCRIBED 42 
BELOW) OR OTHER PROPRIETARY RIGHT OF THIS DOCUMENT OR ITS 43 
USE, AND THE RECEIPT OR ANY USE OF THIS DOCUMENT OR ITS 44 
CONTENTS DOES NOT IN ANY WAY CREATE BY IMPLICATION, 45 
ESTOPPEL OR OTHERWISE, ANY LICENSE OR RIGHT TO OR UNDER 46 
ANY PATENT, COPYRIGHT, TRADEMARK OR TRADE SECRET RIGHTS 47 
WHICH ARE OR MAY BE ASSOCIATED WITH THE IDEAS, TECHNIQUES, 48 
CONCEPTS OR EXPRESSIONS CONTAINED HEREIN. 49 

Use of this document is subject to the agreement executed between you and 50 
the Parties, if any.   51 

Any copyright notices shall not be removed, varied, or denigrated in any 52 
manner.  53 

Copyright © 2003 - 2011 by MDC, 415-112 North Mary Avenue #383 Sunnyvale, CA 54 
94085, USA.  All rights reserved.  Third-party brands and names are the property 55 
of their respective owners. 56 

Intellectual Property 57 

A commercial implementation of this specification requires a license from the Marlin 58 
Trust Management Organization. 59 

Contact Information 60 

Feedback on this specification should be addressed to: editor@marlin-61 
community.com

Contact information for the Marlin Trust Management Organization can be found at: 63 
http://www.marlin-trust.com/  64 

 62 
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1 Introduction 124 

This document describes the Marlin – Broadband Network Service Profile 125 
Specification. This specification is comprised of an implementation compendium, 126 
operational policies and informative guidance to enable effective deployments of 127 
broadband services. 128 
The compendium simplifies adopter’s implementation requirements of the Marlin 129 
Broadband Delivery System Specification [MBB] by minimizing the mandatory to 130 
implement functionalities in both [MBB] and the Marlin Core System Specification 131 
[MCS] so as to ensure consistent interpretation and interoperable implementations of 132 
[MBB]. 133 
The operational policies further qualify the implementation requirements above and 134 
beyond those detailed in the compendium. 135 
The implementation guidance recommends common approaches to deploying Marlin 136 
DRM in a network service. This guidance includes descriptions of the most common 137 
business models in use. 138 
This specification allows two implementation levels, Full Implementation and 139 
Compact Implementation. Compact Implementation provides a subset of Full 140 
Implementation, which includes the mandatory functionalities require for streaming. 141 
Unless stated, the descriptions in this specification apply to both implementation 142 
levels. 143 

1.1 Document Organization 144 
This document is organized as follows: 145 

• (This) introduction, including abbreviations, definitions and references. 146 
• Broadband Network Service Overview 147 
• Broadband Implementation Compendium 148 
• Operational Policies  149 
• Recommended usage of DRM Objects 150 

1.2 Conformance Conventions 151 
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, 152 
“SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this 153 
specification are to be interpreted as described in IETF RFC 2119 [RFC2119]. 154 

1.3 Namespaces and Identifiers 155 
This specification defines schemas conforming to XML Schemas [Schema] and 156 
normative text to describe the syntax and semantics of XML-encoded objects and 157 
protocol messages. In cases of disagreement between the schema documents and 158 
the schema listings in this specification the schema documents take precedence. 159 
Note that in some cases the normative text of this specification imposes constraints 160 
beyond those indicated by the schema documents. 161 

1.3.1 Namespaces and Notation 162 
The table below summarizes the external schemas used in this specification: 163 
 164 
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Prefix XML Namespace Description 
wsa: http://www.w3.org/2005/08/addressing [WS-Addr] 
wsse: http://docs.oasis-open.org/wss/2004/01/oasis-

200401-wss-wssecurity-secext-1.0.xsd 
[WS-SEC] 

S11: http://schemas.xmlsoap.org/soap/envelope [SOAP11] 

Table 1: Supporting Namespaces 
 165 
As a convention throughout this document we use the namespace prefixes described 166 
above to qualify XML elements and attributes which are specified elsewhere. That is 167 
the typographical convention is: <MarlinElement>, <ns:ForeignElement>, 168 
XMLAttribute, Datatype, OtherKeyword. 169 
 170 

1.4 Abbreviations 171 
NEMO Networked Environment for Media Orchestration 
  
 173 

1.5 References 174 
Normative References 175 
[8pus] Octopus DRM Technology Platform Specifications, Version 

1.0 
[OCTXSD] Octopus schema definition: Octopus.xsd 
[BBTS] Marlin Engineering Work Group, Marlin Broadband Transport 

Stream Specification, Version1.1 
[MBB] Marlin Engineering Work Group, Marlin Broadband Delivery 

System Specification, Version1.2, latest Marlin Errata: Marlin 
Broadband Delivery System v1.2 

[MCS] Marlin Engineering Work Group, Marlin – Core System 
Specification, Version1.3, latest Marlin Errata: Marlin Core 
System v1.3 

[MFF] Marlin Engineering Work Group, Marlin – File Formats 
Specification, Version1.1 

[MIAR] Marlin Engineering Work Group, Marlin - Identifier and 
Attribute Registry, Version1.0 

[MOC] Marlin Engineering Work Group, Marlin – Output Control v1.0 
[MPAC] Marlin Engineering Work Group, Marlin – Profile and 

Capability Signaling, Version1.0 
[MURIT10] URI Templates for Marlin, Version 1.0 
[OMARLIN] Marlin Engineering Work Group, OMArlin Specification, 

Version 1.0 
[RFC2119] S. Bradner, Key words for use in RFCs to Indicate 

Requirement Levels, IETF RFC 2119, March 1997.  
http://www.ietf.org/rfc/rfc2119.txt. 

 176 
Informative Reference 177 
[Schema] XML Schema Part 1: Structures. W3C Recommendation. D. 

Beech, M. Maloney, N. Mendelsohn, H. Thompson. May 
2001.  
http://www.w3.org/TR/2001/REC-xmlschema-1-20010502/ 

http://www.ietf.org/rfc/rfc2119.txt�
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[SOAP11] "Simple Object Access Protocol (SOAP) 1.1," Box, Don, 
Ehnebuske, David , Kakivaya, Gopal, Layman, Andrew, 
Mendelsohn, Noah, Nielsen, Henrik Frystyk, Winer, Dave, 
eds. World Wide Web Consortium W3C Note (08 May 2000). 
http://www.w3.org/TR/2000/NOTE-SOAP-20000508/ 

[WS-Addr] Web Services Addressing 1.0 - Core, W3C Candidate 
Recommendation, 17 August 2005, 
http://www.w3.org/TR/2005/CR-ws-addr-core-20050817  
Web Services Addressing 1.0 - SOAP Binding, W3C 
Candidate Recommendation, 17 August 2005, 
http://www.w3.org/TR/2005/CR-ws-addr-soap-20050817 

[WS-SEC] Web Services Security (WS-Security), Version 1.0, OASIS, 
April 5, 2002. 
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-
soap-message-security-1.0.pdf 

http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0.pdf�
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0.pdf�
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2 Broadband Network Service Overview (Informative) 178 

The Broadband Network Service Profile focuses on following functionalities which are 179 
typically deployed by broadband network type of service. 180 
  Rendering of progressive download content 181 
 Rendering of unicast streamed content 182 
 Rendering of multicast streamed content 183 
Full Implementation also focuses on the following functionality. 184 

Rendering and export of downloaded content 185 
 186 
There are some entities for the Broadband Network Service Profile which are: 187 
 DRM client, 188 
 DRM server, 189 
 Content server, 190 
 Store web site, illustrated in Figure 1. 191 
 192 

 193 
Figure 1: Broadband Network Service Overview 

 194 
The scopes of Broadband Network Service Profile Specification are DRM protocols 195 
between DRM server and DRM client to acquire DRM data such as DRM license 196 
from DRM server. The protocols between DRM client and store web site for payment 197 
transaction and acquisition of Action Token, and the protocols between DRM Client 198 
and content server are not scope of this specification. 199 
 200 
For the rendering of downloaded content, the following steps are typically 201 
implemented between a compliant device and service: 202 
(1) Purchase content from store web site by user interaction. (payment transaction) 203 
(2) Acquire the corresponding encrypted content from content server by requesting 204 

the content by using any protocol such as HTTP. (content request and acquisition 205 
based on the request) 206 

(3) Acquire Action Token and Configuration Token defined in [MBB] from store web 207 
site which enables the DRM client to make a request for the DRM license to a 208 
License Service [MBB]. Given the request, the License Service generates the 209 
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DRM license based on the purchase condition for the content, and sends the 210 
DRM license to the DRM client. (license request and acquisition based on the 211 
request) 212 

(4) Once the client has acquired the encrypted content and DRM license in step (2) 213 
and step (3) respectively, DRM client renders the encrypted content with the 214 
DRM license. 215 

Please note that the order of step (2) and step (3) can be reversed as far as these 216 
steps are completed prior to step (4). 217 
 218 
For the rendering of progressive download content, unicast streamed content, and 219 
multicast streamed content, the same steps as above shall be followed except that 220 
the step (3) shall happen prior to the step (2). Then, the encrypted content is 221 
acquired based on the request from the client (in progressive download and unicast 222 
case) or on the selection by the client (in multicast case) thorough some protocols. 223 
 224 
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3 Broadband Implementation Compendium 225 

The intention of this compendium is to aid adopters in bringing products and services 226 
to market. Unless stated otherwise in this section, the normative descriptions defined 227 
in [MCS] and [MBB] apply. Broadband Network Service Profile refers to [MFF], 228 
[OMARLIN], and [BBTS] for content protection formats. 229 
It is RECOMMENDED for device implementations to support one or more of content 230 
protection formats from [MFF], [OMARLIN] and [BBTS]. 231 

3.1 Marlin Core System Roles and Services per [MCS] §4 232 
Client implementations assert the Device and DRMClient roles. Implementations of 233 
Device and DRMClient roles MAY expose services in accordance with [MCS] §4.1 234 
and §4.2. 235 

3.2 Marlin Core System Protocols per [MCS] §5 236 
The Discovery protocol defined in [MCS] §5.4 MAY be implemented. 237 
The Inspection protocol defined in [MCS] §5.5 MAY be implemented. 238 
The Subscription and Notification protocol defined in [MCS] §5.6 MAY be 239 
implemented. 240 
The Service-specific Protocols defined in [MCS] §5.7 MAY be implemented 241 

3.3 Marlin Protocol Bindings per [MCS] §6 242 
The communication protocol bindings utilized by [MBB] are limited to the normative 243 
descriptions defined in [MCS] §6.3. 244 

3.4 Marlin BB System Protocols per [MBB] §5 245 
Services implement the protocols defined in [MBB] §5.2 in accordance to business 246 
models they support. 247 
 248 
Clients are REQUIRED to implement the License acquisition protocol defined in 249 
[MBB] §5.2.1. Clients that support more than the mandatory Octopus Node types in 250 
the request parameter SHOULD follow the signaling mechanism prescribed in §6.2. 251 
 252 
In case of Full Implementation, Clients are REQUIRED to implement the following 253 
protocols required for Registration Service defined in [MBB] §5.2.2. For Compact 254 
Implementation, the following protocols MAY be implemented and the support for 255 
Broadband Domain and Subscription is OPTIONAL. 256 

• Clients SHALL support the Node acquisition protocol for both User and 257 
Subscription Nodes. 258 

• Clients SHALL support the Link acquisition protocol to acquire Octopus Links 259 
to User and Subscription Nodes. 260 

• Clients SHALL support the Deregistration protocol to terminate User Link 261 
relationship. Clients that support more than the mandatory Octopus Node 262 
types in the request parameter SHOULD follow the signaling mechanism 263 
prescribed in §6.2. 264 

 265 
Clients MAY implement the Data Certification protocol defined in [MBB] §5.2.3. 266 
 267 
Clients MAY implement the Data Update protocol defined in [MBB] §5.2.4. 268 
 269 
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Clients MAY implement the Metering Data protocol defined in [MBB] §5.2.5. 270 

3.5 Octopus Objects 271 
For clarification of handling Scuba keys, refer to §3.2.1 of [MCS]. 272 
 273 
 274 
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4 Operational Policies 275 

This section describes the operational policies regarding output control. 276 
 277 
A default set of output control for BasicCCI and DTCP that can be overridden by the 278 
mechanism defined in [MOC] §4,1

4.1 Default set for BasicCCI 280 

 279 

The following table defines the default set of BasicCCI. 281 
 282 
Name Type Default Value Description 
EPN Integer 1 EPN-unasserted 
CCI Integer 00 Copy Control Not Asserted 
ImageConstraintToken Integer 1 High Definition Analog Output in 

High Definition Analog Form 
DigitalOnlyToken Integer 0 Output of decrypted content is 

allowed for Analog/Digital Outputs 
APS Integer 00 APS off 
 283 

4.2 Default set for DTCP 284 
The following table defines the default set of DTCP. 285 
 286 
Name Type Default Value Description 
RetensionMoveMode Integer 1 Non_Retension_mode 
RetensionState Integer N/A  
EPN Integer 1 EPN-unasserted 
DTCP_CCI Integer 00 Copy-free 
ImageConstraintToken Integer 1 High Definition Analog Output in 

High Definition Analog Form 
APS Integer 00 Copy-free 
 287 

4.3 License Issuing with Output Control 288 
This section describes an operation policy for usage of output control mechanism 289 
defined in [MOC]. 290 
In this specification, the following policy is recommended: 291 
• When a default value for a certain parameter is used, output control 292 

obligation/permission SHOULD NOT be used for the parameter. 293 
 294 

 295 
                                                
1 The default set in this section may be changed and defined in MTMO. 
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5 Usage of DRM Objects 296 

This section describes the Node Link Topologies supported by this specification and 297 
provides the licenses and links which the Client are required to support.  298 

5.1 Node Link Topologies 299 
Figure 2 provides an overview of the Node Link topologies and associated options for 300 
license binding and targeting that are supported by the Broadband Network Service 301 
Profile Specification.  302 
 303 

 304 
Figure 2: Supported Node Link Topologies 

In case of the Compact Implementation, all Clients SHALL enable topology 1, to have 305 
a Personality Node and the acquisition and evaluation of Licenses that are bound 306 
and/or targeted to the Personality Node. Other topologies are OPTIONAL. 307 
In case of Full Implementation, these topologies are provided in two sets: the 308 
mandatory BNS Base Topologies and the optional BNS Extended Topologies.  309 
 310 
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 311 

5.1.1 BNS Base Topologies of Full Implementation 312 
All Clients are mandated to have a Personality Node and to support all necessary 313 
functionality and protocols for the acquisition and deregistration of User Nodes and 314 
User Links and the acquisition and evaluation of Licenses that are bound and/or 315 
targeted to the Personality Node or to User Nodes. This enables topologies 1 and 2.  316 
 317 
The mandatory functionality with respect to Subscription Nodes, topologies 3 and 4, 318 
however is more limited. Since no means to acquire a license bound to a subscription 319 
node is mandatory, the base topologies only effectively support subscription nodes to 320 
be used to target licenses to – the licenses acquired through mandatory protocols 321 
need to be bound to either a User Node or Personality Node as per topology 1 or 2. 322 
Also, the protocol to deregister a Subscription Link is not mandatory. Consequently, 323 
only links with a fixed expiry date can effectively be used.  324 
 325 

5.1.2 BNS Extended Topologies of Full Implementation 326 
The restrictions with respect to the Subscription Node that apply for the BNS Base 327 
Topologies do not apply for the BNS Extended Topologies.  328 
 329 
Consequently, Clients that signal support for the BNS Extended Topologies are 330 
mandated to support also all necessary functionality and protocols for the acquisition 331 
and deregistration of Subscription Nodes and Subscription Links and the acquisition 332 
and evaluation of Licenses that are bound and/or targeted to Subscription Nodes. 333 
 334 

5.2 Marlin License 335 
This section describes a set of the recommended Marlin Licenses in this profile. The 336 
set includes Marlin Licenses for the license models Electronic Sell-Through and 337 
Rental. In case of Full Implementation, Subscription license model is also included. 338 

5.2.1 Electronic Sell-Through License 339 
This license type is destined to be used by a particular device or, in case of Full 340 
Implementation, within a user domain on any devices on that domain. Hence, the 341 
license is targeted and bound to an Octopus Personality Node or User Node. Note 342 
that there are no time constraints on the validity of the license. 343 
 344 
The B.2.1 is an example of License Bundle which includes Control Program 345 
enforcing the EST License Model. 346 

5.2.2 Rental License 347 
This rental license is similar to the Electronic Sell-Through type that is targeted and 348 
bound to an Octopus Personality Node or, in case of Full Implementation, to a User 349 
Node, but, there are time constraints on the validity of the license. There are 350 
following 2 types of Rental License: 351 

• Rental period in absolute validity period 352 
One or more of the following conditions are specified: 353 

o Not before 354 
o Not after 355 

• Rental period in relative validity period (Full Implementation only) 356 



Copyright (c) Marlin Developer Community, 2003-2011. All Rights Reserved 
Refer to Notices on page 2 for important legal information 

Page 14 of 46 
 

The relative period is specified by minutes from the first usage of the license. 357 
The relative period is set along with an absolute validity period so that this 358 
relative period from the first usage is allowed within a certain fixed period 359 
specified by the absolute validity period. Note that this license is typically 360 
targeted and bound to an Octopus Personality Node. 361 

 362 
The B.2.2 is an example of License Bundle which includes Control Program 363 
enforcing the Rental License in absolute validity period. 364 

5.2.3 Subscription License (Full Implementation only) 365 
The subscription license is bound to a Personality Node, User Node, or Subscription 366 
Node, and targeted at least to the Subscription Node. 367 
 368 
The B.2.3 is an example of License Bundle which includes Control Program 369 
enforcing the Subscription License Model. 370 
Generally it is recommended to apply the time constraint to the Subscription Link 371 
instead of Subscription License because the Link object is easier to update. 372 
This way all subscription contents can be updated by single Link update. 373 

5.3 Marlin Link (Full Implementation only) 374 
This section describes a set of the recommended Marlin Link for Full Implementation 375 
in this profile. The set includes Marlin Links for the link models User Link and 376 
Subscription Link. 377 

5.3.1 User Link 378 
The User Link is the link from an Octopus Personality Node to a User Node. This 379 
User Link may include constraints such as a validity period or membership check of 380 
the corresponding domain. 381 
 382 
The B.2.4 is an example of User Link. 383 
 384 

5.3.2 Subscription Link 385 
The Subscription Link is a link from a Personality Node or User Node to a 386 
Subscription Node. Note that this link is associated a time validity. 387 
 388 
The B.2.5 is an example of Subscription Link. 389 
 390 
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6 BNS Profile 391 

A DRM Client implementing optional functionality described in this specification 392 
SHOULD indicate this by using the signalling mechanism defined in [MPAC] and the 393 
profile URI defined in §6.1 with the defined attribute identifiers in [MIAR]. 394 

6.1 Profile Signalling of Full Implementation 395 
A DRM Client implementing mandatory functionality of Full Implementation described 396 
in this specification SHOULD indicate this by means of the signalling mechanism 397 
defined in [MPAC]. The requisite URI value used to signal this profile is defined in the 398 
following table. This profile is assumed in the absence of signalling. 399 
 400 
Attribute  

Name 
Attribute Value-space 

profile urn:marlin:profiles:bns:1-0 
 401 

6.2 BNS Extended Topology of Full Implementation 402 
This specification defines the following URI to signal the supported topology of Full 403 
Implementation. 404 
 405 
Attribute  

Name 
Attribute Value-space 

topology urn:marlin:bb:1-2:topology:bnsx:1-0 
 406 
When this attribute is signaled, a DRM Client which implements this specification 407 
MUST support the following functions: 408 

• License acquisition protocol to bind Marlin License to Subscription Node 409 
• Deregistration from a domain represented by Subscription Node where a 410 

corresponding Subscription Link SHALL have the following properties: 411 
o LinkFrom: Personality Node or User Node 412 
o LinkTo: Subscription Node 413 

 414 

6.3 Profile Signalling of Compact Implementation 415 
A DRM Client not implementing mandatory functionality of Full Implementation, but 416 
implementing mandatory functionality of Compact Implementation described in this 417 
specification SHALL indicate this by means of the signalling mechanism defined in 418 
[MPAC]. The requisite URI value used to signal this profile is defined in the following 419 
table. 420 
 421 
Attribute  

Name 
Attribute Value-space 

profile urn:marlin:profiles:bns:1-0:compact 
 422 
 423 
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7 Octopus Object Attributes 424 

The following attributes MAY be used in any Octopus Object as defined in [8pus] §2. 425 
A client MAY understand these attributes and MUST ignore attributes it does not 426 
understand; unless specified elsewhere (e.g., in a profile), understanding these 427 
attributes is OPTIONAL for a client. 428 

7.1 Object Expiration Date 429 
The purpose of this attribute is to convey to a client a hint that an object is no longer 430 
useful after a certain expiration date and that, therefore, the client MAY decide to 431 
remove such object from persistent storage or cache. 432 
 433 

Attribute Name Attribute  
Type 

Attribute Value 

urn:marlin:core:node:attrib
ute:expiration-date 

integer The object’s expiration date expressed as 
the number of minutes since Jan 1, 1970 
00:00:00 UTC 

 434 

7.2 User Friendly Name 435 
The purpose of this attribute is to convey a human-readable name for an Octopus 436 
Node (such as a person’s name for a User Node, for example). 437 
 438 

Attribute Name Attribute  
Type 

Attribute Value 

urn:marlin:core:node:attrib
ute:friendly-name 

string The human-readable friendly name for the 
node, encoded as a UTF-8 string. 

7.3 Marlin Broadband Specific Attributes 439 
The following attributes only apply to implementations of [MBB]. 440 

7.3.1 Octopus Link Renewal Date 441 
This attribute, when present, indicates the date after which a client MAY try to 442 
automatically renew the Octopus Link object using the Marlin Broadband Registration 443 
Service as specified in [MBB]. 444 
  445 

Attribute Name Attribute  
Type 

Attribute Value 

urn:marlin:broadband:link:a
ttribute:renewal-date 

Integer The renewal date expressed as the 
number of minutes since Jan 1, 1970 
00:00:00 UTC 

 446 
A client that understands this attribute SHOULD try to obtain an Action Token for a 447 
Registration Service as soon as possible after the date indicated in the value of this 448 
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attribute. The Action Token location MUST be specified in the Silent Renewal URL 449 
attribute in the same Octopus Link object as specified in §7.3.2. 450 

7.3.2 Octopus Link Renewal URL 451 
This attribute, when present, indicates the URI template (as specified in [MURIT10]) 452 
that can be transformed into an HTTP URL referencing an Action Token document 453 
containing the information needed by a client to engage in a Registration Service 454 
interaction as specified in [MBB]  455 
 456 

Attribute Name Attribute  
Type 

Attribute Value 

urn:marlin:broadband:link:
attribute:renewal-url 

string A URI Template that can be transformed 
into an HTTP URL 

 457 
A client that understands this attribute and wants to make use of it MUST convert the 458 
URI template into a URL as specified in [MURIT10] and perform an HTTP GET 459 
request for that URL to acquire a document. The document obtained by the HTTP 460 
GET request MUST have a mime type signaled in the Content-Type HTTP response 461 
header. If the document obtained as a response to this request contains an Action 462 
Token, the mime type MUST be application/vnd.marlin.drm.actiontoken+xml as 463 
specified in [MBB]. If the response to the request is an error, or is a document with a 464 
different mime type, the client’s behavior is unspecified (for example, if the server 465 
cannot respond with an Action Token document, it MAY respond with an HTML 466 
document which the client MAY display in its user interface). 467 
When the response to the HTTP request is an Action Token document, the client 468 
MUST process it as soon as possible. 469 
 470 
 471 
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8 Levels 472 

This section defines Levels representing a way towards assuring portability and 473 
interoperability of licenses. A Level represents a set of resources that are made 474 
available by a Marlin BB implementation. Thus, a license respecting the resources 475 
offered by such a Level should be portable and interoperable among all those 476 
implementations that support this Level. 477 

8.1 Level definition 478 

8.1.1 Resources 479 
The following table lists the resources required in level definition: 480 

Resource Name Definition 
Available Data Memory Size Size in bytes of the Data Memory [8pus] §4 

available for a code module per Plankton 
VM instance. This includes the data 
memory used to load the image of the Data 
Segment, as well as the data memory used 
by the Data Stack. This does not include 
any pseudo registers or reserved or 
unspecified address space before the first 
Data Segment. 

Code Memory Size Size of Code Memory [8pus] §4 in bytes per 
code module, i.e., per Plankton VM 
instance. 

Call Stack Depth The number of nested subroutine calls 
(OP_JSR and OP_JSRR) [8pus] §4 that 
must be supported by the VM. 

Number of Plankton Virtual Machine 
Instances 

Number of Plankton Virtual Machine 
instances that can simultaneously be 
created by the execution of a single routine 
listed in the Export Table of a Control. This 
includes spawned Virtual Machines and 
Virtual Machines necessary for Link 
processing. 

Number of Octopus Nodes per 
License (Full Implementation only) 

Number of Octopus Nodes necessary for 
the evaluation of a single License. This 
resource is required for Full Implementation 
only. 

Number of Octopus Links per License 
(Full Implementation only) 

Number of Octopus Links necessary for the 
evaluation of a single License. This 
resource is required for Full Implementation 
only. 

XML size of a Single Signed Octopus 
Object 

Overall size in bytes of all the XML 
elements representing one signed Octopus 
object [OCTXSD]. This includes Links, 
Nodes, Licenses, and NEMO messages. 

Length of a PKI Certificate Chain The number of X.509 certificates in the 
certification path from a leaf certificate that 
is to be validated to the root certificate of a 
trusted root certification authority including 
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the leaf and the root certificate. 
Usage of SeaShell DB Space per 
License (Full Implementation only) 

This value is defined implicitly via the 
Number of write operations per License, 
and via the Size of data per write operation. 
This resource is required for Full 
Implementation only. 

Number of write operations per 
License 

Number of System.Host.SetObject [8pus] 
§4 in all standard actions as defined in 
[8pus] §3.7. 

Size of data per write operation Size of Database Object including the 
associated meta data as defined in [8pus] 
§7.2 per write operation. 

Size of a Marlin BB Action Token Overall size in bytes of the XML 
representation of an Action Token [MBB]. 

Size of a Marlin BB Business Token Overall size in bytes of a Business Token 
[MBB]. 

Size of a Marlin BB Configuration 
Token 

Overall size in bytes of the XML 
representation of a Configuration Token 
[MBB]. 

 481 

8.1.2 Basic Level 482 
The Basic Level is the baseline for all levels in Marlin BB. Thus, any other level that 483 
may be defined in the future SHALL be superset of the Basic Level. 484 
The following table lists the amount of the required resources for Basic Level. The 485 
values in the list provide the lower bound for resources offered by Level-compliant 486 
Marlin Broadband (BB) Client implementation. Furthermore, the values also provide 487 
the upper bound for resources requested by Level-compliant license. 488 
 489 

Resource Name Value 
Available Data Memory Size 8 KB 
Code Memory Size 16 KB 
Call Stack Depth 8 
Number of Plankton Virtual Machine Instances 4 
Number of Octopus Nodes per License (Full 
Implementation only) 

3 (See §5.1)  

Number of Octopus Links per License (Full 
Implementation only) 

2 (See §5.1)  

XML size of a Single Signed Octopus Object (Link, Node, 
License, and NEMO msg) 

96KB  
 

Length of a PKI Certificate Chain 4 
Usage of SeaShell DB Space per License (Full 
Implementation only) 

 

 Number of write operations per License 9 
Size of data per write operation 768B 

Size of a Marlin BB Action Token 4KB 
Size of a Marlin BB Business Token 256B 
Size of a Marlin BB Configuration Token 75KB 

 490 
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8.1.3 Advanced Level 491 
The Advanced Level is reserved for the future extension. 492 
 493 

8.2 Signalling of Levels 494 
The Basic Level is the baseline for all Marlin BB implementations. Hence, all Marlin 495 
BB clients SHALL comply with the Basic Level. A server SHALL NOT signal levels in 496 
licenses requiring resources exceeding the signaled capability of the client. Note that 497 
the server MAY determine the Level of the client via explicit signaling as defined in 498 
this document or by some other implicit mechanism. If the server is unable to 499 
determine the Level of the Client, it MUST assume only Basic Level resources in the 500 
client. 501 

8.2.1 Level Attribute Values 502 
The following table lists the Attribute Values used for signalling a certain Level.  503 
 504 

Level Attribute Value-space Citation 
Basic Level urn:marlin:broadband:client:capabilities:level:

basic 
§8.1.2 

Advanced 
Level 

urn:marlin:broadband:client:capabilities:level:
advanced 

§8.1.3 

 505 

8.2.2 Client Capability Signalling 506 
A DRM Client supporting levels other than the Basic Level SHOULD indicate this by 507 
means of the signaling mechanism defined in [MPAC] via the following attribute.  508 
 509 

Attribute  
Name 

Attribute Value-space 

Level Attribute Value-space given in the table in §8.2.1, except 
unknown 

 510 

8.2.3 License Signalling 511 
If a license is known to be conformant with a certain level, the Level (e.g., basic) of 512 
the license SHOULD be signaled via the following attribute in an Octopus Control 513 
[8pus] §3. It is highly recommended that services signal the level to ensure clients 514 
can consistently process the license. 515 
If a license explicitly signals a certain Level, it SHALL conform to this Level. 516 
 517 

Attribute Name Attribute 
Type 

Attribute Value 

urn:marlin:bnsp:level String Attribute Value-space given in the table 
in § 8.2.1 

 518 
 519 
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Appendix A Guidelines for Identifier definitions 520 
(Informative) 521 
This section describes a number of informative guideline that can be helpful for a 522 
service provider when launching a service and for a better harmonisation among 523 
service providers. 524 

A.1 ID Structure in SeaShell 525 
A.1.1 Root Container 526 
The Root Container has the following properties: 527 
Properties Value 
Name Marlin 
Path /Octopus/SeaShell/Databases/Marlin 
Owner urn:marlin:drmservices:seashell 
 528 
The Root Container is required to be hard-coded in Marlin DRM Client as specified in 529 
§12.5.1 of [MCS]. 530 
 531 
A.1.2 Adopter Container 532 
In this document, the Adopter Container is assumed as the direct child container of 533 
the Root Container. The Adopter Container has the following properties and values: 534 
Properties Value 
Name @company@ 
Path /Octopus/SeaShell/Databases/Marlin/@company@ 
Owner urn:marlin:organization:@company@:drmsvc:seashell 
 535 
The uniqueness of @company@ is managed by MTMO, and each of Adopters is 536 
required to register the @company@ to MTMO. 537 
 538 
The Adopter Container is generated in SeaShell database by executing the MTMO 539 
SeaShell Delegate Control provided from MTMO. For the request of MTMO SeaShell 540 
Delegate Control, the Adopter SHALL specify the @company@ as a parameter. 541 
When an Adopter manages all of its service end entities credentials by itself rather 542 
than to have some aggregated entities (e.g. Adopters’ key center), the MTMO 543 
SeaShell Delegate Control is acquired and managed by the Adopter. 544 
 545 
A.1.3 Service Container 546 
In this document, the Service Container is assumed as the direct child container of 547 
the Adopter Container. For Marlin Broadband Delivery System, there are two Service 548 
Containers. One is the Service Container for License Service (i.e. License Service 549 
Container). The other is the Service Container for Registration Service (i.e. 550 
Registration Service Container). 551 
 552 
The License Service Container has the following properties: 553 
Properties Value 
Name @ls@ 
Path /Octopus/SeaShell/Databases/Marlin/@company@/@ls@ 
Owner urn:marlin:organization:@company@:licensesign:@ID@ 
 554 
The Registration Service Container has the following properties: 555 
Properties Value 
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Name @rs@ 
Path /Octopus/SeaShell/Databases/Marlin/@company@/@rs@ 
Owner urn:marlin:organization:@company@:registsign:@ID@ 
 556 
The uniqueness of @ls@ and @rs@ under the @company@, and the uniqueness of 557 
@ID@ in each of License and Registration Service SHALL be ensured by the 558 
Adopter. 559 
 560 
When an Adopter manages all of its service end entities credentials by itself rather 561 
than to have some aggregated entities (e.g. Adopters’ key center), Adopter’s 562 
SeaShell Delegate Control which generates Service Containers SHALL be prepared 563 
by the Adopter. 564 
 565 
The Owner Values for respective Service Containers SHALL also be set to the 566 
subjects of corresponding License and Registration Service certificates which sign 567 
Control/Controller objects to allow accesses for each of Service Containers in 568 
SeaShell. It also means that even if the Adopter renews for the License and 569 
Registration Service certificates above, the renewed certificates SHALL also have 570 
the same Owner Values as the subjects of the certificates. 571 
 572 

A.2 Parameter List 573 
This section describes parameter list for subsets of [MBB]. 574 

- The @company@ is identifier for company. This value is unique for the 575 
Adopter in Marlin. 576 

- The @pdc@ is used as an identifier for PDC (Provisioning Data Center). This 577 
value is unique for the PDC in Marlin. 578 

- The @ID@ is used as an identifier for each of service subject specified in its 579 
credentials.  580 

- The @RID@ is used as an identifier to ensure uniqueness of urns for 581 
Octopus Objects and NEMO Message Certificates. 582 

- The @policyID@ is used as an identifier to ensure uniqueness of domain 583 
policy for the @company@. 584 

 585 
A.2.1 License Service 586 
Α.2.1.1 Credentials for License Service 587 
@ID@ is same among License Service 588 
Parameter Convention 
Subject of license signing 
cert 

urn:marlin:organization:@company@:licensesign:@ID@ 

Subject of NEMO 
signing/enc cert 

urn:marlin:organization:@pdc@:@company@:licensenemo:
@ID@ 

NotOnOrAfterDate DDMMYYYY or None 
 589 
Α.2.1.2 Octopus Objects provided from License Service 590 
The assumption is that “urn:marlin:organization:@company@:licensesign:@ID@” is 591 
common for all of parameters for Octopus Objects issued by the License Service and 592 
the subsequent value from 593 
“urn:marlin:organization:@company@:licensesign:@ID@” is determined by the 594 
License Service to ensure uniqueness of urns for each of Octopus Objects in the 595 
License Service. 596 
The urn for reference to content is provided from a content packager to License 597 
Service. In the format of urn: 598 
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- The @service@ is used as an identifier of service in @company@. This 599 
value is unique for the service in @company@. 600 

- The @content-type@ is used as an identifier of content type (e.g. Video, 601 
Audio, etc.) The @content-type@ includes @id@ part to identify the content 602 
in the content type. 603 
 content-v-@id@ : Video Track 604 
 content-a-@id@ : Audio Track 605 
 content-s-@id@ : Subtitle Track 606 

- The @PID@ is provided from the content packager to ensure uniqueness of 607 
the content file. 608 

Parameter Convention 
Control/@uid urn:marlin:organization:@company@:licensesign:@ID@:cont

rol-@RID@ 
Controller/@uid urn:marlin:organization:@company@:licensesign:@ID@:cont

roller-@RID@ 
ContentKey/@uid urn:marlin:organization:@company@:licensesign:@ID@:cont

ent-key-@RID@ 
ContentKey/SecretKey/@ui
d 

urn:marlin:organization:@company@:licensesign:@ID@:secr
et-key-@RID@ 

Protector/@uid urn:marlin:organization:@company@:licensesign:@ID@:prot
ector-@RID@ 

Protector/ProtectedTargets/
ContentReference/Uid 

urn:marlin:organization:@company@:@content-
type@:@PID@ 

 609 
A.2.2 Registration Service 610 
Α.2.2.1 Credentials for Registration Service 611 
@ID@ is specified for Registration Service 612 
Parameter Convention 
Subject of reg. signing cert urn:marlin:organization:@company@:registsign:@ID@ 
Subject of NEMO 
signing/enc cert 

urn:marlin:organization:@pdc@:@company@:registnemo:@I
D@ 

NotOnOrAfterDate DDMMYYYY or None 
 613 
Α.2.2.2 Octopus Objects provided from Registration Service 614 
The assumption is “urn:marlin:organization:@company@:registsign:@ID@” is 615 
common for all of parameters for Octopus Objects issued by the Registration Service 616 
and the subsequent value from 617 
“urn:marlin:organization:@company@:registsign:@ID@” is determined by the 618 
Registration Service to ensure uniqueness of urns for each of Octopus Objects in the 619 
Registration Service. 620 
 621 
• User Node 622 
Parameter Convention 
Node/@uid urn:marlin:organization:@company@:registsign:@ID@:8pus

user:@RID@ 
Node/ExtensionList/Extensi
on/@uid 

urn:marlin:organization:@company@:registsign:@ID@:8pus
user:@RID@:scuba:public 

Node/ExtensionList/Extensi
on/ScubaKeys/PublicKey/
@uid 

urn:marlin:organization:@company@:registsign:@ID@:8pus
user:@RID@:scuba:public:sharing 

Node/ExtensionList/Extensi
on/ScubaKeys/PublicKey/
@pair 

urn:marlin:organization:@company@:registsign:@ID@:8pus
user:@RID@:scuba:pair:sharing 
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 623 
• User Link 624 
Parameter Convention 
Link/@uid urn:marlin:organization:@company@:registsign:@ID@:@RI

D@ 
Link/AttributeList/Attribute 
(name="urn:marlin:link:attri
bute:domain-id") 

urn:marlin:organization:@company@:registsign:@ID@:8pus
user:@RID@ 

Link/AttributeList/Attribute 
(name="urn:marlin:link:attri
bute:domain-policy") 

urn:marlin:broadband:domain-
policy:organization:@compnay@:@policyID@ 

Link/ExtensionList/Extensio
n/@uid 

urn:marlin:organization:@company@:registsign:@ID@:@RI
D@:scuba:private 

Link/ExtensionList/Extensio
n/ScubaKeys/SecretKey/@
uid 

urn:marlin:organization:@company@:registsign:@ID@:8pus
user:@RID@:scuba:secret:sharing 

Link/ExtensionList/Extensio
n/ScubaKeys/PrivateKey/@
uid 

urn:marlin:organization:@company@:registsign:@ID@:8pus
user:@RID@:scuba:private:sharing 

Link/ExtensionList/Extensio
n/ScubaKeys/PrivateKey/@
pair 

urn:marlin:organization:@company@:registsign:@ID@:8pus
user:@RID@:scuba:pair:sharing 

Link/Control/@uid urn:marlin:organization:@company@:registsign:@ID@:contr
ol:@RID@ 

 625 
• Agent 626 
Parameter Convention 
AgentCarrier/@contextId urn:marlin:organization:@company@:registsign:@ID@:@RI

D@ 
AgentCarrier/Bundle/Contro
l/@uid 

urn:marlin:organization:@company@:registsign:@ID@:contr
ol-@RID@ 

 627 
• Delegate1 (This is provided for Root Container from MTMO) 628 
Since the Delegate1 is provided from MTMO, the uid is also issued by MTMO. 629 
Parameter Convention 
Control/@uid urn:marlin:drmservices:seashell:control:@RID@ 
 630 
• Delegate2 (This is generated by Service Provider) 631 
Parameter Convention 
Control/@uid urn:marlin:organization:@company@:drmservices:seashell:c

ontrol:@RID@ 
 632 
A.2.3 Marlin BB DRM Client 633 
• Octopus Personality Node Public Part 634 
Parameter Convention 
uid urn:marlin:organization:@pdc@:@company@:8pusperso:@RID@ 
device-class Dedicated Device, Personal Computer, or Portable Device 
 635 
• NEMO Message Signing/Encipherment Certificate 636 
Subject value is same between NEMO Message Signing Certificate and NEMO 637 
Message Encipherment Certificate for a client. 638 
Parameter Convention 
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Subject urn:marlin:organization:@pdc@:@company@:clientnemo:@RID@ 
 639 
• NEMO Role Assertion 640 
Subject value is same between NEMO Role Assertion and NEMO Message 641 
Signing/Encipherment Certificate for a client. 642 
Parameter Convention 
Subject urn:marlin:organization:@pdc@:@company@:clientnemo:@RID@ 
NotOnOrAfterDate DDMMYYYY or None 
Marlin Core Spec. 
Major Version 

Major security version of Marlin Core System Specification 

Marlin Core Spec. 
Minor Version 

Minor security version of Marlin Core System Specification 

Marlin BB Spec. Major 
Version 

Major security version of Marlin Broadband Delivery System 
Specification 

Marlin BB Spec. Minor 
Version 

Minor security version of Marlin Broadband Delivery System 
Specification 

trusted-time Yes or None 
license-suspension Yes or None 
meter-play-duration Yes or None 
manufacturer urn:marlin:organization:@company@ 
model model name which is unique under manufacturer (string) 
version version number of the model (X.X.X) 
 643 
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Appendix B Sample Data (Informative) 644 
This section presents a number of sample data exchanged between Marlin entities. 645 
This data should help to better understanding the Marlin specifications. 646 

B.1 NEMO Messages 647 
Here is an example of exchange of NEMO messages between a Marlin Client and a 648 
Marlin Service. The message exchange corresponds to the Link Acquisition protocol 649 
in Marlin BB, thus, involving three messages: a request, a response, and a 650 
confirmation. 651 
 652 
Note that for more readability the contents of XML elements with large raw data are 653 
represented shortened. Moreover, the Assertions are represented shortened as their 654 
content is not relevant for the presentations of NEMO messages. 655 
 656 
B.1.1 Request Message 657 
 658 
<senv:Envelope> 
 
<senv:Header> 
 
<wsa:Action>urn:marlin:broadband:1-1:registration-service:linkAcquisition</wsa:Action> 
 
<wsa:MessageID wsu:Id="sigid0009"> 
urn:marlin:organization:testpdc:device-maker-x:clientnemo:aa08a1:870f18b787295a41 
</wsa:MessageID> 
 
<wsse:Security> 
 
<nemosec:ProtocolDeclaration URI="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0" wsu:Id="sigid0002" 
nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-protocol"> 
<nemosec:Step Type="request"/> 
<nemosec:Reference URI="#NemoIntegrity" 
nemosec:TargetUsage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#request-signature"/> 
<nemosec:Reference URI="#NemoConfidentiality" 
nemosec:TargetUsage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#request-encryptedMessageKey"/> 
</nemosec:ProtocolDeclaration> 
 
<nemosec:Profile URI="urn:marlin:core:1.0:nemo:protocol:profile:1" wsu:Id="sigid0003" 
nemosec:Usage="http://nemo.intertrust.com/2005/10/security/profile"/> 
 
<wsse:Nonce EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-
soap-message-security-1.0#Base64Binary" wsu:Id="sigid0006" 
nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#request-nonce">ZS9sr…RcjqQ==</wsse:Nonce> 
 
<wsu:Timestamp wsu:Id="sigid0005" 
nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#request-timestamp"> 
<wsu:Created>2008-04-03T13:35:53Z</wsu:Created> 
</wsu:Timestamp> 
 
<nemosec:ToNode wsu:Id="sigid0004" 
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nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#request-toNode">urn:marlin:organization:testpdc:service-provider-
v:registnemo:100</nemosec:ToNode> 
 
<xenc:EncryptedKey Id="NemoConfidentiality"> 
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p"> 
<ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
</xenc:EncryptionMethod> 
<ds:KeyInfo> 
<wsse:SecurityTokenReference> 
<wsse:KeyIdentifier EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-
wss-soap-message-security-1.0#Base64Binary" ValueType="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-
1.0#X509v3SubjectKeyIdentifier">segmkG9…2MJg=</wsse:KeyIdentifier> 
</wsse:SecurityTokenReference> 
</ds:KeyInfo> 
<xenc:CipherData> 
<xenc:CipherValue>ks1oP7McK…IBBQxtj9c=</xenc:CipherValue> 
</xenc:CipherData> 
<xenc:ReferenceList> 
<xenc:DataReference URI="#EncryptedMessageKey"/> 
<xenc:DataReference URI="#EncryptedBody"/> 
<xenc:DataReference URI="#EncryptedSignature"/> 
</xenc:ReferenceList> 
</xenc:EncryptedKey> 
 
<xenc:EncryptedData Id="EncryptedMessageKey" 
Type="http://www.w3.org/2001/04/xmlenc#Element"> 
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"/> 
<xenc:CipherData> 
<xenc:CipherValue>9NxboI…N3gssut4m0=</xenc:CipherValue> 
</xenc:CipherData> 
</xenc:EncryptedData> 
 
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-soap-message-security-1.0#Base64Binary" ValueType="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509PKIPathv1" 
wsu:Id="sigid0007" nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#response-encryptionKey">MIIJhz…7Yi3HrAqvg== 
</wsse:BinarySecurityToken> 
 
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-soap-message-security-1.0#Base64Binary" ValueType="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509PKIPathv1" 
wsu:Id="sigid0008" nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#request-signingKey">MIIJhTC…Awsb524= 
</wsse:BinarySecurityToken> 
 
<Assertion AssertionID="AQAjA0sB" IssueInstant="2007-06-19T16:17:39.745Z" 
Issuer="urn:marlin:organization:testpdc:device-maker-x:drmperso" MajorVersion="1" 
MinorVersion="1"> 
    … 
</Assertion> 
 
<wsse:SecurityTokenReference 
nemosec:Usage="http://nemo.intertrust.com/2004/attribute/role"> 
<wsse:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-
profile-1.0#SAMLAssertionID">AQAjA0sB</wsse:KeyIdentifier> 
</wsse:SecurityTokenReference> 
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<xenc:EncryptedData Id="EncryptedSignature" 
Type="http://www.w3.org/2001/04/xmlenc#Element"> 
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"/> 
<xenc:CipherData> 
<xenc:CipherValue>Zw7U3…dVRgZ</xenc:CipherValue> 
</xenc:CipherData> 
</xenc:EncryptedData> 
 
</wsse:Security> 
 
</senv:Header> 
 
<senv:Body wsu:Id="soapBody"> 
 
<xenc:EncryptedData Id="EncryptedBody" 
Type="http://www.w3.org/2001/04/xmlenc#Content"> 
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"/> 
<xenc:CipherData> 
<xenc:CipherValue>A8F42x…2dFFjV</xenc:CipherValue> 
</xenc:CipherData> 
</xenc:EncryptedData> 
 
</senv:Body> 
 
</senv:Envelope> 
 659 
B.1.2 Response Message 660 
 661 
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" 
SOAP-ENV:encodingStyle="http://schema.xmlsoap.org/soap/encoding/"> 
 
<SOAP-ENV:Header> 
 
<wsa:RelatesTo xmlns:wsa="http://www.w3.org/2005/08/addressing" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd" RelationshipType="http://nemo.intertrust.com/2004/addressing/originatesFrom" 
wsu:Id="response-relatesToOriginatesFrom" SOAP-
ENV:mustUnderstand="1">urn:marlin:organization:testpdc:device-maker-
x:clientnemo:aa08a1:870f18b787295a41</wsa:RelatesTo> 
 
<wsa:MessageID xmlns:wsa="http://www.w3.org/2005/08/addressing" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd" wsu:Id="response-messageID"  
SOAP-ENV:mustUnderstand="1">urn:marlin:organization:testpdc:device-maker-
x:clientnemo:aa08a1:0C764B019FB436FD</wsa:MessageID> 
 
<wsa:Action xmlns:wsa="http://www.w3.org/2005/08/addressing">urn:marlin:broadband:1-
1:registration-service:linkAcquisition</wsa:Action> 
 
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-
wssecurity-secext-1.0.xsd" SOAP-ENV:mustUnderstand="1"> 
 
<nemosec:ProtocolDeclaration 
xmlns:nemosec="http://nemo.intertrust.com/2005/10/security" xmlns:wsu="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" 
URI="http://nemo.intertrust.com/2005/10/security/secure-protocol/basic/1.0" 
wsu:Id="response-protocolDeclaration" 
nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-protocol"> 
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<nemosec:Step Type="response" />  
<nemosec:Reference URI="#confidentiality" 
nemosec:TargetUsage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#response-encryptedMessageKey" />  
<nemosec:Reference URI="#drmIntegrity" 
nemosec:TargetUsage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#response-signature" />  
</nemosec:ProtocolDeclaration> 
 
<nemosec:Profile xmlns:nemosec="http://nemo.intertrust.com/2005/10/security" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd" URI="urn:marlin:core:1.0:nemo:protocol:profile:1" wsu:Id="response-profile" 
nemosec:Usage="http://nemo.intertrust.com/2005/10/security/profile" />  
 
<wsse:Nonce xmlns:nemosec="http://nemo.intertrust.com/2005/10/security" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-
message-security-1.0#Base64Binary" wsu:Id="response-nonce" 
nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#response-nonce">wbi81tbefyo…5NjY4NjIx</wsse:Nonce>  
 
<wsse:Nonce xmlns:nemosec="http://nemo.intertrust.com/2005/10/security" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-
message-security-1.0#Base64Binary" wsu:Id="response-returnedNonce" 
nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#response-returnedNonce">ZS9srU…GRcjqQ==</wsse:Nonce>  
 
<wsu:Timestamp xmlns:nemosec="http://nemo.intertrust.com/2005/10/security" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd" wsu:Id="response-timestamp" 
nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#response-timestamp"> 
<wsu:Created>2008-04-03T13:34:28.621Z</wsu:Created>  
</wsu:Timestamp> 
 
<nemosec:ToNode xmlns:nemosec="http://nemo.intertrust.com/2005/10/security" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd" wsu:Id="response-toNode" 
nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#response-toNode">urn:marlin:organization:testpdc:device-maker-
x:clientnemo:aa08a1</nemosec:ToNode> 
 
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
Id="drmEncryptedMessageKey" Type="http://www.w3.org/2001/04/xmlenc#Element"> 
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc" />  
<xenc:CipherData> 
<xenc:CipherValue>Jpn5+C5…642Uw==</xenc:CipherValue>  
</xenc:CipherData> 
</xenc:EncryptedData> 
 
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
Id="drmEncryptedSignature" Type="http://www.w3.org/2001/04/xmlenc#Element"> 
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc" />  
<xenc:CipherData> 
<xenc:CipherValue>gCZ2nq…HBjd9s</xenc:CipherValue>  
</xenc:CipherData> 
</xenc:EncryptedData> 
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<xenc:EncryptedKey xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" Id="confidentiality"> 
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p" 
/> 
<ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
<wsse:SecurityTokenReference> 
<wsse:KeyIdentifier EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-
wss-soap-message-security-1.0#Base64Binary" ValueType="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-
1.0#X509v3SubjectKeyIdentifier">CkeE5WkKw…mjHtzh0=</wsse:KeyIdentifier>  
</wsse:SecurityTokenReference> 
</ds:KeyInfo> 
<xenc:CipherData> 
<xenc:CipherValue>L8uhR…x9Ss0=</xenc:CipherValue>  
</xenc:CipherData> 
<xenc:ReferenceList> 
<xenc:DataReference URI="#drmEncryptedMessageKey" />  
<xenc:DataReference URI="#drmEncryptedSignature" />  
<xenc:DataReference URI="#drmEncryptedBody" />  
</xenc:ReferenceList> 
</xenc:EncryptedKey> 
 
</wsse:Security> 
 
</SOAP-ENV:Header> 
 
<SOAP-ENV:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-
wssecurity-utility-1.0.xsd" wsu:Id="soapBody"> 
 
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
Id="drmEncryptedBody" Type="http://www.w3.org/2001/04/xmlenc#Element"> 
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc" />  
<xenc:CipherData> 
<xenc:CipherValue>3yj2+ztr…0h7TTo=</xenc:CipherValue>  
</xenc:CipherData> 
</xenc:EncryptedData> 
 
</SOAP-ENV:Body> 
 
</SOAP-ENV:Envelope> 
 662 
B.1.3 Confirmation Message 663 
 664 
<senv:Envelope xmlns:senv="http://schemas.xmlsoap.org/soap/envelope/"> 
<senv:Header> 
 
<wsa:Action xmlns:wsa="http://www.w3.org/2005/08/addressing">urn:marlin:broadband:1-
1:registration-service:confirmDRMObjects</wsa:Action> 
 
<wsa:RelatesTo xmlns:wsa="http://www.w3.org/2005/08/addressing" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd" RelationshipType="http://nemo.intertrust.com/2004/addressing/originatesFrom" 
wsu:Id="sigid0008">urn:marlin:organization:testpdc:device-maker-
x:clientnemo:aa08a1:870f18b787295a41</wsa:RelatesTo>  
 
<wsa:MessageID xmlns:wsa="http://www.w3.org/2005/08/addressing" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd" wsu:Id="sigid0009">urn:marlin:organization:testpdc:device-maker-
x:clientnemo:aa08a1:2a8eafa92a1e1feb</wsa:MessageID>  
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<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-
wssecurity-secext-1.0.xsd"> 
 
<nemosec:ProtocolDeclaration 
xmlns:nemosec="http://nemo.intertrust.com/2005/10/security" xmlns:wsu="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" 
URI="http://nemo.intertrust.com/2005/10/security/secure-protocol/basic/1.0" 
wsu:Id="sigid0002" nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-
protocol"> 
<nemosec:Step Type="confirmation" />  
<nemosec:Reference URI="#NemoIntegrity" 
nemosec:TargetUsage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#confirmation-signature" />  
<nemosec:Reference URI="#NemoConfidentiality" 
nemosec:TargetUsage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#confirmation-encryptedMessageKey" />  
</nemosec:ProtocolDeclaration> 
 
<nemosec:Profile xmlns:nemosec="http://nemo.intertrust.com/2005/10/security" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd" URI="urn:marlin:core:1.0:nemo:protocol:profile:1" wsu:Id="sigid0003" 
nemosec:Usage="http://nemo.intertrust.com/2005/10/security/profile" />  
 
<wsse:Nonce xmlns:nemosec="http://nemo.intertrust.com/2005/10/security" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-
message-security-1.0#Base64Binary" wsu:Id="sigid0006" 
nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#confirmation-returnedNonce">wbi81tb…NjY4NjIx</wsse:Nonce> 
 
<wsu:Timestamp xmlns:nemosec="http://nemo.intertrust.com/2005/10/security" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd" wsu:Id="sigid0005" 
nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#confirmation-timestamp"> 
<wsu:Created>2008-04-03T13:35:53Z</wsu:Created>  
</wsu:Timestamp> 
 
<nemosec:ToNode xmlns:nemosec="http://nemo.intertrust.com/2005/10/security" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd" wsu:Id="sigid0004" 
nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#confirmation-toNode">urn:marlin:organization:testpdc:service-provider-
v:registnemo:100</nemosec:ToNode> 
 
<xenc:EncryptedKey xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
Id="NemoConfidentiality"> 
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p"> 
<ds:DigestMethod xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />  
</xenc:EncryptionMethod> 
<ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
<wsse:SecurityTokenReference> 
<wsse:KeyIdentifier EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-
wss-soap-message-security-1.0#Base64Binary" ValueType="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-
1.0#X509v3SubjectKeyIdentifier">segmkG9…2MJg=</wsse:KeyIdentifier>  
</wsse:SecurityTokenReference> 
</ds:KeyInfo> 
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<xenc:CipherData> 
<xenc:CipherValue>aMUK…KMddc=</xenc:CipherValue>  
</xenc:CipherData> 
<xenc:ReferenceList> 
<xenc:DataReference URI="#EncryptedMessageKey" />  
<xenc:DataReference URI="#EncryptedBody" />  
<xenc:DataReference URI="#EncryptedSignature" />  
</xenc:ReferenceList> 
</xenc:EncryptedKey> 
 
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
Id="EncryptedMessageKey" Type="http://www.w3.org/2001/04/xmlenc#Element"> 
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc" />  
<xenc:CipherData> 
<xenc:CipherValue>jqjaE…TmtAA=</xenc:CipherValue>  
</xenc:CipherData> 
</xenc:EncryptedData> 
 
<wsse:BinarySecurityToken xmlns:nemosec="http://nemo.intertrust.com/2005/10/security" 
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-
1.0.xsd" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-
message-security-1.0#Base64Binary" ValueType="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509PKIPathv1" 
wsu:Id="sigid0007" nemosec:Usage="http://nemo.intertrust.com/2005/10/security/secure-
protocol/basic/1.0#confirmation-
signingKey">MIIJhTC…sb524=</wsse:BinarySecurityToken> 
 
<Assertion xmlns="urn:oasis:names:tc:SAML:1.0:assertion" AssertionID="AQAjA0sB" 
IssueInstant="2007-06-19T16:17:39.745Z" Issuer="urn:marlin:organization:testpdc:device-
maker-x:drmperso" MajorVersion="1" MinorVersion="1"> 
… 
</Assertion> 
 
<wsse:SecurityTokenReference 
xmlns:nemosec="http://nemo.intertrust.com/2005/10/security" 
nemosec:Usage="http://nemo.intertrust.com/2004/attribute/role"> 
<wsse:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-
profile-1.0#SAMLAssertionID">AQAjA0sB</wsse:KeyIdentifier>  
</wsse:SecurityTokenReference> 
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
Id="EncryptedSignature" Type="http://www.w3.org/2001/04/xmlenc#Element"> 
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc" />  
<xenc:CipherData> 
<xenc:CipherValue>CQ29Mk…L86Go</xenc:CipherValue>  
</xenc:CipherData> 
</xenc:EncryptedData> 
 
</wsse:Security> 
 
</senv:Header> 
 
<senv:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-
wssecurity-utility-1.0.xsd" wsu:Id="soapBody"> 
 
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
Id="EncryptedBody" Type="http://www.w3.org/2001/04/xmlenc#Content"> 
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc" />  
<xenc:CipherData> 
<xenc:CipherValue>GMSon…b5TdR</xenc:CipherValue>  
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</xenc:CipherData> 
</xenc:EncryptedData> 
 
</senv:Body> 
 
</senv:Envelope> 
 665 

B.2 Sample Supported DRM Objects 666 
Here is an example of supported DRM objects 667 
 668 
Note that for more readability the contents of XML elements with large raw data are 669 
represented shortened. 670 
 671 
B.2.1 EST License 672 
The following is the sample EST License introduced in §5.2.1.  673 
 674 
<Bundle xmlns="http://www.octopus-drm.com/profiles/base/1.0" 
      xmlns:dsig="http://www.w3.org/2000/09/xmldsig#" 
      xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
      xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
      <ContentKey 
        uid="urn:marlin:organization:foobar:license-service:content-key-111485935"> 
        <SecretKey 
          uid="urn:marlin:organization:foobar:license-service:secret-key-111485935"> 
          <KeyData encoding="xmlenc" format="RAW"> 
            <xenc:EncryptedData> 
              <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"/> 
              <dsig:KeyInfo> 
                <dsig:KeyName>urn:marlin:organization:testpdc:device-maker-
x:8pusperso:aa08a2:scuba:secret:sharing</dsig:KeyName> 
              </dsig:KeyInfo> 
              <xenc:CipherData> 
                <xenc:CipherValue>qoMhF.....zKHXWC</xenc:CipherValue> 
              </xenc:CipherData> 
            </xenc:EncryptedData> 
          </KeyData> 
        </SecretKey> 
      </ContentKey> 
      <Protector 
        uid="urn:marlin:organization:foobar:license-service:protector-970395650"> 
        <ContentKeyReference> 
          <Uid>urn:marlin:organization:foobar:license-service:content-key-111485935</Uid> 
        </ContentKeyReference> 
        <ProtectedTargets> 
          <ContentReference> 
            <Uid>urn:marlin:organization:foobar:8puslic:0000…0004d2</Uid> 
          </ContentReference> 
        </ProtectedTargets> 
      </Protector> 
      <Control Id="control" 
        uid="urn:marlin:organization:foobar:license-service:control-2006478942"> 
        <ControlProgram protocol="http://www.octopus-drm.com/specs/scp-1_0"> 
          <CodeModule type="http://www.octopus-drm.com/specs/pkcm-
1_0">AAANenBrQ00AAACQcGtFWAAAAAQbQ29udHJvbC5BY3Rpb25zLlBsYXkuQ2hlY2sAAAAEqR5Db
250cm9sLkFjdGlvbnMuUGxheS5EZXNjcmliZQAAAAclGkNvbnRyb2wuQWN0aW9ucy5QbGF5LkluaXQAA
AAEnR1Db250cm9sLkFjdGlvbnMuUGxheS5QZXJmb3JtAAAABKkAAAficGtDUwAAAQAAAAQaAQAAAbc
FGwEAAAAEGgEAAAGzBRoEAQAAAAQaAQAAALMFBAEAAAAEGgEAAAG3BRoBAAAAAyADAQAAA
DIYBAEAAAAEGgEAAAG7BRsEAwH/////CwEAAAAOGQsPAQAAABMZAQAAAAAVAgIBAAAAABUEAgQ
CFQH////6FQEAAAAEGgEAAAAABRsBAAAABBoBAAAABAUbAwEAAAAECwEAAABAGAEAAAAEBwEA
AAAEGgEAAAAEBQMaBAMaAQAAAAQFBBsaAQAAAAQaAQAAAAAFAxoEAxoBAAAABAUEGxsB////sx
YDAQAAAAALAQAAAEAZAQAAAAEHAQAAAAQaAQAAAAQFAxoEAxoBAAAAAQUEGxwBAAAABBoB
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BAAAAJRkDHAEAAAAVGQQBAAAAAQUEAQAAAAEFAf///9AWFQICAQAAAAAVAgIB/////xUeAQAAAAg
FGgEAAAAEGgEAAAAABRsBAAAACBoBAAAAAAUTAwEAAACIGAIBAAAABBoBAAAAAAUaAQAAAAQ
aAQAAALMFBAMBAAAAAQsBAAAAMBkDAQAAAAILAQAAADEZAgEAAAAEGgEAAAG7BRoBAAAACB
oBAAACNgUTAwEAAAAlGBUCGgQaCwMPAQAAABcZFQIBAAAACBoBAAAC8QUTAwEAAAABGBUCA
QAAAAAB/////xUEAgEAAAAABBUBAAAABBoBAAABtwUbAf////8EAQAAAAQaAQAAAbcFGgEAAAAIGgEo4cHa
W46b3JnYW5pemF0aW9uOnRlc3RwZGM6ZGV2aWNlLW1ha2VyLXg6OHB1c3BlcnNvOmFhMDhhMgAA
AAAIAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAARGV2aWNlQ29uc3RyYWludHMA</CodeModule> 
        </ControlProgram> 
      </Control> 
      <Controller Id="controller" 
        uid="urn:marlin:organization:foobar:license-service:controller-1579340869"> 
        <ControlReference> 
          <Uid>urn:marlin:organization:foobar:license-service:control-2006478942</Uid> 
          <Digest> 
            <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
            <dsig:DigestValue>3SdJV….. xP+1Y=</dsig:DigestValue> 
          </Digest> 
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        </ControlReference> 
        <ControlledTargets> 
          <ContentKeyReference> 
            <Uid>urn:marlin:organization:foobar:license-service:content-key-111485935</Uid> 
            <Digest> 
              <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
              <dsig:DigestValue>l6Ezo…..YF8ZE=</dsig:DigestValue> 
            </Digest> 
          </ContentKeyReference> 
        </ControlledTargets> 
      </Controller> 
      <dsig:Signature Id="PKSig" xmlns:dsig="http://www.w3.org/2000/09/xmldsig#"> 
        <dsig:SignedInfo xmlns:dsig="http://www.w3.org/2000/09/xmldsig#"> 
          <dsig:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
          <dsig:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/> 
          <dsig:Reference URI="#controller"> 
            <dsig:Transforms> 
              <dsig:Transform Algorithm="http://www.octopus-drm.com/octopus/specs/cbs-1_0"/> 
            </dsig:Transforms> 
            <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
            <dsig:DigestValue>MLQGs8P1zSbYzSsZsyTJEGdOjaw=</dsig:DigestValue> 
          </dsig:Reference> 
        </dsig:SignedInfo> 
        <dsig:SignatureValue>puBQk.....TB2rIpOw==</dsig:SignatureValue> 
        <dsig:KeyInfo> 
          <dsig:X509Data> 
            <dsig:X509Certificate>MIIEF...../osnwE8=</dsig:X509Certificate> 
            <dsig:X509Certificate>MIID2.....VgiT9ai</dsig:X509Certificate> 
          </dsig:X509Data> 
        </dsig:KeyInfo> 
      </dsig:Signature> 
      <dsig:Signature xmlns:dsig="http://www.w3.org/2000/09/xmldsig#"> 
        <dsig:SignedInfo xmlns:dsig="http://www.w3.org/2000/09/xmldsig#"> 
          <dsig:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
          <dsig:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/> 
          <dsig:Reference URI="#controller"> 
            <dsig:Transforms> 
              <dsig:Transform Algorithm="http://www.octopus-drm.com/octopus/specs/cbs-1_0"/> 
            </dsig:Transforms> 
            <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
            <dsig:DigestValue>MLQGs…..GdOjaw=</dsig:DigestValue> 
          </dsig:Reference> 
          <dsig:Reference URI="#PKSig"> 
            <dsig:Transforms> 
              <dsig:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
            </dsig:Transforms> 
            <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
            <dsig:DigestValue>l7Wav..... yvwxfY=</dsig:DigestValue> 
          </dsig:Reference> 
        </dsig:SignedInfo> 
     <dsig:SignatureValue>zh++3..... wudBAG4=</dsig:SignatureValue> 
        <dsig:KeyInfo> 
          <dsig:KeyName>urn:marlin:organization:foobar:license-service:secret-key-
111485935</dsig:KeyName> 
        </dsig:KeyInfo> 
      </dsig:Signature> 
    </Bundle> 
 675 
B.2.2 Rental License 676 
The following is the sample Rental License in absolute validity period introduced in 677 
§5.2.2.  678 
 679 
<Bundle xmlns="http://www.octopus-drm.com/profiles/base/1.0" 
    xmlns:dsig="http://www.w3.org/2000/09/xmldsig#" xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
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    <ContentKey 
        uid="urn:marlin:organization:foobarv:license-service:content-key-425107268"> 
        <SecretKey 
            uid="urn:marlin:organization:foobarv:license-service:secret-key-425107268"> 
            <KeyData encoding="xmlenc" format="RAW"> 
                <xenc:EncryptedData> 
                    <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-
cbc"/> 
                    <dsig:KeyInfo> 
                        <dsig:KeyName>urn:marlin:organization:testpdc:device-maker-
x:8pusperso:aa08a2:scuba:secret:sharing</dsig:KeyName> 
                    </dsig:KeyInfo> 
                    <xenc:CipherData> 
                        <xenc:CipherValue>IsaZK.....TNJIvdrvl</xenc:CipherValue> 
                    </xenc:CipherData> 
                </xenc:EncryptedData> 
            </KeyData> 
        </SecretKey> 
    </ContentKey> 
    <Protector uid="urn:marlin:organization:foobarv:license-service:protector-346716407"> 
        <ContentKeyReference> 
            <Uid>urn:marlin:organization:foobarv:license-service:content-key-425107268</Uid> 
        </ContentKeyReference> 
        <ProtectedTargets> 
            <ContentReference> 
                <Uid>urn:marlin:organization:foobarv:8puslic:000000000004d2</Uid> 
            </ContentReference> 
        </ProtectedTargets> 
    </Protector> 
    <Control Id="control" 
        uid="urn:marlin:organization:foobarv:license-service:control-257327869"> 
        <ControlProgram protocol="http://www.octopus-drm.com/specs/scp-1_0"> 
            <CodeModule type="http://www.octopus-drm.com/specs/pkcm-1_0"> 
AAAQD3BrQ00AAACQcGtFWAAAAAQbQ29udHJvbC5BY3Rpb25zLlBsYXkuQ2hlY2sAAAAF1R5Db250 
cm9sLkFjdGlvbnMuUGxheS5EZXNjcmliZQAAAAiZGkNvbnRyb2wuQWN0aW9ucy5QbGF5LkluaXQA 
AAAFth1Db250cm9sLkFjdGlvbnMuUGxheS5QZXJmb3JtAAAABdUAAAmhcGtDUwAAAQAAAAQaAQAA EA
AAAOGAsBAAAAGxgCAQAAAAAVBAICAQAAAAAEAQAAAAgB/////xUBAAAAAAQBAAAACAH/////FQEA
AAAiBAEAAAAiBAEAAAAEGgEAAAHvBQQBAAAACBoBAAAGvwUTFQEAAAAhBAEAAAAhBAEAAAAE
GgEAAAJBBQQBAAAACBoBAAAGvwUTFQMBAAAAAAsBAAAAnRkDAQAAAAQLAQAAAEgYAQAAAA
QHAQAAAAQaAQAAAAAFGwMaHgEAAAAIBRoaCw8BAAAAcxkEAQAAAAQFBAEAAAAEBQEAAAAEG
gEAAAAABRoB////nxYVAQAAAAEHAQAAAAQaAQAAAAAFGwMcHgEAAAAIBRocCw8BAAAAKxkEAQA
AAAEFBAEAAAABBQEAAAAEGgEAAAAABRoB////VxYVAgICAQAAAAAVAgIB/////xUDHgEAAAAIBRocB
BwLDwEAAAAlGQMcAQAAABUZBAEAAAABBQQBAAAAAQUB////0BYVAgIBAAAAABUCAgH/////FR4BA
AAACAUaAQAAAAQaAQAAAAAFGwEAAAAIGgEAAAAABRMDAQAAAIgYAgEAAAAEGgEAAAAABRoB
AAAABBoBAAAAswUEAwEAAAABCwEAAAAwGQMBAAAAAgsBAAAAMRkCAQAAAAQaAQAAAbsFGg
EAAAAIGgEAAANPBRMDAQAAACUYFQIaBBoLAw8BAAAAFxkVAgEAAAAIGgEAAAQKBRMDAQAAAA
EYFQIBAAAAAAH/////FQQCAQAAAAAEFQEAAAAEGgEAAAG3BRsB/////wQBAAAABBoBAAABtwUaAQA
AAAgaAQAAAAAFEwMBAAAAARgVAQAAAAAEAQAAAAQaAQAABSwFGgQBAAAABBoBAAAFMAUaB
BUBAAAACBoBAAAESwUTAwEAAAABGBUBAAAABBoBAAAFLAUaBAEAAAAEGgEAAAUwBRoEFQE
AAABlBAEAAABlBAEAAAAEGgEAAAKQBQQBAAAACBoBAAAGvwUTFQEAAAAIGgEAAAI2BRMBAAA
ABhgBAAAAABUB/////xUBAAAABBoBAAABvwUBATFMzAEAAAAIGgEAAAJtBRMBAAAAqxgBAAAABBo
BAAACEQUBATF0LAEAAAAIGgEAAAK3BRMBAAAAhxgBAAAABBoDAQAABTAFAQAAAEAEGwMBAA
AFLAUEAQAAAmIFBBsBAAAABBoDAQAABUsFBAEAAAACBAEAAAU0BQEAAAAAAQAAAAgaAQAAB
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 y B
kYzpkZXZpY2UtbWFrZXIteDo4cHVzcGVyc286YWEwOGEyAAAAAAgAAAABAAAAAAAAAAAAAAAAAAA
AAAAAAABEZXZpY2VDb25zdHJhaW50cwBUZW1wb3JhbENvbnN0cmFpbnRzAA== </CodeModule> 
        </ControlProgram> 
    </Control> 
    <Controller Id="controller" 
        uid="urn:marlin:organization:foobarv:license-service:controller-878926980"> 
        <ControlReference> 
            <Uid>urn:marlin:organization:foobarv:license-service:control-257327869</Uid> 
            <Digest> 
                <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
                <dsig:DigestValue>ChKPFeHpLKfxELAnkiS4NzH1BMo=</dsig:DigestValue> 
            </Digest> 
        </ControlReference> 
        <ControlledTargets> 
            <ContentKeyReference> 
                <Uid>urn:marlin:organization:foobarv:license-service:content-key-425107268</Uid> 
                <Digest> 
                    <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
                    <dsig:DigestValue>5q3NHXTUruXIuRrzWdZq8fL+a0Y=</dsig:DigestValue> 
                </Digest> 
            </ContentKeyReference> 
        </ControlledTargets> 
    </Controller> 
    <dsig:Signature Id="PKSig" xmlns:dsig="http://www.w3.org/2000/09/xmldsig#"> 
        <dsig:SignedInfo xmlns:dsig="http://www.w3.org/2000/09/xmldsig#"> 
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            <dsig:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
            <dsig:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/> 
            <dsig:Reference URI="#controller"> 
                <dsig:Transforms> 
                    <dsig:Transform Algorithm="http://www.octopus-drm.com/octopus/specs/cbs-1_0"/> 
                </dsig:Transforms> 
                <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
                <dsig:DigestValue>lS8URwbli6tyGIEnWVgslbwzDV0=</dsig:DigestValue> 
            </dsig:Reference> 
        </dsig:SignedInfo> 
        <dsig:SignatureValue>GC9f...cR6WmQ==</dsig:SignatureValue> 
        <dsig:KeyInfo> 
            <dsig:X509Data> 
                <dsig:X509Certificate>MIIEFTC....snwE8=</dsig:X509Certificate> 
                <dsig:X509Certificate>MIID2jCC....giT9ai</dsig:X509Certificate> 
            </dsig:X509Data> 
        </dsig:KeyInfo> 
    </dsig:Signature> 
    <dsig:Signature xmlns:dsig="http://www.w3.org/2000/09/xmldsig#"> 
        <dsig:SignedInfo xmlns:dsig="http://www.w3.org/2000/09/xmldsig#"> 
            <dsig:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
            <dsig:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/> 
            <dsig:Reference URI="#controller"> 
                <dsig:Transforms> 
                    <dsig:Transform Algorithm="http://www.octopus-drm.com/octopus/specs/cbs-1_0"/> 
                </dsig:Transforms> 
                <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
                <dsig:DigestValue>lS8UR.....zDV0=</dsig:DigestValue> 
            </dsig:Reference> 
            <dsig:Reference URI="#PKSig"> 
                <dsig:Transforms> 
                    <dsig:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
                </dsig:Transforms> 
                <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
                <dsig:DigestValue>Rt87w.....kubg=</dsig:DigestValue> 
            </dsig:Reference> 
        </dsig:SignedInfo> 
        <dsig:SignatureValue>Mlfcn.....Kds=</dsig:SignatureValue> 
        <dsig:KeyInfo> 
            <dsig:KeyName>urn:marlin:organization:foobarv:license-service:secret-key-
425107268</dsig:KeyName> 
        </dsig:KeyInfo> 
    </dsig:Signature> 
</Bundle> 
 680 
B.2.3 Suscription License 681 
The following is the sample Subscription License introduced in §5.2.3. 682 
 683 
<Bundle xmlns="http://www.octopus-drm.com/profiles/base/1.0" 
    xmlns:dsig="http://www.w3.org/2000/09/xmldsig#" 
    xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
    <ContentKey 
        uid="urn:marlin:organization:foobarv:license-service:content-key-1908710845"> 
        <SecretKey 
            uid="urn:marlin:organization:foobarv:license-service:secret-key-1908710845"> 
            <KeyData encoding="xmlenc" format="RAW"> 
                <xenc:EncryptedData> 
                    <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-
cbc"/> 
                    <dsig:KeyInfo> 
    <dsig:KeyName>urn:marlin:organization:foobarv:8pususer:0:scuba:secret:sharing</dsig:KeyName> 
                    </dsig:KeyInfo> 
                    <xenc:CipherData> 
                        <xenc:CipherValue>sskQ2.....AzLDxB</xenc:CipherValue> 
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                    </xenc:CipherData> 
                </xenc:EncryptedData> 
            </KeyData> 
        </SecretKey> 
    </ContentKey> 
    <Protector 
        uid="urn:marlin:organization:foobarv:license-service:protector-767599052"> 
        <ContentKeyReference> 
            <Uid>urn:marlin:organization:foobarv:license-service:content-key-1908710845</Uid> 
        </ContentKeyReference> 
        <ProtectedTargets> 
            <ContentReference> 
                <Uid>urn:marlin:organization:foobarv:8puslic:00000000004d2</Uid> 
            </ContentReference> 
        </ProtectedTargets> 
    </Protector> 
    <Control Id="control" 
        uid="urn:marlin:organization:foobarv:license-service:control-997979030"> 
        <ControlProgram protocol="http://www.octopus-drm.com/specs/scp-1_0"> 
            <CodeModule type="http://www.octopus-drm.com/specs/pkcm-1_0"> 
AAAhEnBrQ00AAACQcGtFWAAAAAQbQ29udHJvbC5BY3Rpb25zLlBsYXkuQ2hlY2sAAAAOkh5Db250 
cm9sLkFjdGlvbnMuUGxheS5EZXNjcmliZQAAABLIGkNvbnRyb2wuQWN0aW9ucy5QbGF5LkluaXQA 
AAAOTR1Db250cm9sLkFjdGlvbnMuUGxheS5QZXJmb3JtAAAAEC0AABRTcGtDUwAAAQAAAAQaAQAA Aw
EAAAAOGAsBAAAAGxgCAQAAAAAVBAICAQAAAAAEAQAAAAgB/////xUBAAAAAAQBAAAACAH/////FQ
EAAAAiBAEAAAAiBAEAAAAEGgEAAAILBQQBAAAACBoBAAAQ7gUTFQEAAAAhBAEAAAAhBAEAAAA
EGgEAAAJdBQQBAAAACBoBAAAQ7gUTFQMBAAAAAAsBAAAAnRkDAQAAAAQLAQAAAEgYAQAAAA
QHAQAAAAQaAQAAAAAFGwMaHgEAAAAIBRoaCw8BAAAAcxkEAQAAAAQFBAEAAAAEBQEAAAAEG
gEAAAAABRoB////nxYVAQAAAAEHAQAAAAQaAQAAAAAFGwMcHgEAAAAIBRocCw8BAAAAKxkEAQA
AAAEFBAEAAAABBQEAAAAEGgEAAAAABRoB////VxYVAgICAQAAAAAVAgIB/////xUDHgEAAAAIBRocB 
BAIVBAIEAgQCFQICAgH/////FQEAAAAEGgEAAAnABRoDAf////8LAQAAAAMZBAIVAgEAAAAEGgMBAAA
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A
AAAVhkDAQAAAD8YAQAAAAELAQAAABMZAgIBAAAAAAQBAAAACAH/////FQMBAAAABBoBAAAAzwU
aBBsaBQEAAAAIGgEAAAK3BRMVBAIEAgQBAAAACAH/////FQICAgIBAAAAABUEAxoBAAAAcxcDAQAAbN
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pb24tbWFqb3IAAAAAAAAAAAQAAAABAAAABAAAAC4AAAAedXJuOm1hcmxpbjpjb3JlOnZlcnNpb24tbW
lub3IAAAAAAAAAAAQAAAADAAAAlAAAAAQAAACMAAAAE0dlbmVyaWNDb25zdHJhaW50cwAAAAAH
AAAAbQAAAAEAAAAEAAAAYQAAABlOb2RlUmVhY2hhYmlsaXR5UmVxdWlyZWQAAAAAAgAAADx1cm
46bWFybGluOm9yZ2FuaXphdGlvbjpzZXJ2aWNlLXByb3ZpZGVyLXY6OHB1c3N1YjowMTAwMDAwNAAA
AACOAAAABAAAAIYAAAATR2VuZXJpY0NvbnN0cmFpbnRzAAAAAAcAAABnAAAAAQAAAAQAAABbA
AAAGU5vZGVSZWFjaGFiaWxpdHlSZXF1aXJlZAAAAAACAAAANnVybjptYXJsaW46b3JnYW5pemF0aW
9uOnNlcnZpY2UtcHJvdmlkZXItdjo4cHVzdXNlcjowAAAAAFsAAAAEAAAAUwAAABNHZW5lcmljQ29uc3Ry0
ZXMvdXJuOm1hcmxpbjpjb3JlOnZlcnNpb24tbWlub3IAQXR0cmlidXRlcwAvQE5hbWUAQFNpemUAICAgIC
AgICAgICAgICAgAAAAAAAgICAgIAAAAAAA/////01hcmxpbi9Bc3NlcnRpb25zAHVybjptYXJsaW46bmVtbzo
yMDA0OmF0dHJpYnV0ZTpyb2xlAHVybjptYXJsaW46Y29yZTpyb2xlOmRybS1jbGllbnQAT2N0b3B1cy5Ma
W5rcy5Jc05vZGVSZWFjaGFibGUAAAAAAHVybjptYXJsaW46b3JnYW5pemF0aW9uOnNlcnZpY2UtcHJvd
mlkZXItdjo4cHVzc3ViOjAxMDAwMDA0AHVybjptYXJsaW46b3JnYW5pemF0aW9uOnNlcnZpY2UtcHJvdml
kZXItdjo4cHVzdXNlcjowAE1hcmxpbi9MaWNlbnNlU3VzcGVuc2lvbi91cm46bWFybGluOm9yZ2FuaXphdGl
vbjpzb255OmNvbm5lY3QvSWRMaXN0L1IwMDAwMDAwMQBPY3RvcHVzL1NlYVNoZWxsL0RhdGFiYXN
lcy9NYXJsaW4vc2VydmljZS1wcm92aWRlci12L0xpY2Vuc2VTZXJ2ZXIvcGxheSBmb3IgMiBtaW51dGVzA
AAAAABPY3RvcHVzL1NlYVNoZWxsL0RhdGFiYXNlcy9NYXJsaW4vc2VydmljZS1wcm92aWRlci12L0xp 
Y2Vuc2VTZXJ2ZXIvcGxheSBmb3IgMiBtaW51dGVzL0BFeHBpcmF0aW9uRGF0ZQABQN3fAAAACAAA 
AAEAAAAIAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAARGV2aWNlQ29uc3RyYWludHMAR2VuZXJpY
0NvbnN0cmFpbnRzAFRlbXBvcmFsQ29uc3RyYWludHMA </CodeModule> 
        </ControlProgram> 
    </Control> 
    <Controller Id="controller" 
        uid="urn:marlin:organization:foobarv:license-service:controller-1670859984"> 
        <ControlReference> 
            <Uid>urn:marlin:organization:foobarv:license-service:control-997979030</Uid> 
            <Digest> 
                <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
                <dsig:DigestValue>qotWg.....0xFI=</dsig:DigestValue> 
            </Digest> 
        </ControlReference> 
        <ControlledTargets> 
            <ContentKeyReference> 
                <Uid>urn:marlin:organization:foobarv:license-service:content-key-1908710845</Uid> 
                <Digest> 
                    <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
                    <dsig:DigestValue>epdwj.....VeQ=</dsig:DigestValue> 
                </Digest> 
            </ContentKeyReference> 
        </ControlledTargets> 
    </Controller> 
    <dsig:Signature Id="PKSig" xmlns:dsig="http://www.w3.org/2000/09/xmldsig#"> 
        <dsig:SignedInfo xmlns:dsig="http://www.w3.org/2000/09/xmldsig#"> 
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            <dsig:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
            <dsig:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/> 
            <dsig:Reference URI="#controller"> 
                <dsig:Transforms> 
                    <dsig:Transform Algorithm="http://www.octopus-drm.com/octopus/specs/cbs-1_0"/> 
                </dsig:Transforms> 
                <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
                <dsig:DigestValue>dVpa9.....zyP0=</dsig:DigestValue> 
            </dsig:Reference> 
        </dsig:SignedInfo> 
        <dsig:SignatureValue>lqXSq.....XBaQ==</dsig:SignatureValue> 
        <dsig:KeyInfo> 
            <dsig:X509Data> 
                <dsig:X509Certificate>MIIEF.....nwE8=</dsig:X509Certificate> 
                <dsig:X509Certificate>MIID2.....iT9ai</dsig:X509Certificate> 
            </dsig:X509Data> 
        </dsig:KeyInfo> 
    </dsig:Signature> 
    <dsig:Signature xmlns:dsig="http://www.w3.org/2000/09/xmldsig#"> 
        <dsig:SignedInfo xmlns:dsig="http://www.w3.org/2000/09/xmldsig#"> 
            <dsig:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
            <dsig:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/> 
            <dsig:Reference URI="#controller"> 
                <dsig:Transforms> 
                    <dsig:Transform Algorithm="http://www.octopus-drm.com/octopus/specs/cbs-1_0"/> 
                </dsig:Transforms> 
                <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
                <dsig:DigestValue>dVpa9f.....zyP0=</dsig:DigestValue> 
            </dsig:Reference> 
            <dsig:Reference URI="#PKSig"> 
                <dsig:Transforms> 
                    <dsig:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
                </dsig:Transforms> 
                <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
                <dsig:DigestValue>moji4.....6Qn4=</dsig:DigestValue> 
            </dsig:Reference> 
        </dsig:SignedInfo> 
        <dsig:SignatureValue>RK1RO.....USyP1A=</dsig:SignatureValue> 
        <dsig:KeyInfo> 
            <dsig:KeyName>urn:marlin:organization:foobarv:license-service:secret-key-
1908710845</dsig:KeyName> 
        </dsig:KeyInfo> 
    </dsig:Signature> 
</Bundle> 
 684 
B.2.4 User Link 685 
The following is the sample User Link introduced in §5.3.1.  686 
 687 
<oct:Bundle Id="publicBundle" xmlns:oct="http://www.octopus-drm.com/profiles/base/1.0"> 
    <oct:Link Id="link" 
        uid="urn:marlin:organization:foobar:registration-service:Paa08a2U0T1193FA83267"> 
        <oct:AttributeList> 
            <oct:Attribute name="urn:marlin:link:attribute:domain-id" 
                >urn:marlin:organization:foobar:8pususer:0</oct:Attribute> 
            <oct:Attribute name="urn:marlin:link:attribute:domain-policy" 
                >urn:marlin:broadband:domain-policy:organization:foobar:policy:1</oct:Attribute> 
        </oct:AttributeList> 
        <oct:ExtensionList> 
            <oct:Extension critical="false" 
                uid="urn:marlin:organization:foobar:registration-
service:Paa08a2U0T1193FA83267:scuba:private"> 
                <oct:ScubaKeys> 
                    <oct:SecretKey uid="urn:marlin:organization:foobar:8pususer:0:scuba:secret:sharing"> 
                        <oct:KeyData encoding="xmlenc" format="RAW"> 
                            <xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
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                                xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
                                <xenc:EncryptionMethod 
                                    Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/> 
                                <ds:KeyInfo> 
                                    <ds:KeyName>urn:marlin:organization:testpdc:device-maker-
x:8pusperso:aa08a2:scuba:pair:sharing</ds:KeyName> 
                                </ds:KeyInfo> 
                                <xenc:CipherData> 
                                    <xenc:CipherValue>FTs…x8=</xenc:CipherValue> 
                                </xenc:CipherData> 
                            </xenc:EncryptedData> 
                        </oct:KeyData> 
                    </oct:SecretKey> 
                    <oct:PrivateKey 
pair="urn:marlin:organization:foobar:8pususer:0:scuba:KeySharing:key-pair" 
uid="urn:marlin:organization:foobar:8pususer:0:scuba:private:sharing"> 
                        <oct:KeyData encoding="xmlenc" format="PKCS#8"> 
                            <xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 
                                xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
                                <xenc:EncryptionMethod 
                                    Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"/> 
                                <ds:KeyInfo> 
                                    <xenc:EncryptedKey> 
                                        <xenc:EncryptionMethod 
Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/> 
                                        <ds:KeyInfo>                                          
<ds:KeyName>urn:marlin:organization:testpdc:device-maker-
x:8pusperso:aa08a2:scuba:pair:sharing</ds:KeyName> 
                                        </ds:KeyInfo> 
                                        <xenc:CipherData> 
                                            <xenc:CipherValue>SDPCK…..ClFZvZw= 
</xenc:CipherValue> 
                                        </xenc:CipherData> 
                                    </xenc:EncryptedKey> 
                                </ds:KeyInfo> 
                                <xenc:CipherData> 
                                    <xenc:CipherValue>eWMK…8vRM/c= </xenc:CipherValue> 
                                </xenc:CipherData> 
                            </xenc:EncryptedData> 
                        </oct:KeyData> 
                    </oct:PrivateKey> 
                </oct:ScubaKeys> 
            </oct:Extension> 
        </oct:ExtensionList> 
        <oct:LinkFrom> 
            <oct:Uid>urn:marlin:organization:testpdc:device-maker-x:8pusperso:aa08a2</oct:Uid> 
        </oct:LinkFrom> 
        <oct:LinkTo> 
            <oct:Uid>urn:marlin:organization:foobar:8pususer:0</oct:Uid> 
        </oct:LinkTo> 
        <oct:Control 
            uid="urn:marlin:organization:foobar:registration-service:control:Paa83267"> 
            <oct:ControlProgram protocol="http://www.octopus-drm.com/specs/scp-1_0"> 
                <oct:CodeModule type="http://www.octopus-drm.com/specs/pkcm-
1_0">AAAMvHBrQ00AAAB3cGtFWAAAAAMdQ29udHJvbC5MaW5rLkNvbnN0cmFpbnQuSW5pdAAAAASdHkN
vbnRyb2wuTGluay5Db25zdHJhaW50LkNoZWNrAAAABKkhQ29udHJvbC5MaW5rLkNvbnN0cmFpbnQuRGVzY
3JpYmUAAAAHFgAAB9Nwa0NTAAABAAAABBoBAAAAAAUbAQAAAAQaAQAAAAQFGwMBAAAABAsBAAAA
QBgBAAAABAcBAAAABBoBAAAABAUDGgQDGgEAAAAEBQQbGgEAAAAEGgEAAAAABQMaBAMaAQAAAA
QFBBsbAf///7MWAwEAAAAACwEAAABAGQEAAAABBwEAAAAEGgEAAAAEBQMaBAMaAQAAAAEFBBscAQ
AAAAQaAQAAAAAFAxoEAxoBAAAAAQUEGx0B////sxYCFQQeAQAAAAQFGgEAAAAEBRsBAAAADAUbFQQ
BAAAAAAEAAAAIGgEAAADiBRMVHgEAAAAIBRoBAAAACBoBAAAAtgUTBAMBAAAAEBcCAwEAAAAYBQE
AAAAABBsVAQAAAAQaBQMaBAEAAAAEBR4BAAAACAUaAQAAABgFAQAAAAgaAQAAAAAFExUEAQAAA
AEBAAAACBoBAAABTwUTFR4BAAAACAUaAQAAAAgaAQAAALYFEwQDAQAAABAXAgMBAAAAGAUBAAA
AAAQbFQQDAQAAABgFAQAAAAEEGwQDGgQBAAAABAUeAQAAAAgFGgEAAAAYBQEAAAAEBQEAAAAI
GgEAAAAABRMVAwEAAAAACwEAAACdGQMBAAAABAsBAAAASBgBAAAABAcBAAAABBoBAAAAAAUbAxo
eAQAAAAgFGhoLDwEAAABzGQQBAAAABAUEAQAAAAQFAQAAAAQaAQAAAAAFGgH///+fFhUBAAAAAQcB
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AAAABBoBAAAAAAUbAxweAQAAAAgFGhwLDwEAAAArGQQBAAAAAQUEAQAAAAEFAQAAAAQaAQAAAA
AFGgH///9XFhUCAgIBAAAAABUCAgH/////FQMeAQAAAAgFGhwEHAsPAQAAACUZAxwBAAAAFRkEAQAAAA
EFBAEAAAABBQH////QFhUCAgEAAAAAFQICAf////8VAQAAAAQaAQAABCoFGwEAAAAEGgEAAAQmBRoEA
QAAAAQaAQAAAyYFBAEAAAAEGgEAAAQqBRoBAAAAAyADAQAAADIYBAEAAAAEGgEAAAQuBRsEAwH///
//CwEAAAAOGQsPAQAAABMZAQAAAAAVAgIBAAAAABUEAgQCFQH////6FR4BAAAACAUaAQAAAAQaAQA
AAAAFGwEAAAAIGgEAAAKzBRMDAQAAAIgYAgEAAAAEGgEAAAAABRoBAAAABBoBAAADJgUEAwEAAAA
BCwEAAAAwGQMBAAAAAgsBAAAAMRkCAQAAAAQaAQAABC4FGgEAAAAIGgEAAAG3BRMDAQAAACUY
FQIaBBoLAw8BAAAAFxkVAgEAAAAIGgEAAAJyBRMDAQAAAAEYFQIBAAAAAAH/////FQQCAQAAAAAEFQE
AAAAEGgEAAAQqBRsB/////wQBAAAABBoBAAAEKgUaAQAAAAgaAQAAArMFEwMBAAAAARgVAQAAAAAE
AQAAAAQaAQAAApgFGgQBAAAABBoBAAACnAUaBBUBAAAACBoBAAADMgUTAwEAAAABGBUBAAAABB
oBAAACmAUaBAEAAAAEGgEAAAKcBRoEFQEAAABJBAEAAABJBAEAAAAEGgEAAAA3BQQBAAAACBoBA
AAFPAUTFQEAAAAAFQH/////FQEAAAAEGgMBAAAACAUEAQAAApgFGwEAAAAEGgMBAAADIgUEAQAAAAAAA
ABAAAAGwAAAATR2VuZXJpY0NvbnN0cmFpbnRzAAAAAAcAAABNAAAAAQAAAAQAAABBAAAADExpbmtF
bmFibGVkAAAAAAIAAAApODM3QkI2QzVBMUM2RTdCMDdBRjNBNzQzOEQwRTU1QUFBN0YyMjAxOQAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT2N0b3B1cy9TZWFTaGV
sbC9EYXRhYmFzZXMvTWFybGluL3NlcnZpY2UtcHJvdmlkZXItdi9SZWdpc3RyYXRpb25TZXJ2ZXIvVXNlclJlZ2l
zdHJhdGlvbi84MzdCQjZDNUExQzZFN0IwN0FGM0E3NDM4RDBFNTVBQUE3RjIyMDE5AAAAAAEAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAEdlbmVyaWNDb25zdHJhaW50cwA=</oct:CodeModule> 
            </oct:ControlProgram> 
        </oct:Control> 
    </oct:Link> 
    <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
        <ds:SignedInfo> 
            <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
            <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/> 
            <ds:Reference URI="#link"> 
                <ds:Transforms> 
                    <ds:Transform Algorithm="http://www.octopus-drm.com/octopus/specs/cbs-1_0"/> 
                </ds:Transforms> 
                <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
                <ds:DigestValue>AO07fup1IkfNnKuqLqzvhFpyZLM=</ds:DigestValue> 
            </ds:Reference> 
        </ds:SignedInfo> 
        <ds:SignatureValue>dlZxAixioLAtK3iqJ…..tReB4xkg==</ds:SignatureValue> 
        <ds:KeyInfo> 
<ds:X509Data><ds:X509Certificate>MIIEJD…../YduP0ss=</ds:X509Certificate> 
                <ds:X509Certificate>MIID2j…..VgiT9ai</ds:X509Certificate> 
            </ds:X509Data> 
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        </ds:KeyInfo> 
    </ds:Signature> 
</oct:Bundle> 
 688 
B.2.5 Subscription Link 689 
The following is the sample Subscription Link introduced in §5.3.2. 690 
 691 
<oct:Bundle Id="publicBundle" xmlns:oct="http://www.octopus-drm.com/profiles/base/1.0"> 
    <oct:Link Id="link"  
        uid="urn:marlin:organization:service-provider-v:registration-service:U0S01000004T1194E9B5060"> 
        <oct:LinkFrom> 
            <oct:Uid>urn:marlin:organization:service-provider-v:8pususer:0</oct:Uid> 
        </oct:LinkFrom> 
        <oct:LinkTo> 
            <oct:Uid>urn:marlin:organization:service-provider-v:8pussub:01000004</oct:Uid> 
        </oct:LinkTo> 
        <oct:Control  
            uid="urn:marlin:organization:service-provider-v:registration-
service:control:U0S01000004T1194E9B5060"> 
            <oct:ControlProgram protocol="http://www.octopus-drm.com/specs/scp-1_0"> 
                <oct:CodeModule type="http://www.octopus-drm.com/specs/pkcm-1_0"> 
AAAJwnBrQ00AAAB3cGtFWAAAAAMdQ29udHJvbC5MaW5rLkNvbnN0cmFpbnQuSW5pdAAAAALQHkNvbnRy
b2wuTGluay5Db25zdHJhaW50LkNoZWNrAAAAAu8hQ29udHJvbC5MaW5rLkNvbnN0cmFpbnQuRGVzY3JpYm
UAAAAFXQAABihwa0NTAAABAAAABBoBAAAAAAUbAQAAAAQaAQAAAAQFGwMBAAAABAsBAAAAQBgBA
AAABAcBAAAABBoBAAAABAUDGgQDGgEAAAAEBQQbGgEAAAAEGgEAAAAABQMaBAMaAQAAAAQFBBs
bAf///7MWAwEAAAAACwEAAABAGQEAAAABBwEAAAAEGgEAAAAEBQMaBAMaAQAAAAEFBBscAQAAAA
QaAQAAAAAFAxoEAxoBAAAAAQUEGx0B////sxYCFQQeAQAAAAQFGgEAAAAEBRsBAAAADAUbFQQBAAA
AAAEAAAAIGgEAAADiBRMVHgEAAAAIBRoBAAAACBoBAAAAtgUTBAMBAAAAEBcCAwEAAAAYBQEAAAA
ABBsVAQAAAAQaBQMaBAEAAAAEBR4BAAAACAUaAQAAABgFAQAAAAgaAQAAAAAFExUEAQAAAAEBA
AAACBoBAAABTwUTFR4BAAAACAUaAQAAAAgaAQAAALYFEwQDAQAAABAXAgMBAAAAGAUBAAAAAAQ
bFQQDAQAAABgFAQAAAAEEGwQDGgQBAAAABAUeAQAAAAgFGgEAAAAYBQEAAAAEBQEAAAAIGgEAA
AAABRMVAQAAAAQaAQAAAt4FGg8DAQAAACEZAgEAAAAEGgEAAALDBQEAAAACIAMBAAAABBoBAAAC
3gUbFQEAAAAEGgEAAALeBRogBAIDAQAAAA4YCwEAAAAbFwIBAAAAABUEAgIBAAAAAAQBAAAACAH/////
FQEAAAAABAEAAAAIAf////8VAQAAAAQaAQAAAt4FGiAEAgMBAAAADhgLAQAAABsYAgEAAAAAFQQCAgE
AAAAABAEAAAAIAf////8VAQAAAAAEAQAAAAgB/////xUBAAAAIgQBAAAAIgQBAAAABBoBAAAAOAUEAQAAA
AgaAQAAA4MFExUBAAAAIQQBAAAAIQQBAAAABBoBAAAAigUEAQAAAAgaAQAAA4MFExUBAAAACBoBA
AABtwUTAQAAAAYYAQAAAAAVAf////8VAQAAAAQaAQAAAAgFAQExTMwBAAAACBoBAAAB7gUTAQAAAFUAAA
AAAAAAAAAAE4AAAAEAAAARgAAABRUZW1wb3JhbENvbnN0cmFpbnRzAAAAAAcAAAAmAAAAAQAAAAQ
AAAAaAAAACk5vdEJlZm9yZQAAAAADAAAABAExTMwAAABNAAAABAAAAEUAAAAUVGVtcG9yYWxDb25zd
HJhaW50cwAAAAAHAAAAJQAAAAEAAAAEAAAAGQAAAAlOb3RBZnRlcgAAAAADAAAABAExdCwAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAFN5c3RlbS5Ib3N0LkdldFRydXN0ZWRUaW1lAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAVGVtcG9yYWxDb25zdHJhaW50cwA= 
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                </oct:CodeModule> 
            </oct:ControlProgram> 
        </oct:Control> 
    </oct:Link> 
    <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 
        <ds:SignedInfo> 
            <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
            <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/> 
            <ds:Reference URI="#link"> 
                <ds:Transforms> 
                    <ds:Transform Algorithm="http://www.octopus-drm.com/octopus/specs/cbs-1_0"/> 
                </ds:Transforms> 
                <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
                <ds:DigestValue>Xh2z83mHg/vGYna6FXF/lRocF2s=</ds:DigestValue> 
            </ds:Reference> 
        </ds:SignedInfo> 
        <ds:SignatureValue>Wqb/s37…SrNiQ==</ds:SignatureValue> 
        <ds:KeyInfo> 
            <ds:X509Data> 
                <ds:X509Certificate>MIIEJDC…P0ss=</ds:X509Certificate> 
                <ds:X509Certificate>MIID2…giT9ai</ds:X509Certificate> 
            </ds:X509Data> 
        </ds:KeyInfo> 
    </ds:Signature> 
</oct:Bundle> 
 692 
 693 
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