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Notice

THIS DOCUMENT IS PROVIDED "AS IS" WITH NO REPRESENTATION OR
WARRANTY, EXPRESS OR IMPLIED, CONCERNING THE
COMPLETENESS, ACCURACY, OR APPLICABILITY OF ANY
INFORMATION CONTAINED IN THIS DOCUMENT. THE MARLIN
DEVELOPER COMMUNITY (“MDC”) ON BEHALF OF ITSELF AND ITS
PARTICIPANTS (COLLECTIVELY, THE "PARTIES") DISCLAIM ALL
LIABILITY OF ANY KIND WHATSOEVER, EXPRESS OR IMPLIED,
ARISING OR RESULTING FROM THE RELIANCE OR USE BY ANY PARTY
OF THIS DOCUMENT OR ANY INFORMATION CONTAINED HEREIN. THE
PARTIES COLLECTIVELY AND INDIVIDUALLY MAKE NO
REPRESENTATIONS CONCERNING THE APPLICABILITY OF ANY
PATENT, COPYRIGHT (OTHER THAN THE COPYRIGHT TO THE
DOCUMENT DESCRIBED BELOW) OR OTHER PROPRIETARY RIGHT OF
THIS DOCUMENT OR ITS USE, AND THE RECEIPT OR ANY USE OF THIS
DOCUMENT OR ITS CONTENTS DOES NOT IN ANY WAY CREATE BY
IMPLICATION, ESTOPPEL OR OTHERWISE, ANY LICENSE OR RIGHT TO
OR UNDER ANY PATENT, COPYRIGHT, TRADEMARK OR TRADE
SECRET RIGHTS WHICH ARE OR MAY BE ASSOCIATED WITH THE
IDEAS, TECHNIQUES, CONCEPTS OR EXPRESSIONS CONTAINED
HEREIN.

Use of this document is subject to the agreement executed between you and the
Parties, if any.

Any copyright notices shall not be removed, varied, or denigrated in any manner.

Copyright © 2003 - 2010 by MDC, 415-112 North Mary Avenue #383 Sunnyvale, CA
94085, USA. Allrights reserved. Third-party brands and names are the property
of their respective owners.

Intellectual Property

A commercial Implementation of this specification requires a license from the Marlin
Trust Management Organization.

Contact Information

Feedback on this specification should be addressed to: editor@marlin-community.com

Contact information for the Marlin Trust Management Organization can be found at:
http://www.marlin-trust.com/
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Introduction

Document Organization

This document describes a Conformance Test Specification for client and service
implementations for Marlin Broadband Delivery System. It is organized as follows:
e (this) introduction, overview, and conformance conventions
e Sections for each of Conformance Test Items. These are:
o Conformance Test Items for Device
o Conformance Test Items for Registration Service
o Conformance Test Items for License Service
o Conformance Test Items for Marlin License Evaluation
e Scenarios for Conformance Test ltems
e References

Overview

This document describes Conformance Test Specifications for client and service
implementations of the Marlin Broadband Delivery System based on Marlin Core
System Specification Ver1.3 [CORE], Marlin Broadband Delivery System
Specification Verl.2 [BB], Marlin Errata: Marlin Core System v1.3, Version 1.0
[ERRATACORE], and Marlin Errata: Marlin Broadband Delivery System v1.2,
Version 1.0 [ERRATABB].

The goal for this Specification is to help ensure interoperability between independent
implementations of Marlin BB DRM Client and Marlin BB Services by testing
REQUIRED elements of the specifications. In other words, this Conformance Test
Specification does not ensure 100% coverage of the specification. It is expected that
the tests are expanded upon as implementers verify interoperability with each other.
Additionally, it does not cover all of REQUIRED functions in [CORE], but rather only
REQURIED functions in [CORE] which are used in [BB].

Conformance Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”", “SHALL NOT”,
“SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL" in this
specification are to be interpreted as described in IETF RFC 2119 [RFC2119].
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Conformance Test Items for Marlin BB DRM Client

This section describes common functions REQUIRED for Marlin BB DRM Client
across the Marlin BB System Protocols.

Signature Verification

The following SHALL be tested for Marlin BB DRM Client:
¢ When Marlin BB DRM Client uses signed data, the Marlin BB DRM Client
SHALL verify the signature.
The Conformance Test SHALL confirm the specifications above for the client.

Role Assertion

The following SHALL be tested for Marlin BB DRM Client Role Assertion:

e From section 4.1 of [BB], Marlin BB DRM Client SHALL have DRM Client
Role, and the DRM Client Role SHALL be put in all request messages of
Marlin BB System Protocols.

e From section 7.1.3 of [BB], Marlin BB DRM Client SHALL have manufacturer,
model, and version, and Marlin BB DRM Client SHALL put them as Assertion
in all request messages of Marlin BB System Protocols.

The Conformance Test SHALL confirm the specifications above for the client.

Revocation Functions

The following revocation functions SHALL be tested for Marlin BB DRM Client:
e From section 8.1of [CORE], when a service is revoked, the Marlin BB DRM
Client does not communicate with the revoked service.
The Conformance Test SHALL confirm the specifications above for the client.

Copyright (c) Marlin Developer Community, 2003-2010. All Rights Reserved

Refer to Notices on page 2 for important legal information
Page 6 of 18



183

184
185
186

187

188

189
190
191
192

193

194
195
196
197
198

199

200
201
202
203

204

205
206
207
208
209
210

211

212
213
214
215
216
217
218
219
220
221
222

Page 7 of 18 29/04/2010

Conformance Test Items for Registration Service

This section describes functions REQUIRED for Marlin BB DRM Client and
Registration Service in each of corresponding Marlin BB System Protocols for
Registration Service.

General Functions

Signature Verification

The following SHALL be tested for Registration Service:
¢ When Registration Service uses signed data, the Registration Service
SHALL verify the signature.
The Conformance Test SHALL confirm the specifications above for the service.

Message Bindings

The following Message Bindings SHALL be tested for Registration Service:
e From section 5 of [BB], Marlin BB System Protocols SHALL use the NEMO
SOAP/HTTP Message Bindings.
The Conformance Test SHALL confirm the specifications above in both client and
service.

Service Role Assertion

The following SHALL be tested for Registration Service Role Assertion:
e From section 4.2.2 of [BB], the trust authority of the Role Assertion for the
Registration Service SHALL be the DRM Services Trust Authority.
The Conformance Test SHALL confirm the specifications above for the service.

Revocation Functions

The following revocation functions SHALL be tested for Registration Service:
e From section 8.1of [CORE], when the requesting client has the revoked
issuer, Registration Service does not provide its service to the client.
e From section 8.1of [CORE], when the requesting client is revoked,
Registration Service does not provide its service to the client.
The Conformance Test SHALL confirm the specifications above for the service.

Shunning Functions

The following shunning functions SHALL be tested for Registration Service:

e From section 8.2 of [CORE] and section 5.1.2.1 of [BB], when the version of
the Marlin BB specification supported by the client (as indicated by the Marlin
BB DRM Client Role Assertion) is lower than the minimum specification
version required by the service, the fault message is returned.

e From section 8.2 of [CORE], section 5.1.2.1 of [BB], and section 7.1.3 of
[BB], when the client (the organization-specific version of the client, as
specified in the Marlin BB DRM Client Role Assertion) is one identified as
being compromised, so all services have been directed to shun it (refuse to
provide services to it).

The Conformance Test SHALL confirm the specifications above for the service.
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223 Node Acquisition

224  Security Policy
225  The following Security Policy SHALL be tested for Node Acquisition:

226 e From section 5.2.2.2.3 of [BB], Node Acquisition Request Message SHALL
227 conform to "Full Security" defined in section 5.2 of [CORE].
228 e From section 5.2.2.2.3 of [BB], Node Acquisition Response Message SHALL
229 conform to "Full Security” defined in section 5.2 of [CORE].

230 The Conformance Test SHALL confirm the specifications above in both client and
231  service.

232 Node Acquisition Message
233  The following message parameters SHALL be tested for Node Acquisition:

234 e From section 5.2.2.2.1 of [BB], Node Acquisition Request Message includes
235 a BusinessToken element which has the same values as a BusinessToken
236 element included in the corresponding ActionToken.

237 e From section 5.2.2.2.3 of [BB], keep the message correlation between
238 Request and Response Messages.

239 e From section 5.2.2.2.3 of [BB], attach signature to the information of
240 message correlation.

241  The Conformance Test SHALL confirm the specifications above in both client and
242  service.

243 Link Acquisition

244  Security Policy
245  The following Security Policy SHALL be tested for Link Acquisition:

246 e From section 5.2.2.3.4 of [BB], Link Acquisition Request Message SHALL
247 conform to "Full Security" defined in section 5.2 of [CORE].

248 e From section 5.2.2.3.4 of [BB], Link Acquisition Response Message SHALL
249 conform to "Full Security" defined in section 5.2 of [CORE].

250 e From section 5.2.2.3.4 of [BB], Link Acquisition Confirmation Message
251 SHALL conform to "Full Security" defined in section 5.2 of [CORE].

252  The Conformance Test SHALL confirm the specifications above in both client and
253  service.

254 Link Acquisition Message
255  The following message parameters SHALL be tested for Link Acquisition:

256 e From section 5.2.2.3.1 of [BB], Link Acquisition Request Message includes a
257 BusinessToken element which has the same values as a BusinessToken
258 element included in the corresponding ActionToken.

259 e From section 5.2.2.3.1 of [BB], Link Acquisition Request Message includes
260 Public Part of the Octopus Node for “FromNode” which is specified in the
261 corresponding ActionToken.

262 e From section 5.2.2.3.1 of [BB], Link Acquisition Request Message includes
263 Public Part of the Octopus Node for “ToNode” which is specified in the
264 corresponding ActionToken.

265 e From section 5.2.2.3.3 of [BB], if AgentCarrier element does not exist in the
266 Response, AgentResultBlock element SHALL be omitted in Confirmation
267 Message.

268 e Correct processing of AgentCarrier SHALL be verified. The case where an
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AgentCarrier element exists in the Response is tested during User Link
Acquisition. The case where an AgentCarrier does not exist in the
Response,is tested during Subscription Link Acquisition.
e From section 5.2.2.3.4 of [BB], keep the message correlation among
Request, Response, and Confirmation Messages.
e From section 5.2.2.3.4 of [BB], attach signature to the information of
message correlation.
e From section 3.1.1 of [BB], set Octopus User Node ID to Domain ID attribute
of User Link.
e From section 3.1.1 of [BB], set the assigned organization value to Domain
Policy attribute of User Link.
The Conformance Test SHALL confirm the specifications above in both client and
service.

Link Acquisition Derivative

From section 3.1.1 of [BB], Marlin BB DRM Client (represented by Octopus
Personality Nodes) is linked to Users (Octopus User Nodes) by the User Link which
includes a Control to check Domain related status stored in SeaShell, and Marlin BB
DRM Client can consume Marlin Licenses which are targeted and bound to the
Octopus User Node.

Marlin BB DRM Client (represented by Octopus Personality Nodes) can be linked to
Subscriptions (Octopus Subscription Nodes) by a Subscription Link between User
and Subscription Node. The Subscription link includes a Control to check validity
period by comparing Marlin BB DRM Client’s trusted time, and Marlin BB DRM Client
can consume Marlin Subscription Licenses which are targeted to both Octopus
Subscription Node and Octopus User Node, and bound to the Octopus User Node.
The Conformance Test SHALL confirm the specifications above for the client.

Deregistration

Security Policy

The following Security Policy SHALL be tested for Deregistration:
e From section 5.2.2.4.4 of [BB], Deregistration Request Message SHALL
conform to "Full Security" defined in section 5.2 of [CORE].
e From section 5.2.2.4.4 of [BB], Deregistration Response Message SHALL
conform to "Full Security" defined in section 5.2 of [CORE].
e From section 5.2.2.4.4 of [BB], Deregistration Confirmation Message SHALL
conform to "Full Security" defined in section 5.2 of [CORE].
The Conformance Test SHALL confirm the specifications above in both client and
service.

Deregistration Message

The following message parameters SHALL be tested for Deregistration:

e From section 5.2.2.4.1 of [BB], Deregistration Request Message includes
the BusinessToken element which has the same values as the
BusinessToken element included in the corresponding ActionToken.

e From section 5.2.2.4.1 of [BB], Deregistration Request Message includes
Public Part of the Octopus Node for “FromNode” which is specified in the
corresponding ActionToken.

e From section 5.2.2.4.1 of [BB], Deregistration Request Message includes
Public Part of the Octopus Node for “ToNode” which is specified in the
corresponding ActionToken.
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Refer to Notices on page 2 for important legal information
Page 9 of 18



317
318
319
320
321

322

323
324
325
326
327

Page 10 of 18 29/04/2010

e From section 5.2.2.4.4 of [BB], keep the message correlation among
Request, Response, and Confirmation Messages.
e From section 5.2.2.4.4 of [BB], attach signature to the information of
message correlation.
The Conformance Test SHALL confirm the specifications above for the client.

Deregistration Derivative

From section 3.1.1 of [BB], if a Marlin BB DRM Client is deregistered, contents
whose Marlin Licenses are targeted and bound to the Domain from which the Marlin
BB DRM Client deregistered MUST NOT be played on the deregistered Marlin BB
DRM Client.

The Conformance Test SHALL confirm the specifications above for the client.
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Conformance Test Items for License Service and
Client

This section describes functions REQUIRED for Marlin BB DRM Client and License
Service in Marlin BB System Protocols.

General Functions for License Service

Signature Verification

The following SHALL be tested for License Service:
¢ When License Service uses signed data, the License Service SHALL verify
the signature.
The Conformance Test SHALL confirm the specifications above for the service.

Message Bindings

The following Message Bindings SHALL be tested for License Service:
e From section 5 of [BB], Marlin BB System Protocols SHALL use the NEMO
SOAP/HTTP Message Bindings.
The Conformance Test SHALL confirm the specifications above in both client and
service.

Role Assertion

The following SHALL be tested for License Service Role Assertion:
e From section 4.2.1 of [BB], the trust authority of the Role Assertion for the
License Service SHALL be the DRM Services Trust Authority.
The Conformance Test SHALL confirm the specifications above for the service.

Revocation Functions

The following revocation functions SHALL be tested for License Service:
e From section 8.1 of [CORE], when the requesting client has the revoked
issuer, License Service does not provide its service to the client.
e From section 8.1of [CORE], when the requesting client is revoked, License
Service does not provide its service to the client.
The Conformance Test SHALL confirm the specifications above for the service.

Shunning Functions

The following shunning functions SHALL be tested for License Service:

e From section 8.2 of [CORE] and section 5.1.2.1 of [BB], when the version of
the Marlin BB specification supported by the client (as indicated by the Marlin
BB DRM Client Role Assertion) is lower than the minimum specification
version required by the service, the fault message is returned.

e From section 8.2 of [CORE] and section 5.1.2.1 of [BB], and section 7.1.3 of
[BB], when the client (the organization-specific version of the client, as
specified in the Marlin BB DRM Client Role Assertion) is one identified as
being compromised, so all services have been directed to shun it (refuse to
provide services to it).

The Conformance Test SHALL confirm the specifications above for the service.

Exclusion Functions
The following exclusion functions SHALL be tested for License Service:
Copyright (c) Marlin Developer Community, 2003-2010. All Rights Reserved
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e From section 7.4 of [CORE], after the first exclusion, the content key SHALL
be encrypted using the [Starfish] revocation mechanism.

e From section 7.4 of [CORE], when exclusion is used, Ko IS recovered from
the BKB. The BKB MUST be carried in the same Bundle as the Content Key
object per Section 3.3.2 of [CORE].

The Conformance Test SHALL confirm the specifications above for the service.

License Acquisition

Security Policy

The following Security Policy SHALL be tested for License Acquisition:
e From section 5.2.1.4 of [BB], License Acquisition Request Message SHALL
conform to "Full Security" defined in section 5.2 of [CORE].
e From section 5.2.1.4 of [BB], License Acquisition Response Message
SHALL conform to "Full Security" defined in section 5.2 of [CORE].
The Conformance Test SHALL confirm the specifications above in both client and
service.

License Acquisition Message

The following message parameters SHALL be tested for License Acquisition:

e From section 5.2.1.2 of [BB], License Acquisition Request Message includes
the BusinessToken element which has the same values as the
BusinessToken element included in the corresponding ActionToken.

e From section 5.2.1.2 of [BB], License Acquisition Request Message includes
Public Part of the Octopus Node to be bound which is specified in the
corresponding ActionToken.

e From section 5.2.1.4 of [BB], keep the message correlation between
Request and Response Messages.

e From section 5.2.1.4 of [BB], attach signature to the information of message
correlation.

The Conformance Test SHALL confirm the specifications above in both client and
service.
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399 Conformance Test Items for Marlin License
400 Evaluation

401 This section describes variations of Marlin Licenses used for the license evaluation
402  test of Marlin BB DRM Client. The license evaluation test is to confirm whether Marlin
403 BB DRM Clients can evaluate the Marlin License as expected.

404

405 The intent of this section is to define a set of license conditions that correspond to
406  current business models. It is understood that marlin’s octopus engine can express
407  infinitely more conditions than defined here, so while implementers SHOULD attempt
408 to test all octopus constructs, an exhaustive test case specification is difficult to

409  define.

410 Variation 1

411  The Variation 1 assumes a purchased model where Marlin Licenses are shared
412  among the user’s devices. The Octopus Bundle for Variation 1 of Marlin License
413  includes followings:

414 e Control object (quantity=1)

415 < Targeted to Octopus User Node

416 e Controller object (quantity=1)

417 < ContentKeyReference (quantity=1)

418 < Includes an HMAC signature and a public key signature

419 e ContentKey object (quantity=1)

420 < Bound to Scuba Sharing Secret Key used for Octopus User Node
421 e Protector object (quantity=1)

422 < ContentReference (quantity=1)

423 Variation 2

424  The Variation 2 assumes a rental model where Marlin Licenses with a validity period
425  are shared among the user’s devices. The validity period is compared with Marlin BB
426  DRM Client’s trusted time by using System.Host.GetTrustedTime. The Octopus

427  Bundle for Variation 2 of Marlin License includes followings:

428 e Control object (quantity=1)

429 < Targeted to Octopus User Node

430 < Absolute validity period (NotBefore and NotAfter)

431 e Controller object (quantity=1)

432 < ContentKeyReference (quantity=1)

433 < Includes an HMAC signature and a public key signature

434 e ContentKey object (quantity=1)

435 <~ Bound to Scuba Sharing Secret Key used for Octopus User Node
436 e Protector object (quantity=1)

437 < ContentReference (quantity=1)

438 Variation 3

439  The Variation 3 assumes a rental model as the Variation 2, the difference is Marlin
440 License includes more than one Content Key. The validity period is compared with
441  Marlin BB DRM Client’s trusted time by using System.Host.GetTrustedTime. The
442  Octopus Bundle for Variation 3 of Marlin License includes followings:

443 e Control object (quantity=1)
444 < Targeted to Octopus User Node
445 <~ Absolute validity period (NotBefore and NotAfter)
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Controller object (quantity=1)

< ContentKeyReference (quantity=2)

< Includes two HMAC signatures and a public key signature
ContentKey object (quantity=2)

<~ Bound to Scuba Sharing Secret Key used for Octopus User Node
Protector object (quantity=2)

< ContentReference (quantity=1 respectively)

Variation 4

The Variation 4 assumes a purchased model where Marlin Licenses are bound to
one particular device and cannot be shared. The Octopus Bundle for Variation 4 of
Marlin License includes followings:
e Control object (quantity=1)
< Targeted to Octopus Personality Node
Controller object (quantity=1)
< ContentKeyReference (quantity=1)
< Includes an HMAC signature and a public key signature
ContentKey object (quantity=1)
< Bound to Scuba Sharing Public Key used for Octopus Personality Node
Protector object (quantity=1)
< ContentReference (quantity=1)

Variation 5

The Variation 5 assumes a subscription model where Marlin Licenses are shared
among the user’s devices, and the subscription period is specified in Subscription
Link. The Octopus Bundle for Variation 5 of Marlin License includes followings:
e Control object (quantity=1)
<~ Targeted to Octopus User Node
< Targeted to Octopus Subscription Node
Controller object (quantity=1)
< ContentKeyReference (quantity=1)
< Includes an HMAC signature and a public key signature
e ContentKey object (quantity=1)
< Bound to Scuba Sharing Public Key used for Octopus User Node
Protector object (quantity=1)
< ContentReference (quantity=1)

Variation 6

The Variation 6 assumes a shunning case where Marlin Licenses requires later
specification version then the device, and the device cannot consume the Marlin
License. The Octopus Bundle for Variation 6 of Marlin License includes followings:

e Control object (quantity=1)
< Targeted to Octopus User Node
< Specification version check
Controller object (quantity=1)
< ContentKeyReference (quantity=1)
< Includes an HMAC signature and a public key signature
ContentKey object (quantity=1)
< Bound to Scuba Sharing Secret Key used for Octopus User Node
e Protector object (quantity=1)

< ContentReference (quantity=1)

Copyright (c) Marlin Developer Community, 2003-2010. All Rights Reserved

Refer to Notices on page 2 for important legal information
Page 14 of 18



495

496
497
498

499

500
501
502
503
504
505
506
507
508
509
510

511

512
513
514
515
516
517
518
519
520

521

522
523
524
525
526
527
528

529

530
531
532
533
534
535
536
537
538
539
540

Page 15 of 18 29/04/2010

Scenario for CTS (Informative)

This section introduces several scenarios. The Conformance Test can confirm all of
REQUIRED Conformance Test Items efficiently by sequentially executing Scenario 1
to Scenario 13.

Scenario 1

The Scenario 1 is to confirm REQUIRED specifications related to Node Acquisition
and Link Acquisition by assuming following sequences:
1. Acquisition of Action Token
2. Acquisition of Configuration Token
3. Acquisition of Octopus User Node: The Conformance Test Items described
in section 2.1, 3.1.1, 3.1.3, 3.2.1, and 3.2.2 are to be confirmed by the
sequence.
4. Acquisition of User Link: The Conformance Test Items described in section
2.1,3.1.1, 3.1.3, 3.3.1, and 3.3.2 are to be confirmed by the sequence.
As the result of the sequences, the Marlin BB DRM Client gets corresponding
Octopus User Node and User Link.

Scenario 2

The Scenario 2 is to confirm REQUIRED specifications related to License Acquisition
by assuming following sequences. Please note that the Scenario 2 assumes the
Scenario 1 is successfully completed:
1. Acquisition of Action Token
2. Acquisition of License targeted to the Octopus User Node: The following
Conformance Test Iltems described in section 2.1, 4.1.1, 4.1.3, 4.2.1, and
4.2.2 are to be confirmed by the sequence.
As the result of the sequences, the Marlin BB DRM Client gets corresponding Marlin
License which is targeted to the Octopus User Node acquired in the Scenario 1.

Scenario 3

The Scenario 3 is to confirm REQUIRED specifications regarding evaluation of Marlin
License by assuming the following sequence. Please note that the Scenario 3
assumes Scenarios 1-2 are successfully completed:
1. Evaluation of License in Scenario 2: The Conformance Test ltems described
in section 5 are to be confirmed by the sequence.
As the result of the sequences, the Marlin BB DRM Client successfully consumes the
Marlin License acquired in the Scenario 2.

Scenario 4

The Scenario 4 is to confirm REQUIRED specifications related to Node Acquisition
and Link Acquisition by assuming following sequences. Please note that the Scenario
4 assumes Scenarios 1 is successfully completed:
1. Acquisition of Action Token
2. Acquisition of Configuration Token
3. Acquisition of Octopus Subscription Node: The Conformance Test ltems
described in section 2.1, 3.1.1, 3.1.3, 3.2.1, and 3.2.2 are to be confirmed by
the sequence.
4. Acquisition of Subscroption Link: The Conformance Test Items described in
section 2.1, 3.1.1, 3.1.3, 3.3.1, and 3.3.2 are to be confirmed by the
sequence.
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As the result of the sequences, the Marlin BB DRM Client gets corresponding
Octopus Subscription Node and Subscription Link.

Scenario 5

The Scenario 5 is to confirm REQUIRED specifications related to License Acquisition
by assuming following sequences. Please note that the Scenario 5 assumes the
Scenario 1 and 4 are successfully completed:
1. Acquisition of Action Token
2. Acquisition of License targeted to the Octopus Subscription Node: The
following Conformance Test Items described in section 2.1, 4.1.1, 4.1.3,
4.2.1, and 4.2.2 are to be confirmed by the sequence.
As the result of the sequences, the Marlin BB DRM Client gets corresponding Marlin
License which is targeted to the Octopus Subscription Node acquired in the Scenario
4.

Scenario 6

The Scenario 6 is to confirm REQUIRED specifications regarding evaluation of Marlin
License by assuming the following sequence. Please note that the Scenario 6
assumes Scenarios 1, 4, and 5 are successfully completed:
1. Evaluation of License in Scenario 5: The Conformance Test Items described
in section 5 are to be confirmed by the sequence.
As the result of the sequences, the Marlin BB DRM Client successfully consumes the
Marlin License acquired in the Scenario 5.

Scenario 7

The Scenario 7 is to confirm REQUIRED specifications related to Deregistration by
assuming following sequences. Please note that the Scenario 7 assumes Scenario 1
is successfully completed:

1. Acquisition of ActionToken

2. Process of Deregistration: The Conformance Test Items described in section

2.1,3.1.1, 3.1.3, 3.4.1, and 3.4.2 are to be confirmed by the sequence.

As the result of the sequences, the Marlin BB DRM Client deregisters from the user
domain registered in the Scenario 1.

Scenario 8

The Scenario 8 is to confirm REQUIRED specifications regarding Deregistration by
evaluating Marlin License targeted to the Octopus User Node. Please note that the
Scenario 8 assumes Scenarios 1 and 2 are successfully completed:
1. Evaluation of License: The Conformance Test Items described in section O
are to be confirmed by the sequence.
As the result of the sequences, the Marlin BB DRM Client fails to consume the Marlin
License acquired in the Scenario 2.

Scenario 9

The Scenario 9 is to confirm REQUIRED specifications regarding exclusion by
acquiring and evaluating Marlin License with BKB in excluded Marlin BB DRM Client.
Please note that the Scenario 9 assumes Scenario 1 is successfully completed:

1. Acquisition Process of License with BKB

2. Evaluation of License with BKB: The Conformance Test Items described in

section 4.1.6 are to be confirmed by the sequence.

As the result of the sequences, the Marlin BB DRM Client fails to consume the Marlin
License with BKB.

Copyright (c) Marlin Developer Community, 2003-2010. All Rights Reserved

Refer to Notices on page 2 for important legal information
Page 16 of 18



Page 17 of 18 29/04/2010

588 Scenario 10

589 The Scenario 10 is to confirm REQUIRED specifications regarding revocation by
590 acquiring CRL and trying to access the revoked service. Please note that when the
591 CRL is to revoke the License Service, to request User targeted Marlin License, the
592  Scenario 10 assumes the Scenario 1 is successfully completed, but when the CRL is
593 to revoke the Registration Service, the Scenario 10 can be executed independently
594  from other Scenarios:

595 1. Acquisition Process of CRL
596 2. Communication with the revoked service: The Conformance Test ltems
597 described in section 2.3 are to be confirmed by the sequence.

598  As the result of the sequences, the Marlin BB DRM Client fails to access the revoked
599  service.

600 Scenario 11

601 The Scenario 11 is to confirm REQUIRED specifications regarding revocation by
602  using CRL which revoked manufacturer (issuer) of Marlin BB DRM Client. Please
603  note that the Scenario 11 assumes Scenarios 1-10 are successfully completed:

604 1. Communication with the revoked manufacturer's device: The Conformance
605 Test Items described in section 3.1.4 or 4.1.4 are to be confirmed by the
606 sequence

607  As the result of the sequences, the Marlin BB DRM Client which has the revoked
608 issuer fails to access the service.

609 Scenario 12

610 The Scenario 12 is to confirm REQUIRED specifications regarding revocation by
611 using CRL which revoked a device. Please note that the Scenario 12 can be

612  executed independently from other Scenarios:

613 1. Communication with the revoked device: The Conformance Test Iltems

614 described in section 3.1.4 or 4.1.4 are to be confirmed by the sequence.
615  As the result of the sequences, the revoked Marlin BB DRM Client fails to access the
616  service.

617 Scenario 13

618 The Scenario 13 is to confirm REQUIRED specifications regarding shunning by
619 assuming following sequences. Please note that the Scenario 13 can be executed
620 independently from other Scenarios:

621 1. Communication with the device for which shunning should be performed:
622 The Conformance Test Items described in section 3.1.5 or 4.1.5 are to be
623 confirmed by the sequence.

624  As the result of the sequences, the shunned Marlin BB DRM Client fails to access the
625  service.
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