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Notice

THIS DOCUMENT IS PROVIDED "AS I1S" WITH NO REPRESENTATION OR
WARRANTY, EXPRESS OR IMPLIED, CONCERNING THE
COMPLETENESS, ACCURACY, OR APPLICABILITY OF ANY
INFORMATION CONTAINED IN THIS DOCUMENT. THE MARLIN
DEVELOPER COMMUNITY (“MDC”) ON BEHALF OF ITSELF AND ITS
PARTICIPANTS (COLLECTIVELY, THE "PARTIES") DISCLAIM ALL
LIABILITY OF ANY KIND WHATSOEVER, EXPRESS OR IMPLIED, ARISING
OR RESULTING FROM THE RELIANCE OR USE BY ANY PARTY OF THIS
DOCUMENT OR ANY INFORMATION CONTAINED HEREIN. THE PARTIES
COLLECTIVELY AND INDIVIDUALLY MAKE NO REPRESENTATIONS
CONCERNING THE APPLICABILITY OF ANY PATENT, COPYRIGHT
(OTHER THAN THE COPYRIGHT TO THE DOCUMENT DESCRIBED
BELOW) OR OTHER PROPRIETARY RIGHT OF THIS DOCUMENT OR ITS
USE, AND THE RECEIPT OR ANY USE OF THIS DOCUMENT OR ITS
CONTENTS DOES NOT IN ANY WAY CREATE BY IMPLICATION,
ESTOPPEL OR OTHERWISE, ANY LICENSE OR RIGHT TO OR UNDER
ANY PATENT, COPYRIGHT, TRADEMARK OR TRADE SECRET RIGHTS
WHICH ARE OR MAY BE ASSOCIATED WITH THE IDEAS, TECHNIQUES,
CONCEPTS OR EXPRESSIONS CONTAINED HEREIN.

Use of this document is subject to the agreement executed between you and
the Patrties, if any.

Any copyright notices shall not be removed, varied, or denigrated in any
manner.

Copyright © 2003 - 2010 by MDC, 415-112 North Mary Avenue #383 Sunnyvale, CA
94085, USA. Allrights reserved. Third-party brands and names are the property
of their respective owners.

Intellectual Property

A commercial implementation of this specification requires a license from the Marlin
Trust Management Organization.

Contact Information

Feedback on this specification should be addressed to: editor@marlin-
community.com

Contact information for the Marlin Trust Management Organization can be found
at: http://www.marlin-trust.com/
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1 Introduction

1.1 Document Organization

This document describes a Conformance Test Specification for client and service
implementations for Marlin Broadband Network Service Profile (BNS). It is organized
as follows:
e (this) introduction, overview, conformance conventions and references
e Sections for each of Conformance Test Items. These are:
o] Conformance Test Items for Device
o Conformance Test Items for Registration Service
o] Conformance Test Items for License Service
o] Conformance Test Items for Metering Data Service
o] Conformance Test Items for Marlin License Evaluation
e Scenarios for Conformance Test Items

1.2 Overview

This document describes Conformance Test Specifications for client and service
implementations of the Marlin Broadband Network Service Profile Specification
[MBNS].

The goal for this Specification is to help ensure interoperability between independent
implementations of Marlin BB DRM Client and Marlin BB Services by testing
functions specified in [MBNS]. In other words, this Conformance Test Specification
does not ensure 100% coverage of the specification. It is expected that the tests are
expanded upon as implementers verify interoperability with each other.

Unless stated, the descriptions in this specification apply to both the Full
Implementation [MBNS] and the Compact Implementation [MBNS].

1.3 Conformance Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”", “SHALL NOT”,
“*SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL" in this
specification are to be interpreted as described in IETF RFC 2119 [RFC 2119].

1.4 References
Normative References

[MBB] Marlin Engineering Work Group, Marlin Broadband Delivery
System Specification, Version 1.2

[MBNS] Marlin Engineering Work Group, Marlin Broadband Network
Service Profile Specification, Version 1.2

[MCS] Marlin Engineering Work Group, Marlin Core System
Specification, version1.3

[MPAC] Marlin Engineering Work Group, Marlin Profile and Capability
Signaling, Version 1.0

[RFC 2119] S. Bradner, RFC 2119 - Key words for use in RFCs to
Indicate Requirement Levels, IETF, March
1997, http://www.ietf.org/rfc/rfc2119.ixt

[Starfish] Starfish - Marlin Broadcast Encryption Scheme v1.2
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2 Conformance Test Items for Marlin BB DRM Client

This section describes common functions REQUIRED for Marlin BB DRM Client
across the Marlin BB System Protocols.

2.1 Signature Verification

The following SHALL be tested for Marlin BB DRM Client:
e When Marlin BB DRM Client uses signed data, the Marlin BB DRM Client
SHALL verify the signature.
The Conformance Test SHALL confirm the specifications above for the client.

2.2 Role Assertion

The following SHALL be tested for Marlin BB DRM Client Role Assertion:
e From section 4.1 of [MBB], Marlin BB DRM Client SHALL have DRM Client
Role, and the DRM Client Role SHALL be put in all request messages of
Marlin BB System Protocols.
The Conformance Test SHALL confirm the specifications above for the client.

2.3 Revocation Functions

The following revocation functions SHALL be tested for Marlin BB DRM Client:
e From section 8.10of [MCS], when a service is revoked, the Marlin BB DRM
Client does not communicate with the revoked service.
The Conformance Test SHALL confirm the specifications above for the client.

2.4 Shunning Functions

The following shunning function SHALL be tested for Marlin BB DRM Client:

e From section 8.1, 8.2, and 12.5.4.3 of [MCS], Licenses MAY encode a
minimum security specification version requirement in control programs. If
the Marlin BB DRM Client only supports a shunned version of the
specification, the evaluation of the corresponding License fails.

The Conformance Test SHALL confirm the specifications above for the client.

2.5 Content Key Object Access

2.5.1 Content Key Object after Exclusion

The following exclusion functions SHALL be tested for Marlin BB DRM Client:
e From section 7.4 of [MCS], a DRM Client SHALL implement the [Starfish]
revocation mechanism.
The Conformance Test SHALL confirm the specifications above for the client.

2.6 Profile Capability Signalling

2.6.1 Profile Signalling

From section 6 of [MBNS], the support for profile signalling is RECOMMENDED for
Marlin BB DRM Client that implements [MBNS].
The following SHALL be tested for the Marlin BB DRM Client that indicates it
implements the mandatory functionality in [MBNS]:
e The Marlin BB DRM Client with Full Implementation SHALL follow the profile
signalling defined in section 6.1 of [MBNS] and the Marlin BB DRM Client
SHALL support the mandatory functionality for Full Implementation in [MBNS].

Copyright (c) Marlin Developer Community, 2003-2010. All Rights Reserved
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e The Marlin BB DRM Client with Compact Implementation SHALL follow the
profile signalling defined in section 6.3 of [MBNS] and the Marlin BB DRM
Client SHALL support the mandatory functionality for Compact
Implementation in [MBNS].
The Conformance Test SHALL confirm the specifications above for the client.

2.6.2 BNS Extended Topology [Full Implementation Only]

The support of BNS Extended Topology is OPTIONAL for Marlin BB DRM Client that
implements [MBNS].

The following SHALL be tested for Marlin BB DRM Client that indicates it implements
BNS Extended Topology:

e The Marlin BB DRM Client SHALL follow the profile and topology signaling
defined in sections 6.2 of [MBNS] and the Marlin BB DRM Client SHALL
support the BNS Extended Topologies.

The Conformance Test SHALL confirm the specifications above for the client.
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3 Conformance Test Items for Registration Service
[Full Implementation Only]

This section describes the functions REQUIRED for Marlin BB DRM Client and
Registration Service in each of corresponding Marlin BB System Protocols for
Registration Service.

3.1 General Functions

3.1.1 Signature Verification

The following SHALL be tested for Registration Service:
¢ When Registration Service uses signed data, the Registration Service
SHALL verify the signature.
The Conformance Test SHALL confirm the specifications above for the service.

3.1.2 Message Bindings

The following Message Bindings SHALL be tested for Registration Service:
e From section 5 of [MBB], Marlin BB System Protocols SHALL use the NEMO
SOAP/HTTP Message Bindings.
The Conformance Test SHALL confirm the specifications above in both client and
service.

3.1.3 Service Role Assertion

The following SHALL be tested for Registration Service Role Assertion:
e From section 4.2.2 of [MBB], the trust authority of the Role Assertion for the
Registration Service SHALL be the DRM Services Trust Authority.
The Conformance Test SHALL confirm the specifications above for the service.

3.1.4 Revocation Functions

The following revocation functions SHALL be tested for Registration Service:
¢ From section 8.10of [MCS], when the requesting client has the revoked issuer,
Registration Service does not provide its service to the client.
e From section 8.10of [MCS], when the requesting client is revoked,
Registration Service does not provide its service to the client.
The Conformance Test SHALL confirm the specifications above for the service.

3.1.5 Shunning Functions

If shunning is supported, the following functions SHALL be tested for Registration
Service:

e From section 8.2 of [MCS] and section 5.1.2.1 of [MBB], when the version of
the Marlin BB specification supported by the client (as indicated by the Marlin
BB DRM Client Role Assertion) is lower than the minimum specification
version required by the service, the fault message is returned.

e From section 8.2 of [MCS], section 5.1.2.1 of [MBB], and section 7.1.3 of
[MBB], when the client (the organization-specific version of the client, as
specified in the Marlin BB DRM Client Role Assertion) is one identified as
being compromised, it is at the services discretion to shun it (refuse to
provide service).

e From section 8.1 and 8.2 of [MCS], Security Specification Version and Role
attributes are conveyed within a SAML assertion with NEMO Request

Copyright (c) Marlin Developer Community, 2003-2010. All Rights Reserved
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message. If the Marlin BB DRM Client does not support the minimum

required version of the specifications, its assertion(s) is(are) rejected by the

Marlin BB DRM Server with the exception defined in section 5.1.2 of [MBB].
The Conformance Test SHALL confirm the specifications above for the service.

3.2 Node Acquisition

3.2.1 Security Policy and Message Security Bindings

The following Security Policy SHALL be tested for Node Acquisition:

e From section 5.2.2.2.3 of [MBB], Node Acquisition Request Message SHALL
conform to "Full Security" defined in sections 5.2 and 12.3 of [MCS] and
section 4 of [MPAC].

e From section 5.2.2.2.3 of [MBB], Node Acquisition Response Message
SHALL conform to "Full Security” defined in sections 5.2 and 12.3 of [MCS].

The Conformance Test SHALL confirm the specifications above in both client and
service.

3.2.2 Node Acquisition Message

The following message parameters SHALL be tested for Node Acquisition:

e From section 5.2.2.2.1 of [MBB], Node Acquisition Request Message
includes a BusinessToken element which has the same values as a
BusinessToken element included in the corresponding ActionToken.

e From section 5.2.2.2.3 of [MBB], keep the message correlation between
Request and Response Messages.

e From section 5.2.2.2.3 of [MBB], attach signature to the information of
message correlation.

The Conformance Test SHALL confirm the specifications above in both client and
service.

3.3 Link Acquisition

3.3.1 Security Policy and Message Security Bindings

The following Security Policy SHALL be tested for Link Acquisition:

e From section 5.2.2.3.4 of [MBB], Link Acquisition Request Message SHALL
conform to "Full Security" defined in sections 5.2 and 12.3 of [MCS] and
section 4 of [MPAC].

e From section 5.2.2.3.4 of [MBB], Link Acquisition Response Message
SHALL conform to "Full Security" defined in sections 5.2 and 12.3 of [MCS].

e From section 5.2.2.3.4 of [MBB], Link Acquisition Confirmation Message
SHALL conform to "Full Security" defined in sections 5.2 and 12.3 of [MCS].

The Conformance Test SHALL confirm the specifications above in both client and
service.

3.3.2 Link Acquisition Message

3.3.2.1 Main Test Iltems

The following message parameters SHALL be tested for Link Acquisition:
e From section 5.2.2.3.1 of [MBB], Link Acquisition Request Message includes
a BusinessToken element which has the same values as a BusinessToken
element included in the corresponding ActionToken.
e From section 5.2.2.3.1 of [MBB], Link Acquisition Request Message includes
Public Part of the Octopus Node for “FromNode” which is specified in the

Copyright (c) Marlin Developer Community, 2003-2010. All Rights Reserved
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corresponding ActionToken.

From section 5.2.2.3.1 of [MBB], Link Acquisition Request Message includes
Public Part of the Octopus Node for “ToNode” which is specified in the
corresponding ActionToken.

From section 5.2.2.3.3 of [MBB], if AgentCarrier element does not exist in the
Response, AgentResultBlock element SHALL be omitted in the Confirmation
Message. Otherwise, if Agent Carrier element does exist in the Response,
AgentResultBlock element SHALL be included in the Confirmation Message.
From section 5.2.2.3.4 of [MBB], keep the message correlation among
Request, Response, and Confirmation Messages.

From section 5.2.2.3.4 of [MBB], attach signature to the information of
message correlation.

The Conformance Test SHALL confirm the specifications above in both client and

service.

The following message parameters SHALL be tested for Link Acquisition:

From section 3.1.1 of [MBB], set Octopus User Node ID to Domain ID
attribute of User Link.
From section 3.1.1 of [MBB], set the assigned organization value to Domain

Policy attribute of User Link.
The Conformance Test SHALL confirm the specifications above for the service.

3.3.2.2Link Acquisition with BNS Base Topologies

The support of BNS Basic Topologies is REQUIRED for Marlin BB DRM Client which
implements [MBNS]. This SHALL be tested for message combination patterns for
Link Acquisition emulated in the following table:

From Node in To Node in AgentCarrier in | AgentResultBlock
Request Request Response in Confirmation

BNS Base Personality User Node Exist Exist

Link Acg-1 Node

BNS Base Personality User Node Not exist Not exist

Link Acg-2 Node

BNS Base Personality Subscription Not exist Not exist

Link Acg-3 Node Node

BNS Base User Node Subscription Not exist Not exist

Link Acg-4 Node

The Conformance Test SHALL confirm the specifications above for client.

3.3.2.3Link Acquisition with BNS Extended Topologies

The support of BNS Extended Topologies is OPTIONAL for Marlin BB DRM Client
which implements [MBNS]. When this BNS Extended Topologies functionality is
supported by Marlin BB DRM Client, this SHALL be tested for message combination
patterns for Link Acquisition emulated in the following table in addition to ones for
BNS Base Topologies:

From Node in To Node in AgentCarrier in | AgentResultBlock
Request Request Response in Confirmation
BNS Exten. Personality Subscription Exist Exist
Link Acg-1 Node Node
BNS Exten. User Node Subscription Exist Exist
Link Acg-2 Node

Copyright (c) Marlin Developer Community, 2003-2010. All Rights Reserved
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378 The Conformance Test SHALL confirm the specifications above for client.
379

380 3.4 Deregistration

381 3.4.1 Security Policy and Message Security Bindings
382  The following Security Policy SHALL be tested for Deregistration:

383 e From section 5.2.2.4.4 of [MBB], Deregistration Request Message SHALL
384 conform to "Full Security" defined in sections 5.2 and 12.3 of [MCS] and
385 section 4 of [MPAC].

386 e From section 5.2.2.4.4 of [MBB], Deregistration Response Message SHALL
387 conform to "Full Security" defined in sections 5.2 and 12.3 of [MCS].

388 e From section 5.2.2.4.4 of [MBB], Deregistration Confirmation Message
389 SHALL conform to "Full Security" defined in sections 5.2 and 12.3 of [MCS].

390 The Conformance Test SHALL confirm the specifications above in both client and
391  service.

392 3.4.2 Deregistration Message

393 3.4.2.1 Main Test Items
394  The following message parameters SHALL be tested for Deregistration:

395 e From section 5.2.2.4.1 of [MBB], Deregistration Request Message includes
396 the BusinessToken element which has the same values as the
397 BusinessToken element included in the corresponding ActionToken.

398 e From section 5.2.2.4.1 of [MBB], Deregistration Request Message includes
399 Public Part of the Octopus Node for “FromNode” which is specified in the
400 corresponding ActionToken.

401 e From section 5.2.2.4.1 of [MBB], Deregistration Request Message includes
402 Public Part of the Octopus Node for “ToNode” which is specified in the
403 corresponding ActionToken.

404 e From sections 5.2.2.4.3 of [MBB], the Confirmation Message includes
405 AgentResultBlock data structure containing the result of processing the
406 Agent in the Response Message.

407 e From section 5.2.2.4.4 of [MBB], keep the message correlation among
408 Request, Response, and Confirmation Messages.

409 e From section 5.2.2.4.4 of [MBB], attach signature to the information of
410 message correlation.

411  The Conformance Test SHALL confirm the specifications above for the client.

412  3.4.2.2 Deregistration with BNS Base Topologies

413  The support of BNS Basic Topologies is REQUIRED for Marlin BB DRM Client which
414  implements [MBNS]. This SHALL be tested for message combination patterns for
415  Deregistration emulated in the following table:

416
From Node in To Node in AgentCarrier in | AgentResultBlock
Request Request Response in Confirmation
BNS Base Personality User Node Exist Exist
Dereg.-1 Node
417

418 The Conformance Test SHALL confirm the specifications for client.
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3.4.2.3 Deregistration with BNS Extended Topologies

The support of BNS Extended Topologies is OPTIONAL for Marlin BB DRM Client
which implements [MBNS]. When this BNS Extended Topologies functionality is
supported by Marlin BB DRM Client, this SHALL be tested for message combination
patterns for Deregistration emulated in the following table in addition to ones for BNS

Base Topologies:

From Node in To Node in AgentCarrier in | AgentResultBlock
Request Request Response in Confirmation
BNS Exten. Personality Subscription Exist Exist
Dereg.-1 Node Node
BNS Exten. User Node Subscription Exist Exist

Dereg.-2

Node

The Conformance Test SHALL confirm the specifications for client.

3.4.3 Deregistration Derivative

From section 3.1.1 of [MBB], if a Marlin BB DRM Client is deregistered, content
whose Marlin License is targeted and bound to the Domain from which the Marlin BB
DRM Client deregistered MUST NOT be played on the deregistered Marlin BB DRM

Client.

The Conformance Test SHALL confirm the specifications above for the client.
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4 Conformance Test Items for License Service

This section describes the functions REQUIRED for Marlin BB DRM Client and
License Service in Marlin BB System Protocols.

4.1 General Functions for License Service

4.1.1 Signature Verification

The following SHALL be tested for License Setrvice:
e When License Service uses signed data, the License Service SHALL verify
the signature.
The Conformance Test SHALL confirm the specifications above for the service.

4.1.2 Message Bindings

The following Message Bindings SHALL be tested for License Service:
e From section 5 of [MBB], Marlin BB System Protocols SHALL use the NEMO
SOAP/HTTP Message Bindings.
The Conformance Test SHALL confirm the specifications above in both client and
service.

4.1.3 Role Assertion

The following SHALL be tested for License Service Role Assertion:
e From section 4.2.1 of [MBB], the trust authority of the Role Assertion for the
License Service SHALL be the DRM Services Trust Authority.
The Conformance Test SHALL confirm the specifications above for the service.

4.1.4 Revocation Functions

The following revocation functions SHALL be tested for License Service:
e From section 8.1 of [MCS], when the requesting client has the revoked issuer,
License Service does not provide its service to the client.
e From section 8.1of [MCS], when the requesting client is revoked, License
Service does not provide its service to the client.
The Conformance Test SHALL confirm the specifications above for the service.

4.1.5 Shunning Functions

If shunning is supported, the following functions SHALL be tested for License
Service:

e From section 8.2 of [MCS] and section 5.1.2.1 of [MBB], when the version of
the Marlin BB specification supported by the client (as indicated by the Marlin
BB DRM Client Role Assertion) is lower than the minimum specification
version required by the service, the fault message is returned.

e From section 8.2 of [MCS] and section 5.1.2.1 of [MBB], and section 7.1.3 of
[MBB], when the client (the organization-specific version of the client, as
specified in the Marlin BB DRM Client Role Assertion) is one identified as
being compromised, it is at the services discretion to shun it (refuse to
provide service).

e From section 8.1 and 8.2 of [MCS], Security Specification Version and Role
attributes are conveyed within a SAML assertion with NEMO Request
message. If the Marlin BB DRM Client does not support the minimum
required version of the specifications, its assertion(s) is rejected by the Marlin
BB DRM Server and are software update and assertion renewal required.
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The Conformance Test SHALL confirm the specifications above for the service.

4.1.6 Content Key Object Access

4.1.6.1 Content Key Object before Exclusion

The following exclusion functions SHALL be tested for License Service:

e From section 7.3 of [MCS], before the first exclusion, the content key SHALL
be encrypted using by the Scuba key (public or secret) of the entity the
license is targeted to.

The Conformance Test SHALL confirm the specifications above for the service.

4.1.6.2 Content Key Object after Exclusion

The following exclusion functions SHALL be tested for License Service:

e From section 7.4 of [MCS], after the first exclusion, the content key SHALL
be encrypted using the [Starfish] revocation mechanism.

e From section 7.4 of [MCS], when exclusion is used, K., is recovered from
the BKB. The BKB SHALL be carried in the same Bundle as the Content Key
object per section 3.3.2 of [MCS].

The Conformance Test SHALL confirm the specifications above for the service.

4.2 License Acquisition

4.2.1 Security Policy and Message Security Bindings

The following Security Policy SHALL be tested for License Acquisition:

e From section 5.2.1.4 of [MBB], License Acquisition Request Message
SHALL conform to "Full Security" defined in sections 5.2 and 12.3 of [MCS]
and section 4 of [MPAC].

e From section 5.2.1.4 of [MBB], License Acquisition Response Message
SHALL conform to "Full Security" defined in sections 5.2 and 12.3 of [MCS].

The Conformance Test SHALL confirm the specifications above in both client and
service.

4.2.2 License Acquisition Message

4.2.2.1 Main Test ltems

The following message parameters SHALL be tested for License Acquisition:

e From section 5.2.1.2 of [MBB], License Acquisition Request Message
includes the BusinessToken element which has the same values as the
BusinessToken element included in the corresponding ActionToken.

e From section 5.2.1.2 of [MBB], License Acquisition Request Message
includes Public Part of the Octopus Node to be bound which is specified in
the corresponding ActionToken.

e From section 5.2.1.4 of [MBB], keep the message correlation between
Request and Response Messages.

e From section 5.2.1.4 of [MBB], attach signature to the information of
message correlation.

The Conformance Test SHALL confirm the specifications above in both client and
service.
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4.2.2.2 License Acquisition with BNS Base Topologies [Full Implementation
Only]

The support of BNS Basic Topologies is REQUIRED for Marlin BB DRM Client which
implements [MBNS]. This SHALL be tested for message combination patterns for
License Acquisition emulated in the following table:

Octopus Node in Request

BNS Base Lic Acg-1 Personality Node

BNS Base Lic Acg-2 User Node

The Conformance Test SHALL confirm the specifications above for client.

4.2.2.3 License Acquisition with BNS Extended Topologies [Full
Implementation Only]

The support of BNS Extended Topologies is OPTIONAL for Marlin BB DRM Client
which implements [MBNS]. When this BNS Extended Topologies functionality is
supported by Marlin BB DRM Client, this SHALL be tested for message combination
patterns for License Acquisition emulated in the following table in addition to ones for
BNS Base Topologies:

Octopus Node in Request

BNS Exten. Lic Acg-3 Subscription Node

The Conformance Test SHALL confirm the specifications above for client.

4.2.2.4License Acquisition [Compact Implementation Only]

The following SHALL be tested:
e License binding to the Personality Node.
e License targeting to the Personality Node.
The Conformance Test SHALL confirm the specifications above for the client.
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5 Conformance Test Items for Metering Data Service

The support of Metering Data Service is OPTIONAL for Marlin BB DRM Client which
implements [MBNS]. This section describes the REQUIRED functions for Marlin BB
DRM Client with support for Metering Data Service in Marlin BB System Protocols
[MBB].

5.1 General Functions for Metering Data Service

5.1.1 Signature Verification

The following SHALL be tested for Metering Data Service:
¢ When Metering Data Service uses signed data, the Metering Data Service
SHALL verify the signature.
The Conformance Test SHALL confirm the specifications above for the service.

5.1.2 Message Bindings

The following Message Bindings SHALL be tested for Metering Data Service:
e From section 5 of [MBB], Marlin BB System Protocols SHALL use the NEMO
SOAP/HTTP Message Bindings.
The Conformance Test SHALL confirm the specifications above in both client and
service.

5.1.3 Role Assertion

The following SHALL be tested for Metering Data Service Role Assertion:

e From section 4.2.5 of [MBB], the trust authority of the Role Assertion for the

Metering Data Service SHALL be the DRM Services Trust Authority.
The following SHALL be tested for Marlin BB DRM Client Role Assertion:

e From section 5.2.5 of [MBB], a DRM Client Role Assertion SHALL include the
capability defined in section 7.1.2 of [MBB] when it supports Metering Data
Service.

The Conformance Test SHALL confirm the specifications above for the service.

5.1.4 Revocation Functions

The following revocation functions SHALL be tested for Metering Data Service:
e From section 8.1 of [MCS], when the requesting client has the revoked issuer,
Metering Data Service does not provide its service to the client.
e From section 8.1of [MCS], when the requesting client is revoked, Metering
Data Service does not provide its service to the client.
The Conformance Test SHALL confirm the specifications above for the service.

5.1.5 Shunning Functions

If shunning is supported, the following functions SHALL be tested for Metering Data
Service:
e From section 8.2 of [MCS] and section 5.1.2.1 of [MBB], when the version of
the Marlin BB specification supported by the client (as indicated by the Marlin
DRM Client Role Assertion) is lower than the minimum specification version
required by the service, the fault message is returned.
e From section 8.2 of [MCS] and section 5.1.2.1 of [MBB], and section 7.1.3 of
[MBB], when the client (the organization-specific version of the client, as
specified in the Marlin DRM Client Role Assertion) is one identified as being
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compromised, it is at the services discretion to shun it (refuse to provide
service).

e From section 8.1 and 8.2 of [MCS], Security Specification Version and Role
attributes are conveyed within a SAML assertion with NEMO Request
message. If the Marlin BB DRM Client does not support the minimum
required version of the specifications, its assertion(s) is rejected by the Marlin
BB DRM Server and are software update and assertion renewal required.

The Conformance Test SHALL confirm the specifications above for the service.

5.2 Metering Data Reporting

5.2.1 Security Policy and Message Security Bindings

The following Security Policy SHALL be tested for Metering Data reporting:

e From section 5.2.5.4 of [MBB], Metering Data Request Message SHALL
conform to "Full Security" defined in sections 5.2 and 12.3 of [MCS] and
section 4 of [MPAC].

e From section 5.2.5.4 of [MBB], Metering Data Response Message SHALL
conform to "Integrity + Freshness" defined in section 5.2 of [MCS].

The Conformance Test SHALL confirm the specifications above in both client and
service.

5.2.2 Metering Data Reporting Message

The following message parameters SHALL be tested for Metering Data reporting:
e From section 5.2.5.2 of [MBB], Metering Data Request Message includes a
data structure containing recorded metering information.
e From section 5.2.5.4 of [MBB], keep the message correlation between
Request and Response Messages.
e From section 5.2.5.4 of [MBB], attach signature to the information of
message correlation.
The Conformance Test SHALL confirm the specifications above in both client and
service.
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6 Conformance Test Items for Marlin License
Evaluation

This section describes variations of Marlin Licenses RECOMMENDED to be used for
the license evaluation test of Marlin BB DRM Client. The license evaluation test is to
confirm whether Marlin BB DRM Clients can evaluate the Marlin License as expected.

The intent of this section is to define a set of license conditions corresponds to
current business models for the Full Implementation and Compact Implementation.
Variation 1 to Variation 7 corresponds to the mandatory requirements for Full
Implementation in [MBNS]. Variation 8 and Variation 9 correspond to the optional
requirements for Full Implementation in [MBNS]. Variation 10 to Variation 12
corresponds to the mandatory requirements for Compact Implementation in [MBNS].

It is understood that Marlin’s Octopus engine can express infinitely more conditions
than defined here, so while implementers SHOULD attempt to test all Octopus
constructs, an exhaustive test case specification is difficult to define.

6.1 Variation 1

This variation assumes a purchase model where Marlin Licenses are shared among
the user’s devices. The Octopus Bundle of Marlin License includes:
e Control object (quantity=1)
<~ Targeted to Octopus User Node
Controller object (quantity=1)
< ContentKeyReference (quantity=1)
< Includes an HMAC signature and a public key signature
ContentKey object (quantity=1)
< Bound to Scuba Sharing Secret Key used for Octopus User Node
Protector object (quantity=1)
< ContentReference (quantity=1)

6.2 Variation 2

This variation assumes a rental model where Marlin Licenses with a validity period
are shared among the user’s devices. The validity period is compared with Marlin BB
DRM Client’s trusted time by using System.Host.GetTrustedTime. The Octopus
Bundle of Marlin License includes:

e Control object (quantity=1)
<~ Targeted to Octopus User Node
< Absolute validity period (NotBefore and NotAfter)
Controller object (quantity=1)
< ContentKeyReference (quantity=1)
< Includes an HMAC signature and a public key signature
ContentKey object (quantity=1)
< Bound to Scuba Sharing Secret Key used for Octopus User Node
Protector object (quantity=1)
< ContentReference (quantity=1)

6.3 Variation 3

This variation assumes a rental model as in Variation 2 with the difference that the
Marlin License includes more than one Content Key. The validity period is compared
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with Marlin BB DRM Client’s trusted time by using System.Host.GetTrustedTime. The
Octopus Bundle of Marlin License includes:
e Control object (quantity=1)
<~ Targeted to Octopus User Node
< Absolute validity period (NotBefore and NotAfter)
e Controller object (quantity=1)
< ContentKeyReference (quantity=2)
< Includes two HMAC signatures and a public key signature
¢ ContentKey object (quantity=2)
< Bound to Scuba Sharing Secret Key used for Octopus User Node
e Protector object (quantity=2)
< ContentReference (quantity=1 respectively)

6.4 Variation 4

This variation assumes a rental model where Marlin Licenses are bound to one
particular device and cannot be shared. The rental period is relative validity period.
The validity period is compared with Marlin BB DRM Client’s trusted time by using
System.Host.GetTrustedTime. The Octopus Bundle for this variation of Marlin
License includes:
e Control object (quantity=1)
< Targeted to Octopus Personality Node
< Relative validity period (1440 minutes from the first play)
e Controller object (quantity=1)
< ContentKeyReference (quantity=1)
< Includes an HMAC signature and a public key signature
e ContentKey object (quantity=1)
<~ Bound to Scuba Sharing Public Key used for Octopus Personality Node
e Protector object (quantity=1)
< ContentReference (quantity=1 respectively)

6.5 Variation 5

This variation assumes a purchase model where Marlin Licenses are bound to one
particular device and cannot be shared. The Octopus Bundle of Marlin License
includes:
e Control object (quantity=1)
<~ Targeted to Octopus Personality Node
e Controller object (quantity=1)
< ContentKeyReference (quantity=1)
< Includes an HMAC signature and a public key signature
e ContentKey object (quantity=1)
< Bound to Scuba Sharing Public Key used for Octopus Personality Node
e Protector object (quantity=1)
< ContentReference (quantity=1)

6.6 Variation 6

This variation assumes a subscription model where Marlin Licenses are shared
among the user’s devices, and the subscription period is specified in Subscription
Link. The Octopus Bundle of Marlin License includes:
e Control object (quantity=1)
<~ Targeted to Octopus User Node
< Targeted to Octopus Subscription Node
e Controller object (quantity=1)
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< ContentKeyReference (quantity=1)

< Includes an HMAC signature and a public key signature
e ContentKey object (quantity=1)

<~ Bound to Scuba Sharing Public Key used for Octopus User Node
e Protector object (quantity=1)

< ContentReference (quantity=1)

{}

6.7 Variation 7

This variation assumes a shunning case where Marlin Licenses require later security

specification version then the one supported in the device, and the device cannot

consume those Marlin Licenses. The Octopus Bundle of Marlin License includes:
e Control object (quantity=1)

< Targeted to Octopus User Node

< Security specification version requirement

Controller object (quantity=1)

< ContentKeyReference (quantity=1)

< Includes an HMAC signature and a public key signature

ContentKey object (quantity=1)

<~ Bound to Scuba Sharing Secret Key used for Octopus User Node

Protector object (quantity=1)

< ContentReference (quantity=1)

6.8 Variation 8

This variation assumes a subscription model where Marlin Licenses are shared
among the users with the same subscription. The Octopus Bundle of such Marlin
License includes:
e Control object (quantity=1)
< Targeted to Octopus Subscription Node
Controller object (quantity=1)
< ContentKeyReference (quantity=1)
< Includes an HMAC signature and a public key signature
ContentKey object (quantity=1)
< Bound to Scuba Sharing Public Key used for Octopus Subscription
Node
Protector object (quantity=1)
< ContentReference (quantity=1)

6.9 Variation 9

This variation assumes a subscription model as in Variation 8 with the difference that
the Marlin License includes an obligation for Metering. The Octopus Bundle of Marlin
License includes:
e Control object (quantity=1)
< Targeted to Octopus Subscription Node
< Metering obligation
e Controller object (quantity=1)
< ContentKeyReference (quantity=1)
< Includes an HMAC signature and a public key signature
e ContentKey object (quantity=1)
<~ Bound to Scuba Sharing Public Key used for Octopus Subscription
Node
e Protector object (quantity=1)
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< ContentReference (quantity=1 respectively)

6.10 Variation 10

This variation assumes a purchase model where Marlin Licenses are bound to one
particular device and cannot be shared. The Marlin License includes more than one
Content Key. The Octopus Bundle of Marlin License includes:
e Control object (quantity=1)
< Targeted to Octopus Personality Node
e Controller object (quantity=1)
< ContentKeyReference (quantity=2)
< Includes an HMAC signature and a public key signature
¢ ContentKey object (quantity=2)
<~ Bound to Scuba Sharing Public Key used for Octopus Personality Node
e Protector object (quantity=2)
< ContentReference (quantity=1 respectively)

6.11 Variation 11

This variation assumes a rental model where Marlin Licenses with a validity period
are bound to one patrticular device and cannot be shared. The validity period is
compared with Marlin BB DRM Client’s trusted time by using
System.Host.GetTrustedTime. The Octopus Bundle of Marlin License includes:

e Control object (quantity=1)
< Targeted to Octopus Personality Node
< Absolute validity period (NotBefore and NotAfter)
Controller object (quantity=1)
< ContentKeyReference (quantity=1)
< Includes an HMAC signature and a public key signature
ContentKey object (quantity=1)
< Bound to Scuba Sharing Public Key used for Octopus Personality Node
Protector object (quantity=1)
< ContentReference (quantity=1)

6.12 Variation 12

This variation assumes a shunning case where Marlin Licenses require later security
specification version then the one supported in the device, and the device cannot
consume those Marlin Licenses. The Octopus Bundle of Marlin License includes:
e Control object (quantity=1)
< Targeted to Octopus Personality Node
<~ Security specification version requirement
e Controller object (quantity=1)
< ContentKeyReference (quantity=1)
< Includes an HMAC signature and a public key signature
¢ ContentKey object (quantity=1)
< Bound to Scuba Sharing Secret Key used for Octopus Personality Node
e Protector object (quantity=1)
< ContentReference (quantity=1)
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7 Scenario

for

(Informative)

This section introduces several test scenarios. The Conformance Test can efficiently
confirm all Conformance Test Items defined in this document by sequentially

CTS

executing the scenarios in this section.

Table 1 enumerates suggested scenario sequences. For instance scenario sequence
Runl suggests running first Scenario 1 then Scenario 2 and finally Scenario 3.

Table 2 enumerates the REQUIRED and the OPTIONAL Test Items for each

[Full

Implementation

scenario; the corresponding sections in this document are provided.

Run 1 Run 2 Run 3 Run 4 Run 5
Scenario 1 Scenario 1 Scenario 1 Scenario 1 Scenario 1
Scenario 2 Scenario 4 Scenario 7 Scenario 7 Scenario 2
Scenario 3 Scenario 5 Scenario 8 Scenario 11 | Scenario 13

Scenario 6 Scenario 9 Scenario 14
Scenario 10 | Scenario 11
Scenario 12

Run 6 Run 7 Run 8 Run 9 Run 10
Scenario 1 Scenario 16 | Scenario 17 | Scenario 18 | Scenario 19
Scenario 15

Table 1: Suggested scenario sequence runs, Full Implementation

Scenario REQUIRED Test Items OPTIONAL Test Items

Scenariol | 2.1,3.1.1,3.1.3,3.2.1,3.2.2, 3.3.1, 3.3.2.1, 2.6.1,2.6.2,3.3.2.3
3.3.2.2
2.1,4.1.1,4.1.3,4.2.1,4.2.1,4.2.2.1,4.2.2.2, | 2.6.1

Scenario2 | 4.1.6.1

Scenario3 | 6.1,6.2,6.3,6.4,6.5

Scenario4 | 3.1.1,3.1.3,3.2.1, 3.3.2.1, 3.3.2.2 2.6.1
2.1,4.1.1,41.3,4.2.1,4.2.2.1,4.2.2.2, 2.6.1

Scenario5 | 4.1.6.1

Scenario6 | 6.6

Scenario7 | 2.1,3.1.1,3.1.3,3.2.1,3.2.2,3.3.1,3.3.2.1 2.6.2,3.3.2.3
2.1,4.1.1,41.3,4.2.1,4.2.2.1,4.2.2.2, 2.6.2,4.2.2.3

Scenario8 | 4.1.6.1

Scenario9 | 6.8,6.9 51.1,5.1.3,5.2.1,5.2.2,2.6.2

Scenario 10 | 6.7, 2.4

Scenario 11 | 2.1,3.1.1,3.1.3,3.4.1,3.4.2.1 3.4.2.3,2.6.1,2.6.2

Scenario 12 | 3.4.3

Scenario 13 | 2.1, 3.1.1, 3.1.3,3.4.1, 3.4.2.1, 3.4.2.2 2.6.1

Scenario 14 | 3.4.3

Scenario 15 | 2.5.1,4.1.6.2

Scenario 16 | 2.3

Scenario 17 | 3.1.4,4.1.4 5.1.4

Scenario 18 | 3.1.4,4.1.4

Scenario 19 | 3.1.5,4.1.5 5.1.5

Table 2: Enumeration of Test Items REQUIRED and OPTIONAL for each
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7.1 Scenario 1l

This scenario is to confirm REQUIRED specifications related to Node Acquisition and
Link Acquisition by assuming following sequences:

1. Acquisition of Action Token

2. Acquisition of Configuration Token

3. Acquisition of Octopus User Node: The Conformance Test Items described
in section 2.1, 3.1.1, 3.1.3, 3.2.1, and 3.2.2 are to be confirmed by the
sequence. The Conformance Test Items described in section 2.6.1 and 2.6.2
may be confirmed.

4. Acquisition of User Link: The Conformance Test Items described in section
2.1,3.1.1, 3.1.3, 3.3.1, 3.3.2.1 and 3.3.2.2 are to be confirmed by the
sequence. The Conformance Test Items described in section 2.6.1, 2.6.2,
3.3.2.3 may be confirmed.

As the result of the sequences, the Marlin BB DRM Client gets corresponding
Octopus User Node and User Link.

7.2 Scenario 2

This scenario is to confirm REQUIRED specifications related to License Acquisition
by assuming following sequences. Note that this scenario assumes that Scenario 1 is
successfully completed.
1. Acquisition of Action Token
2. Acquisition of a License. The following Conformance Test Items described in
section 2.1, 4.1.1,4.1.3,4.2.1,4.2.2.1, 4.2.2.2 and 4.1.6.1 are to be
confirmed by the sequence. The Conformance Test Items described in
section 2.6.1 may be confirmed.
This scenario is executed for acquiring different Licenses corresponding to every of
the following variations in section 6: Variation 1, Variation 2, Variation 3, Variation 4,
and Variation 5.
As the result of the scenario sequences, the Marlin BB DRM Client gets
corresponding Marlin Licenses target and bound to the Personality Node or targeted
and/or bound to the Octopus User Node acquired in the Scenario 1.

7.3 Scenario 3

This scenario is to confirm REQUIRED specifications regarding evaluation of Marlin
License by assuming the following sequence. Note that this scenario assumes that
Scenario 1 and Scenario 2 are successfully completed.

1. Evaluation of Licenses acquired in Scenario 2: The corresponding
Conformance Test Items described in section 6 are to be confirmed by the
sequence.

As the result of the sequences, the Marlin BB DRM Client successfully consumes the
Marlin Licenses acquired in the Scenario 2.

7.4 Scenario 4

This scenario is to confirm REQUIRED specifications related to Node Acquisition and
Link Acquisition by assuming following sequences. Note that this scenario assumes
that Scenario 1 is successfully completed.
1. Acquisition of Action Token
2. Acquisition of Configuration Token
3. Acquisition of Octopus Subscription Node: The Conformance Test Items
described in section 2.1, 3.1.1, 3.1.3, 3.2.1, 3.3.2.1 and 3.3.2.2 are to be

Copyright (c) Marlin Developer Community, 2003-2010. All Rights Reserved
Refer to Notices on page 2 for important legal information
Page 23 of 30



862
863
864
865
866
867
868
869

870

871
872
873
874
875
876
877
878
879
880
881
882
883
884

885

886
887
888
889
890
891
892
893

894

895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910

confirmed by the sequence. The Conformance Test Items described in
section 2.6.1 may be confirmed.

4. Acquisition of Subscription Link with a given subscription period: The
Conformance Test Iltems described in section 2.1, 3.1.1, 3.1.3, 3.3.1, 3.3.2.1
and 3.3.2.2 are to be confirmed by the sequence. The Conformance Test
Items described in section 2.6.1 may be confirmed.

As the result of the sequences, the Marlin BB DRM Client gets corresponding
Octopus Subscription Node and Subscription Link with a given subscription period.

7.5 Scenario 5

This scenario is to confirm REQUIRED specifications related to License Acquisition
by assuming following sequences. Note that this scenario assumes that the Scenario
1 and Scenario 4 are successfully completed.
1. Acquisition of Action Token
2. Acquisition of License targeted to the Octopus Subscription Node and User
Node: The following Conformance Test Items described in section 2.1, 4.1.1,
41.3,421,42.21,4.2.2.2 and 4.1.6.1 are to be confirmed by the
sequence. The Conformance Test Items described in section 2.6.1 may be
confirmed.
This scenario is executed for acquiring a License corresponding Variation 6 in
section 6.
As the result of the sequences, the Marlin BB DRM Client gets corresponding Marlin
License which is targeted to the Octopus Subscription Node acquired in Scenario 4
and to the Octopus User Node acquired in Scenario 1.

7.6 Scenario 6

This scenario is to confirm REQUIRED specifications regarding evaluation of Marlin
License by assuming the following sequence. Note that this scenario assumes that
Scenario 1, Scenario 4 and Scenario 5 are successfully completed.

1. Evaluation of License acquired in Scenario 5: The corresponding
Conformance Test Items described in section 6 are to be confirmed by the
sequence.

As the result of the sequences, the Marlin BB DRM Client successfully consumes the
Marlin License acquired in Scenario 5.

7.7 Scenario 7

This scenario is to confirm specifications related to Node Acquisition and Link
Acquisition by assuming following sequences. Note that this scenario assumes that
Scenario 1 is successfully completed with BNS Extended Topology signalled.

1. Acquisition of Action Token

2. Acquisition of Configuration Token

3. Acquisition of Octopus Subscription Node: The Conformance Test Items
described in section 2.1, 3.1.1, 3.1.3, 3.2.1, and 3.2.2 are to be confirmed by
the sequence. The Conformance Test Items described in section 2.6.2 may
be confirmed.

4. Acquisition of Subscription Link: The Conformance Test Items described in
section 2.1, 3.1.1, 3.1.3, 3.3.1, and 3.3.2.1 are to be confirmed by the
sequence. The Conformance Test Items described in section 2.6.2 and
3.3.2.3 may be confirmed.

As the result of the sequences, the Marlin BB DRM Client gets corresponding
Octopus Subscription Node and Subscription Link to which no given subscription
period is associated.
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7.8 Scenario 8

This scenario is to confirm specifications related to License Acquisition by assuming
following sequences. Note that this scenario assumes that the Scenario 1 and
Scenario 7 are successfully completed with BNS Extended Topology signalled.
1. Acquisition of Action Token
2. Acquisition of License. The following Conformance Test Items described in
section 2.1, 4.1.1,4.1.3,4.2.1,4.2.2.1, 4.2.2.2 and 4.1.6.1 are to be
confirmed by the sequence. The Conformance Test Items described in
section 2.6.2 and 4.2.2.3 may be confirmed.
This scenario is executed for acquiring different Licenses corresponding to every of
the following variations Variation 8 and Variation 9 in section 6.
As the result of the sequences, the Marlin BB DRM Client gets corresponding Marlin
Licenses which are targeted and bound to the Octopus Subscription Node acquired
in Scenario 7.

7.9 Scenario 9

This scenario is to confirm specifications regarding evaluation of Marlin License by
assuming the following sequence. Note that this scenario assumes that Scenario 1,
Scenario 7 and Scenario 8 are successfully completed with BNS Extended Topology
signalled.

1. Evaluation of the Licenses acquired in Scenario 8: The corresponding
Conformance Test Iltems described in section 6 are to be confirmed by the
sequence.

As the result of the sequences, the Marlin BB DRM Client successfully consumes the
Marlin License acquired in the Scenario 8.

Moreover, as the result of the evaluation of the License corresponding to Variation
9the associated Metering obligation is fulfilled and Metering Data is reported. The
Conformance Test Items described in5.1.1, 5.1.3, 5.2.1 and 5.2.2 are to be confirmed.
The Conformance Test Items described in section 2.6.2 may be confirmed.

7.10 Scenario 10

This scenario is to confirm REQUIRED specifications regarding evaluation of Marlin
License that includes a security specification version requirement. The sequence
below is assumed. Note that this scenario assumes that a License corresponding to
Variation 7 in section 6 was successfully acquired following similar the steps as in
Scenario 2.

1. Evaluation of the acquired License acquired: The corresponding
Conformance Test Items described in section 6 and those described in
section 2.4 are to be confirmed by the sequence.

As the result of the sequences, the Marlin BB DRM Client fails to consume that
Marlin License.

7.11 Scenario 11

This scenario is to confirm specifications related to Deregistration by assuming
following sequences. Note that this scenario assumes Scenario 1 and Scenario 7 are
successfully completed with BNS Extended Topology signalled.
1. Acquisition of ActionToken
2. Process of Deregistration of Subscription Link acquired in Scenario 7: The
Conformance Test Items described in section 2.1, 3.1.1, 3.1.3, 3.4.1, and
3.4.2.1 are to be confirmed by the sequence. The Conformance Test Iltems
described in section 3.4.2.3, 2.6.1 and 2.6.2 may be confirmed.
As the result of the sequences, the Marlin BB DRM Client deregisters from the
subscription registered in the Scenario 7.
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7.12 Scenario 12

This scenario is to confirm specifications regarding Deregistration of Subscription
Link acquired in Scenario 7 by evaluating Marlin License targeted and bound to the
Octopus Subscription Node. Note that this scenario assumes that Scenario 1,
Scenario 7, Scenario 8, and Scenario 11 are successfully completed with BNS
Extended Topology signalled.

1. Evaluation of License: The Conformance Test Items described in section

3.4.3 are to be confirmed by the sequence.

As the result of the sequences, the Marlin BB DRM Client fails to consume the Marlin
License acquired in the Scenario 8.

7.13 Scenario 13

This scenario is to confirm REQUIRED specifications related to Deregistration by
assuming following sequences. Note that this scenario assumes Scenario 1 is
successfully completed.
1. Acquisition of ActionToken
2. Process of Deregistration: The Conformance Test Items described in section
2.1,3.1.1,3.1.3,3.4.1, 3.4.2.1 and 3.4.2.2 are to be confirmed by the
sequence. The Conformance Test Items described in section 2.6.1 may be
confirmed.
As the result of the sequences, the Marlin BB DRM Client deregisters from the user
domain registered in the Scenario 1.

7.14 Scenario 14

This scenario is to confirm REQUIRED specifications regarding Deregistration by
evaluating Marlin License targeted to the Octopus User Node. Note that this scenario
assumes that Scenario 1, Scenario 2 and Scenario 13 are successfully completed.
1. Evaluation of License: The Conformance Test Items described in section
3.4.3 are to be confirmed by the sequence.
As the result of the sequences, the Marlin BB DRM Client fails to consume the Marlin
License acquired in the Scenario 2.

7.15 Scenario 15

This scenario is to confirm REQUIRED specifications regarding exclusion by
acquiring and evaluating Marlin License with BKB in excluded Marlin BB DRM Client.
Note that this scenario assumes that Scenario 1 is successfully completed.

1. Acquisition Process of License with BKB

2. Evaluation of License with BKB: The Conformance Test Items described in

section 2.5.1 and 4.1.6.2 are to be confirmed by the sequence.

As the result of the sequences, the Marlin BB DRM Client fails to consume the Marlin
License with BKB.

7.16 Scenario 16

This scenario is to confirm REQUIRED specifications regarding revocation by
acquiring CRL and trying to access a revoked Marlin BB Service. Note that when the
CRL is to revoke the License Service to request User targeted Marlin License, this
scenario assumes that Scenario 1 is successfully completed, but when the CRL is to
revoke the Registration Service, this scenario can be executed independently from
other scenarios.

1. Acquisition Process of CRL

2. Communication with the revoked service: The Conformance Test Iltems

described in section 2.3 are to be confirmed by the sequence.

Copyright (c) Marlin Developer Community, 2003-2010. All Rights Reserved
Refer to Notices on page 2 for important legal information
Page 26 of 30



1009
1010

1011

1012
1013
1014
1015
1016
1017
1018
1019
1020

1021

1022
1023
1024
1025
1026
1027
1028
1029

1030

1031
1032
1033
1034
1035
1036
1037
1038
1039
1040

As the result of the sequences, the Marlin BB DRM Client fails to access the revoked
Marlin BB Service.

7.17 Scenario 17

This scenario is to confirm REQUIRED specifications regarding revocation by using
CRL which revoked manufacturer (issuer) of Marlin BB DRM Client. Note that this
scenario can be executed independently from other scenarios.

1. Communication with the revoked manufacturer's device: The Conformance
Test Items described in section 3.1.4 or 4.1.4 are to be confirmed by the
sequence. The Conformance Test Items described in section 5.1.4 may be
confirmed.

As the result of the sequences, the Marlin BB DRM Client which has the revoked
issuer fails to access a Marlin BB Service.

7.18 Scenario 18

This scenario is to confirm REQUIRED specifications regarding revocation by using
CRL which revoked a device. Note that this scenario can be executed independently
from other scenarios.

1. Communication with the revoked device: The Conformance Test Iltems
described in section 3.1.4 or 4.1.4 are to be confirmed by the sequence. The
Conformance Test Items described in section 5.1.4 may be confirmed.

As the result of the sequences, the revoked Marlin BB DRM Client fails to access the
service.

7.19 Scenario 19

This scenario is to confirm REQUIRED specifications regarding shunning by
assuming the sequence below. In this scenario the shunning is made based on the
attributes in the Role Assertion conveyed with NEMO Request message. Note that
this scenario can be executed independently from other scenarios.

1. Communication with the device for which shunning should be performed:
The Conformance Test Items described in section 3.1.5 or 4.1.5 are to be
confirmed by the sequence. The Conformance Test Items described in
section 5.1.5 may be confirmed.

As the result of the sequences, the shunned Marlin BB DRM Client fails to access a
Marlin BB Service.

Copyright (c) Marlin Developer Community, 2003-2010. All Rights Reserved
Refer to Notices on page 2 for important legal information
Page 27 of 30



1041
1042

1043
1044
1045
1046
1047
1048
1049
1050
1051
1052

1053

1054

1055

1056
1057
1058
1059
1060
1061
1062
1063

8 Scenario for CTS [Compact Implementation Only]
(Informative)

This section introduces several test scenarios. The Conformance Test can efficiently
confirm all Conformance Test Items defined in this document by sequentially
executing the scenarios in this section.

Table 3 enumerates suggested scenario sequences. For instance scenario sequence

Runl suggests running first Scenario 1 then Scenario 2.

Table 4 enumerates the REQUIRED and the OPTIONAL Test Items for each
scenario; the corresponding sections in this document are provided.

Run 1 Run 2 Run 3 Run 4
Scenariol | Scenario 1 | Scenario 1 | Scenario 5
Scenario 2 | Scenario 3 | Scenario 4

Run 5 Run 6 Run 7
Scenario 6 | Scenario 7 | Scenario 8

Table 3: Suggested scenario sequence runs, Compact Implementation

Scenario REQUIRED Test Items OPTIONAL Test Items
21,41.1,41.3,42.1,42.1,42.2.1,42.2.4,]26.1

Scenariol | 4.1.6.1

Scenario2 | 6.10, 6.11

Scenario3 | 2.4,6.12

Scenario4 | 25.1,4.1.6.2

Scenario5 | 2.3

Scenario6 | 4.1.4

Scenario7 | 4.1.4

Scenario8 | 4.1.5

Table 4: Enumeration of Test Items REQUIRED and OPTIONAL for each
scenario, Compact Implementation

8.1 Scenariol

This scenario is to confirm REQUIRED specifications related to License Acquisition
by assuming following sequences.
1. Acquisition of Action Token
2. Acquisition of Configuration Token
3. Acquisition of a License. The following Conformance Test Items described in
section 2.1,4.1.1,4.1.3,4.2.1,4.2.2.1,4.2.2.4 and 4.1.6.1 are to be
confirmed by the sequence. The Conformance Test Items described in

section 2.6.1 may be confirmed.
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This scenario is executed for acquiring different Licenses corresponding to every of
the following variations in section 6: Variation 10, Variation 11.

As the result of the scenario sequences, the Marlin BB DRM Client gets
corresponding Marlin Licenses target and bound to the Personality Node.

8.2 Scenario 2

This scenario is to confirm REQUIRED specifications regarding evaluation of Marlin
License by assuming the following sequence. Note that this scenario assumes that
Scenario 1 is successfully completed.

1. Evaluation of Licenses acquired in Scenario 1: The corresponding
Conformance Test Items described in section 6 are to be confirmed by the
sequence.

As the result of the sequences, the Marlin BB DRM Client successfully consumes the
Marlin Licenses acquired in the Scenario 1.

8.3 Scenario 3

This scenario is to confirm REQUIRED specifications regarding evaluation of Marlin
License that includes a security specification version requirement. The sequence
below is assumed. Note that this scenario assumes that a License corresponding to
Variation 12 in section 6 was successfully acquired following similar the steps as in
Scenario 1.

1. Evaluation of License: The corresponding Conformance Test Items
described in section 6 and those described in section 2.4 are to be
confirmed by the sequence.

As the result of the sequences, the Marlin BB DRM Client fails to consume the Marlin
License acquired in the Scenario 1.

8.4 Scenario 4

This scenario is to confirm REQUIRED specifications regarding exclusion by
acquiring and evaluating Marlin License with BKB in excluded Marlin BB DRM Client.
Note that this scenario assumes that Scenario 1 is successfully completed.

1. Acquisition Process of License with BKB

2. Evaluation of License with BKB: The Conformance Test Items described in

section 2.5.1 and 4.1.6.2 are to be confirmed by the sequence.

As the result of the sequences, the Marlin BB DRM Client fails to consume the Marlin
License with BKB.

8.5 Scenario 5

This scenario is to confirm REQUIRED specifications regarding revocation by
acquiring CRL and trying to access a revoked Marlin BB Service. Note that this
scenario assumes that the CRL is to revoke the License Service and can be
executed independently from other scenarios.

1. Acquisition Process of CRL

2.  Communication with the revoked service: The Conformance Test Items

described in section 2.3 are to be confirmed by the sequence.

As the result of the sequences, the Marlin BB DRM Client fails to access the revoked
Marlin BB Service.

8.6 Scenario 6

This scenario is to confirm REQUIRED specifications regarding revocation by using
CRL which revoked manufacturer (issuer) of Marlin BB DRM Client. Note that this
scenario can be executed independently from other scenarios.
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1. Communication with the revoked manufacturer's device: The Conformance
Test Items described in section 4.1.4 is to be confirmed by the sequence.
As the result of the sequences, the Marlin BB DRM Client which has the revoked
issuer fails to access a Marlin BB Service.

8.7 Scenario 7

This scenario is to confirm REQUIRED specifications regarding revocation by using
CRL which revoked a device. Note that this scenario can be executed independently
from other scenarios.
1. Communication with the revoked device: The Conformance Test Items
described in section 4.1.4 is to be confirmed by the sequence.
As the result of the sequences, the revoked Marlin BB DRM Client fails to access the
service.

8.8 Scenario 8

This scenario is to confirm REQUIRED specifications regarding shunning by
assuming the sequence below. In this scenario the shunning is made based on the
attributes in the Role Assertion conveyed with NEMO Request message. Note that
this scenario can be executed independently from other scenarios.

1. Communication with the device for which shunning should be performed:
The Conformance Test Items described in section 4.1.5 is to be confirmed
by the sequence.

As the result of the sequences, the shunned Marlin BB DRM Client fails to access a
Marlin BB Service.
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