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Notice

THIS DOCUMENT IS PROVIDED "AS IS" WITH NO REPRESENTATION OR
WARRANTY, EXPRESS OR IMPLIED, CONCERNING  THE
COMPLETENESS, ACCURACY, OR APPLICABILITY OF ANY
INFORMATION CONTAINED IN THIS DOCUMENT. THE MARLIN
DEVELOPER COMMUNITY (“MDC”) ON BEHALF OF ITSELF AND ITS
PARTICIPANTS (COLLECTIVELY, THE "PARTIES") DISCLAIM ALL
LIABILITY OF ANY KIND WHATSOEVER, EXPRESS OR IMPLIED, ARISING
OR RESULTING FROM THE RELIANCE OR USE BY ANY PARTY OF THIS
DOCUMENT OR ANY INFORMATION CONTAINED HEREIN. THE PARTIES
COLLECTIVELY AND INDIVIDUALLY MAKE NO REPRESENTATIONS
CONCERNING THE APPLICABILITY OF ANY PATENT, COPYRIGHT
(OTHER THAN THE COPYRIGHT TO THE DOCUMENT DESCRIBED
BELOW) OR OTHER PROPRIETARY RIGHT OF THIS DOCUMENT OR ITS
USE, AND THE RECEIPT OR ANY USE OF THIS DOCUMENT OR ITS
CONTENTS DOES NOT IN ANY WAY CREATE BY IMPLICATION,
ESTOPPEL OR OTHERWISE, ANY LICENSE OR RIGHT TO OR UNDER
ANY PATENT, COPYRIGHT, TRADEMARK OR TRADE SECRET RIGHTS
WHICH ARE OR MAY BE ASSOCIATED WITH THE IDEAS, TECHNIQUES,
CONCEPTS OR EXPRESSIONS CONTAINED HEREIN.

Use of this document is subject to the agreement executed between you and
the Parties, if any.

Any copyright notices shall not be removed, varied, or denigrated in any
manner.

Copyright © 2003 - 2015 by MDC, 415-112 North Mary Avenue #383 Sunnyvale, CA
94085, USA. Allrights reserved. Third-party brands and names are the property
of their respective owners.

Intellectual Property

A commercial implementation of this specification requires a license from the Marlin
Trust Management Organization.

Contact Information

Feedback on this specification should be addressed to: editor@marlin-
community.com

Contact information for the Marlin Trust Management Organization can be found at:
http://www.marlin-trust.com/
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80 1 Introduction

81  This document acts as a registry of the various attributes and identifiers defined by
82  Marlin specifications. The intent is to provide a single document to act as both an aid
83 to implementers as well as a point of control so as to avoid naming collisions.

84

85  For the most part this document is an informative amalgamation of identifiers and

86  attributes that are normatively specified elsewhere. Throughout this document the
87  convention is to cite a bibliographic reference to the specification that provides the
88  normative definition. In the event of an ambiguous or conflicting definition the

89 referenced source of the information takes precedence.

90

91 However, some attributes and identifiers are normatively described in this document
92  due to the necessity of a common specification for these globally used attributes and
93 identifiers. For this case the sections will be clearly marked as Normative and the

94  terminology and conventions describe below will be used.

95 1.1 Terminology and Conventions

96  The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL", “SHALL NOT”,
97 “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this
98  specification are to be interpreted as described in IETF RFC 2119 [RFC2119].
99
100 These capitalized key words are used to unambiguously specify requirements and
101 behavior that affect the interoperability and security of implementations. When these
102  key words are not capitalized they are meant in their natural-language sense.
103
104  All elements of this specification are considered Normative unless specifically
105 marked Informative. All Normative Elements are Mandatory to implement, except
106  where such an element is specifically marked OPTIONAL. Finally, where Normative
107  elements are described as OPTIONAL, they MAY be omitted from an
108 implementation, but when implemented, they MUST be implemented as described.

109 1.2 References

[BpusObjects] Octopus — Objects Version 1.0.1.

[DMZ] Marlin Dynamic Media Zones Version 1.0 Final, January 25,
2008

[MCSV13] Marlin Core System Specification Version 1.3 Final. September
16, 2006

[MBBV12] Marlin Broadband Delivery System Specification Version 1.2
Final. September 8, 2006.

[MEXP] Marlin — Export Parameter Specification Version 1.0.1 Final.
March 11, 2008

[MPACS] Marlin — Profile and Capability Signaling Version 1.0

[8pusPlankton] Octopus — Plankton Version 1.0.1.

[Starfish] Starfish - Marlin Broadcast Encryption Scheme v1.2

110
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111 2  Marlin Registry

112 2.1 Reserved Specification Identifier Namespaces

113

URN Specification Identifier Namespaces

Namespace Citation
urn:marlin:core: [MCSV13]
urn:marlin:broadband: [MBBV12]
urn:marlin:pacs [MPACS]

114

115 2.2 Registered XML Namespaces

116  The following table itemizes the defined XML Namespaces defined by Marlin

117  specifications.

118
XML Namespace Identifier Citation
urn:marlin:core:1-3:schemas [MCSV13]
http://marlin-drm.com/1.0 [MCSV13]
urn:marlin:core:1-1:nemo:services:schemas [MCSV13]
urn:marlin:core:1-2:nemo:services:schemas:exceptions [MCSV13]
http://www.octopus-drm.com/profiles/base/1.0 Octopus
http://www.octopus-drm.com/profiles/base/1.0/plankton [8pusPlankton]
http://marlin-drm.com/starfish/1.2 [Starfish]
urn:marlin:broadband:1-1:nemo:services:schemas:exceptions [MBBV12]
urn:marlin:broadband:1-2:nemo:services:action-token [MBBV12]
urn:marlin:broadband:1-2:nemo:services:configuration [MBBV12]
urn:marlin:broadband:1-1:nemo:services:schemas:data- [MBBV12]
certification-service
urn:marlin:broadband:1-1:nemo:services:schemas:data- [MBBV12]
certification-service:data-item
urn:marlin:broadband:1-2:nemo:services:schemas:data-update- [MBBV12]
service
urn:marlin:broadband:1-1:nemo:services:schemas:license-service [MBBV12]
urn:marlin:broadband:1-1:nemo:services:schemas:metering-service | [MBBV12]
urn:marlin:broadband:1-1:nemo:services:schemas:registration- [MBBV12]
service

119

120

121 2.3 Registered MIME Types
MIME Type Citation
application/vnd.marlin.drm.conftoken+xml [MBBV12]
application/vnd.marlin.drm.actiontoken+xmi [MBBV12]
application/vnd.marlin.drm.license+xml [MBBV12]

122

123 2.4 Registered Identifiers

Attribute Identifier

Security Policy Identifiers [MCSV13]

urn:marlin:core:1.0:nemo:services:proximity-check:policy:0
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Attribute Identifier

urn:marlin:core:1.0:nemo:services:drm-client-information:get-octopus-node:policy:0

urn:marlin:core:1-2:nemo:services:drm-client-information:get-security-metadata:policy:0

urn:marlin:core:1-2:nemo:services:drm-client-information:get-domain-links:policy:0

urn:marlin:core:1.0:nemo:services:drm-client-information:get-scuba-sharing-
key:policy:0

urn:marlin:core:1.0:nemo:services:provide-domain-information:policy:0

urn:marlin:core:1.0:nemo:services:provide-drm-objects:obtain-objects:policy:0

urn:marlin:core:1-2:nemo:services:security-data:obtain-data:policy:0

urn:marlin:core:1.3:nemo:services:license-transfer:policy:0

Security Policy Identifiers [MBBV12]

urn:marlin:broadband:1.0:nemo:services:license-service:policy:0

urn:marlin:broadband:1.0:nemo:services:registration-service:nodeAcquisition:policy:0

urn:marlin:broadband:1.0:nemo:services:registration-service:linkAcquisition:policy:0

urn:marlin:broadband:1.0:nemo:services:registration-service:deregistration:policy:0

urn:marlin:broadband:1.0:nemo:services:datacertification-service:policy:0

urn:marlin:broadband:1.0:nemo:services:dataupdate-service:policy:0

urn:marlin:broadband:1.0:nemo:services:metering-service:policy:0

<DRMAction> Identifiers [MCSV13]

urn:marlin:core:1.0:nemo:services:provide-drm-objects:context:action:registration

urn:marlin:core:1.0:nemo:services:provide-drm-objects:context:action:deregistration

License transfer operation identifiers [MCSV13]

urn:marlin:core:1-0:service:license-transfer:move

urn:marlin:core:1-0:service:license-transfer:copy

urn:marlin:core:1-0:service:license-transfer:render

urn:marlin:core:1-0:service:license-transfer:checkout

urn:marlin:core:1-3:service:license-transfer:release

Algorithm identifiers [MCSV13]

http://marlin-drm.com/starfish/algorithmID/1.0

Export action identifiers [MEXP]

urn:marlin:action:export:target:dtcp-1-4

urn:marlin:action:export:target:cprm-dvd-0-9-6

urn:marlin:action:export:target:.cprm-sd-video-0-9-3

urn:marlin:action:export:target:cprm-sd-audio-0-9-6

urn:marlin:action:export:target:vcps-1-2

urn:marlin:action:export:target: mgr-svr-ms-1-0-3

urn:marlin:action:export:target:mgr-sar-ms-0-9-0

urn:marlin:action:export:target:mgr-svr-empr-1-0-3

urn:marlin:action:export:target:mgr-sar-aad-0-9-0

urn:marlin:action:export:target:safia-ivdr-tv-1-1-0

urn:marlin:action:export:target:safia-ivdr-audio-1-0-1

urn:marlin:action:export:target:aacs-rec-bd

urn:marlin:action:export:target:aacs-rec-bdrl

NEMO Security usage attribute identifiers [MBBV12]

urn:marlin:broadband:1.0:nemo:services:datacertification-service:assertion
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Attribute Identifier

OutputControlTechnology ID

urn:marlin:organization:intertrust:wudo

MS3 Extension Types

wudo

cfwd

General Obligations ID

urn:marlin:organization:intertrust:cfwd

2.5 Registered Attribute Namespaces/Names/Valuespace

Attribute Namespace Name Valuespace
Identifier

[MCSV13]

urn:marlin:nemo:2004:attribute | role

[MCSV13]
urn:marlin:core:role:device
urn:marlin:core:role:domain-
information-provider
urn:marlin:core:role:security-data-
provider
urn:marlin:core:role:drm-object-
provider
urn:marlin:core:role:drm-client
[MBBV12]

urn:marlin:broadband:role:license-
service

urn:marlin:broadband:role:registrati
on-service
urn:marlin:broadband:role:data-
certification-service
urn:marlin:broadband:role:data-
update-service
urn:marlin:broadband:role:metering
-data-service

urn:marlin:core version-major
version-minor

[MBBV12]

urn:marlin:broadband version-minor

version-minor

urn:marlin:broadband:security- | trusted-time
metadata:attributes

urn:marlin:broadband:security-
metadata:attributes:license-
suspension-serial

urn:marlin:broadband:security- | criNumber
metadata:attributes
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urn:marlin:broadband:security- | bkbRevocatio
metadata:attributes nVersion
urn:marlin:broadband:client:ca | license-
pabilities suspension
meter-play-
duration
urn:marlin:broadband:client manufacturer
model
version
126
127
128

129 2.6 Registered Attribute Names/Valuespace
130

Attribute Name | Attribute Valuespace

[MCSV13]

urn:marlin:core:node:attribute:type personality
domain
user
subscription

urn:marlin:core:node:attribute:device-class Dedicated Device

Personal Computer
Portable Device
urn:marlin:link:attribute:domain-policy urn:marlin:broadband:domain-
policy:organization:<orgid>:*
urn:marlin:core:1-0:subscription:topic security-data

crl

broadcastkeyblock
assertion

trustedtime

drm-objects

131
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2.7 Profile and Capability Identifiers and Attributes

(Normative)

An implementation that signals support for a particular functionality indicates that the
implementation supports the cited functionality as specified in the referenced text.

It is recommended that a specific profile description be defined to modify the
normative status of any optional functionality that has complex processing
requirements regarding mandatory and optional implementation choices.

The profile attribute is used to signal an amalgamation of functionality required by a
particular profile specification. A profile is identified by a profile specific URI. The
general intent is that a profile specification will be crafted to declare functionality
mandatory to implement.

The topology, protocols and features attributes signal support for the mandatory to
implement aspects of the cited text.

The following table itemizes the identifiers used to signal support for the cited
functionality.

urn:marlin:pacs Attribute Names and Values

Attribute Attribute Value-space Citation
Name

profile Profile defined URI [MPACS]
urn:marlin:bns:1-0:profile [MBNS]

topology Profile defined URI [MPACS]

protocols [MPACS]
urn:marlin:broadband:1-2:dcs [MBBV12] §5.2.3
urn:marlin:broadband:1-2:dus [MBBV12] §5.2.4
urn:marlin:core:1-3:inspection [MCSV13] §5.4
urn:marlin:core:1-3:discovery [MCSV13] §5.5
urn:marlin:core:1-3:subnote [MCSV13] §5.6
urn:marlin:core:1-3:harpoon [MCSV13] §5.7.1
urn:marlin:core:1-3:clientinfo [MCSV13] §5.7.2
urn:marlin:core:1-3:domaininfo [MCSV13] §5.7.3
urn:marlin:core:1-3:drmobjects [MCSV13] §5.7.4
urn:marlin:core:1-3:securitydata [MCSV13]§5.7.5
urn:marlin:core:1-3:licensexfer [MCSV13] §5.7.6

features [MPACS]
urn:marlin:broadband:client:capabilities:meter- | [MBBV12] §6.2,
play-duration §7.1.2
urn:marlin:broadband:client:capabilities:license- | [MBBV12] §6.3,
suspension §7.1.2
urn:marlin:dmz:1-0 [DMZ]
urn:marlin:bbts:1-0:ecm:expose-timestamp [BBTS] §3.6.1

Note that the capabilities urn:marlin:broadband:client:capabilities:meter-play-duration
and urn:marlin:broadband:client:capabilities:license-suspension may be signaled
either as a feature through [MPACS] or within the Role Assertion. Regardless of
which mechanism signals the capability the semantics are unchanged.
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