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Notice 38 

THIS DOCUMENT IS PROVIDED "AS IS" WITH NO REPRESENTATION OR 39 
WARRANTY, EXPRESS OR IMPLIED, CONCERNING THE 40 
COMPLETENESS, ACCURACY, OR APPLICABILITY OF ANY 41 
INFORMATION CONTAINED IN THIS DOCUMENT. THE MARLIN 42 
DEVELOPER COMMUNITY (“MDC”) ON BEHALF OF ITSELF AND ITS 43 
PARTICIPANTS (COLLECTIVELY, THE "PARTIES") DISCLAIM ALL 44 
LIABILITY OF ANY KIND WHATSOEVER, EXPRESS OR IMPLIED, 45 
ARISING OR RESULTING FROM THE RELIANCE OR USE BY ANY PARTY 46 
OF THIS DOCUMENT OR ANY INFORMATION CONTAINED HEREIN. THE 47 
PARTIES COLLECTIVELY AND INDIVIDUALLY MAKE NO 48 
REPRESENTATIONS CONCERNING THE APPLICABILITY OF ANY 49 
PATENT, COPYRIGHT (OTHER THAN THE COPYRIGHT TO THE 50 
DOCUMENT DESCRIBED BELOW) OR OTHER PROPRIETARY RIGHT OF 51 
THIS DOCUMENT OR ITS USE, AND THE RECEIPT OR ANY USE OF THIS 52 
DOCUMENT OR ITS CONTENTS DOES NOT IN ANY WAY CREATE BY 53 
IMPLICATION, ESTOPPEL OR OTHERWISE, ANY LICENSE OR RIGHT TO 54 
OR UNDER ANY PATENT, COPYRIGHT, TRADEMARK OR TRADE 55 
SECRET RIGHTS WHICH ARE OR MAY BE ASSOCIATED WITH THE 56 
IDEAS, TECHNIQUES, CONCEPTS OR EXPRESSIONS CONTAINED 57 
HEREIN. 58 

Use of this document is subject to the agreement executed between you and 59 
the Parties, if any.   60 

Any copyright notices shall not be removed, varied, or denigrated in any 61 
manner.  62 

Copyright © 2003 - 2018 by MDC, 415-112 North Mary Avenue #383 Sunnyvale, CA 63 
94085, USA.  All rights reserved.  Third-party brands and names are the property 64 
of their respective owners. 65 

Intellectual Property 66 

A commercial implementation of this specification requires a license from the Marlin 67 
Trust Management Organization. 68 

Contact Information 69 

Feedback on this specification should be addressed to: editor@marlin-70 
community.com 71 

Contact information for the Marlin Trust Management Organization can be 72 
found at: http://www.marlin-trust.com/ 73 

 74 
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1 Introduction 159 
This document describes how to use Marlin with content packaged as an MPEG-2 Transport 160 
Stream (MPEG-2 TS) [MPEG2-TS]. This enables for example Marlin protection of content that 161 
is delivered over an IP Multicast Channel (IPMC). 162 

1.1 Document Organization 163 
This document is organized as follows: 164 

• (This) introduction, including abbreviations, definitions and references. 165 
• BBTS 166 

o Scope 167 
o The relation between the MPEG2TS deployment environment and Marlin. 168 
o The content protection format 169 

• Single Key Layer BBTS 170 
o Scope 171 
o BBTS Compendium 172 

1.2 Conformance Conventions 173 
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, 174 
“SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this specification are to be 175 
interpreted as described in IETF RFC 2119 [RFC2119]. 176 
 177 
These capitalized key words are used to unambiguously specify requirements and behavior 178 
that affect the interoperability and security of implementations. When these key words are not 179 
capitalized they are meant in their natural-language sense. 180 
 181 
All Elements of this specification are considered Normative unless specifically marked 182 
Informative. All Normative Elements are Mandatory to implement, except where such an 183 
element is specifically marked OPTIONAL. Finally, where Normative elements are described 184 
as OPTIONAL, they MAY be omitted from an implementation, but when implemented, they 185 
MUST be implemented as described. 186 

1.3 References 187 

1.3.1 Normative references 188 
[8pus] Octopus DRM Technology Platform Specifications, Version 1.0 
[AES] Advanced Encryption Standard (AES), FIPS PUB 197, November 26, 

2001 
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf 

[IEC62455] Internet protocol (IP) and transport stream (TS), based service 
access 
IEC 62455 © IEC:2010(E) 
Edition 2, 2010-12 

[MPEG2-TS] Information technology – Generic coding of moving pictures and 
associated audio information: Systems, ISO/IEC 13818-1:2000(E), 
Second edition, 200-12-01 

[MRL CORE] Marlin Core System Specification 
Version 1.3 

[MS3] Marlin – Simple Secure Streaming Specification, Version 1.1 
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[MOC] Marlin Output Control Specification, Version 1.0 

[OMARLIN] OMArlin specification, version 1.0, final. 

[RFC2119] Key words for use in RFCs to Indicate Requirement Levels. Internet 
Engineering Task Force, 1997 
 

[RFC2396] Uniform Resource Identifiers (URI): Generic Syntax 

[SHA1] FIPS PUB 180-1. Secure Hash Standard. U.S. Department of 
Commerce/National Institute of Standards and Technology. 
http://www.itl.nist.gov/fipspubs/fip180-1.htm 
 

[TTS] ARIB STD-B24 Version 5.1, Data Coding and Transmission 
Specification for Digital Broadcasting, Association of Radio Industries 
and Businesses, March 14, 2007. 
 

[DVBCA] ETSI ETR 289, Digital Video Broadcasting (DVB); Support for the use of 
scrambling and Conditional Access (CA) within digital broadcasting 
systems, October 1996 
 

[MURIT10] URI Templates for Marlin, Version 1.0, Sept 10, 2007. 

[DVBID] DVB Identifiers 
http://www.dvbservices.com/identifiers/ 

1.3.2 Informative references 189 
[Marlin] Marlin 

http://www.marlin-community.com/ 
 

1.4 Acronyms & Abbreviations 190 
AES Advanced Encryption Standard 
BBTS Broadband Transport Stream 
CA Conditional Access 
CA-ID Conditional Access Identity 
CAS Conditional Access System 
CAT Content Access Time 
CBC Cipher Block Chaining 
CK Content Key 
DRM Digital Rights Management 
ECM Entitlement Control Message 
EMM Entitlement Management Message 
EPG Electronic Program Guide 
ES Elementary Stream 
ETSI European Telecommunications Standards Institute 
ID Identity 
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IEC International Electrotechnical Commission 
IETF Internet Engineering Task Force 
IP Internet Protocol 
IV Initialization Vector 
KSM Key Stream Message 
License Marlin License or a MS3 Stream Access Statement (SAS) 
MPEG Moving Pictures Expert Group 
MPEG-2 TS MPEG-2 Transport Stream 
PAT Program Association Table 
PEK Program Encryption Key 
PID Packet Identifier 
PMT Program Map Table 
RFC Request For Comments 
SAS Stream Access Statement 
SKL Single Key Layer 
socID service operation centre ID 
TK Traffic Key 
TS Transport Stream 
TTS Timed Transport Stream 
URL Uniform Resource Locator 
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2 BBTS 191 

2.1 Scope (informational) 192 
This section describes the relation between the technology defined in this document and its 193 
environment. 194 

2.1.1 Deployment 195 
Figure 1 indicates the typical deployment of an MPEG2 TS system. A Marlin Client receives 196 
information on what content is available from the web. This information can be provided by a 197 
web-page or using an Electronic Program Guide (EPG).  198 
 199 
 200 

 201 
 202 

Figure 1: Marlin Clients and MPEG2 TS systems 

 203 
In the case of an EPG, EPG information is provided to the client. Based on this information, a 204 
local application constructs the EPG to be shown on screen, In the case of a web site. The 205 
EPG information is provided as a web page. When a content item is selected, the Client is 206 
instructed to connect to a certain Content Source to retrieve the content and, in some cases 207 
to retrieve a License for the content from a License Server. The content can be sent over IP 208 
Multicast. 209 
 210 
In this document, the content is an MPEG-2 TS, as defined in section 15 “Protection of 211 
MPEG2 TS-based IP systems” of the IEC 62455 standard [IEC62455], formatted as defined 212 
in section 2.2. 213 
 214 

2.1.2 Marlin and streaming content 215 
For Marlin, content access to a stream should be seen as accessing a file that is downloaded 216 
from a content service; the same mechanisms are used. When a client requires access to the 217 
content, it acquires and evaluates the License. When content access is granted, the client is 218 
allowed to access the content; typically for a certain period of time. During the indicated time, 219 
the client is allowed to decrypt all Entitlement Control Messages (ECMs) and the content 220 
corresponding to the content item referred to by the License.  221 
The License must be re-evaluated when the content id of the content changes.  222 
 223 
 224 
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 225 
Figure 2: Content access and License evaluation in MPEG2 TS 

 226 
In the stream indicated in Figure 2, first the news is broadcasted (content item 1), then a film 227 
(content item 2), followed by a game show (content item 3). Each content item has its own 228 
content id. The content id of each content item is indicated in the ECM. Thus, if the client has 229 
evaluated the License and has the permission to access the content of item 2 (film), it may 230 
decrypt the content. At the moment the first ECM of content item 3 has been received, a 231 
License for content item 3 is required. If no valid License is available, the device will not be 232 
allowed to further decrypt the content. 233 
 234 

2.1.3 Content access 235 
An important aspect of MPEG2 TS is the time it takes to switch between streams. There are 236 
two possible procedures: the standard and the optimized one. 237 

2.1.3.1 Standard procedure 238 
Figure 3 indicates the standard content access sequence. 239 
 240 
 241 

 242 
Figure 3: Standard Content Access Procedure 

 243 
In the standard content access procedure the client accesses the content stream, and filters 244 
the PAT and PMT to determine where the audio and video elementary streams and the ECMs 245 
are located.  246 
 247 
After the first ECM has been filtered, the corresponding License should be located. If the 248 
License is not available, the device has to update its registration information and/or acquire a 249 
(new) Licence. For this purpose, the service provider can include information in the EPG or 250 
download descriptor. 251 
 252 
When the License is located, its integrity is checked and the License is evaluated. If content 253 
rendering is allowed, the content can be decrypted and decoded. 254 
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2.1.3.2 Optimized procedure 255 
In the case of a service-based licensing scheme, the content id of the stream and the License 256 
are unlikely to change often. In this case, the standard procedure can be improved if the client 257 
remembers which License corresponds to which MPEG2 TS (Figure 4) This will allow it to 258 
locate and check the License while or before the PAT/PMT and ECM are being filtered.  259 
 260 
 261 

 262 
Figure 4: Optimized content Access Procedure 

 263 
If the License allows content rendering and the ECM has been filtered, the content ID from 264 
the ECM is compared with the Content ID(s) in the License. If they match, the content can be 265 
decrypted and decoded. In this case, rendering can start almost immediately. 266 
 267 
If the License does not allow content rendering, the registration information has to be updated 268 
and/or a License has to be acquired as has been described in section 2.1.3.1. 269 
 270 

2.2 Content protection and formats 271 
Streaming content protected by Marlin uses an MPEG-2 Transport Stream [MPEG2-TS] or an 272 
MPEG-2 Timed Transport Stream (TTS) [TTS].  273 

2.2.1 Stream format 274 
The stream SHALL include Entitlement Control Messages (ECMs) and MAY include 275 
Entitlement Management Messages (EMMs). As such, only PAT and PMT are REQUIRED 276 
and, the CAT is OPTIONAL. 277 
 278 
As defined in [MPEG2-TS], a PMT refers to one or more elementary streams (ES). Transport 279 
stream packets protected by Marlin SHALL be encrypted as specified in section 2.2.2. 280 
Transport streams protected using the mechanism defined in this document SHALL include 281 
CA-descriptors and ECMs as defined in section 2.2.3. 282 
 283 

 284 
Figure 5: Content Access for ECM Processing implementations 
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2.2.2 Content encryption 285 
The MPEG-2 TS/TTS is partially encrypted as is the case in the Conditional Access System 286 
(CAS) defined in [MPEG2-TS]. Whether a TS/TTS packet is encrypted SHALL be signaled 287 
with transport_scrambling_control bits in the TS packet header, according to Table 1. 288 
 289 

transport_scrambling_control bits Description 

10 The TS/TTS packet is encrypted with the “even” 
Scramble Key. 

11 The TS/TTS packet is encrypted with the “odd” 
Scramble Key. 

00 The TS/TTS packet is not encrypted. 

01 Reserved. 

Table 1: transport_scrambling_control bits 

 290 
The following applies: 291 
• The encryption algorithm SHALL be either AES or DVB/CSA [IEC62455 section 6.4.5]. 292 

When AES is used, then it SHALL use a 128-bit key using the Cipher Block Chaining 293 
(CBC) encryption mode with the residual termination block process as specified in 294 
[IEC62455 section 6.4.6]. When DVB/CSA is used it SHALL follow the guidance given in 295 
[IEC62455 section 6.4.5].  296 

• The encryption SHALL be performed per TS/TTS packet. PES level scrambling SHALL 297 
NOT be used.  298 

• The Traffic Keys encrypting TS/TTS packets are encrypted and enclosed in ECMs 299 
defined in section 2.2.4.1. 300 

• The ECM includes information to calculate the Marlin Content ID with which the content is 301 
associated with License. 302 

 303 
The use of odd and even keys in transport stream encryption is illustrated in Appendix A. 304 

2.2.3 BBTS CA_descriptor  305 
Programs/Services protected using the mechanism defined in this document SHALL include 306 
in the PMT the BBTS CA_descriptor defined below and the ECMs as defined in section 307 
2.2.4.1. 308 
 309 
Transport streams protected using the mechanism defined in this document MAY include in 310 
the CAT the BBTS CA_descriptor defined below and the EMMs as defined in section 2.2.5 311 
 312 
DRM Clients SHALL support presence of the BBTS CA_descriptor in the PMT and the CAT 313 
and SHALL support receipt of ECM’s in section 2.2.4.1 and EMM’s specified in desction 2.2.5.   314 
 315 
The BBTS CA descriptors SHALL be formatted as specified in Table 2 - BBTS CA_descriptor. 316 

 317 
Syntax No. of bits Mnemonic Value 
BBTS CA_descriptor() {    
 descriptor_tag 8 Uimsbf 9 
 descriptor_length 8 Uimsbf  
 CA_system_ID 16 Uimsbf  
 MPEG2_Reserved 3 Bslbf  
 CA_PID 13 Uimsbf  
 for (i = 0;  i < N;  i++) {    



 

Copyright (c) Marlin Developer Community, 2003-2018. All Rights Reserved 
Refer to Notices on page 2 for important legal information 

Page 12 of 27 

 

  private_data_byte 8 uimsbf  
 }    
}    

Table 2 - BBTS CA_descriptor 

descriptor_tag, MPEG has defined the value of 9 to the CA-descriptor. 318 
descriptor_length, the number of bytes of the descriptor immediately following 319 
descriptor_length field. 320 
CA_system_ID, Marlin system ID, assigned by [DVBID].  321 
CA_PID, the PID on which the ECMs or EMMs as defined in sections 0 and 2.2.5 can be 322 
found 323 
MPEG2_reserved, bits reserved by  [ISO/IEC 13818-1].  324 

private_data_byte, the private information specific to this specification. This field consists of 
descriptors defined in Table 3 - Descriptors in private_data_byte 

 and following clauses. 325 
 326 

Descriptor_tag Identification Mandatory 

0x00 Reserved n/a 

0x01 Service Base CID descriptor No 

0x02 Reserved for Single_key_layer_descriptor No 

0x03 KeyDerivationFunction_descriptor Yes 

0x04 – 0xff Reserved n/a 

Table 3 - Descriptors in private_data_byte 

2.2.3.1 ServiceBaseCID descriptor 327 
The definition of the Service Base CID descriptor is specified below. Presence of this 328 
descriptor is OPTIONAL. 329 

 330 
Syntax No. of bits Mnemonic Value 
ServiceBased_descriptor() {    
 descriptor_tag 8 uimsbf 0x01 
 descriptor_length 8 uimsbf  
 for (i = 0;  i < N;  i++) {    
  baseCID_byte 8 uimsbf  
 }    
}    

Table 4 - ServiceBaseCID_descriptor 

descriptor_tag, MUST have the value of 0x01 to signal the ServiceBaseCID_descriptor 331 
descriptor_length, the number of bytes of the descriptor immediately following 332 
descriptor_length field. 333 
baseCID_byte, the Service Base Content ID for this content.  334 
 335 
 336 
As specified in section 2.2.4.2, the Service Base Content ID is the base part of the Content 337 
IDs of the programs and/or services contained in the BBTS. These Content IDs MUST be 338 
globally unique URIs. It is therefore RECOMMENDED that the Service Base Content ID is 339 
composed as:  340 
 341 

serviceBaseCID=organization||"-"||service 342 
Where: 343 

• organization equals an organization identifier for the organization providing the 344 
service that is registered with Marlin as described in [MRL CORE] section 1.3.2.   345 

Deleted: Table 3 - Descriptors in private_data_byte¶
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• service is an identifier for the service chosen by the organization providing the 346 
service.  347 

 348 
 349 
The Service Base Content ID MAY be embedded into the BBTS_CA_Descriptor, as specified 350 
in Table 2 - BBTS CA_descriptor.  351 
DRM Clients MUST support receipt of the Service Base Content ID from the 352 
BBTS_CA_descriptor. 353 
 354 
Alternatively, the Service Base Content ID MAY be delivered to the Marlin Client and 355 
associated to the BBTS via an unspecified out-of-band mechanism. It could for example be 356 
derived from an EPG, specified outside of scope for Marlin.  357 
 358 
One or more BBTS_CA_descriptors may be present in a PMT or CAT. Each 359 
BBTS_CA_descriptor MAY via the CA_PID field reference a different stream of ECMs or 360 
EMMs, all of which enable access to the same content. This mechanism allows multiple 361 
Marlin service providers, with different Service Base Content ID’s, different ECM or EMM 362 
streams and different license management, to independently provide access to the same 363 
BBTS. 364 
 365 
When providing access to a BBTS with multiple parallel BBTS_CA_descriptors, the DRM 366 
Client SHOULD check if it has a License associated with any possible ContentID that can be 367 
composed (as specified in section 2.2.4.1) from the Service Base Content IDs in a 368 
BBTS_CA_descriptor and the programme_CID_extensions and service_CID_extensions, that 369 
are present in the referenced IEC62455 ECMs. It is outside of scope of this specification to 370 
specify a more efficient mechanism to determine which ECM stream and ContentID a License 371 
is available.  372 

2.2.3.2 Key Derivation Function Descriptor 373 
The definition of the KeyDerivationFunction_descriptor is specified below. For this version of 374 
the specification, this descriptor is REQUIRED to be present in the BBTS CA_descriptor. 375 
 376 
This descriptor signals to an ECM Processing implementation whether or not a key derivation 377 
function has to be applied to derive the key that is subsequently used to encrypt or decrypt 378 
Programme Encryption Keys or Traffic Keys carried in the ECMs. 379 
 380 
The KDF defined in §2.2.4.1.1 SHALL be applied to the Content Key when AES-128-CBC is 381 
used to encrypt PEKs or Traffic Keys carried in the IEC 62455 ECM. Thus kdf_type 0x01 382 
defined in Table 6 - Key Derivation Function type values SHALL be signaled in this descriptor. 383 
 384 
N.B.: This descriptor will not be known to ECM Processing implementations that only conform 385 
to versions 1.0 and 1.1 of this specification and therefore the key protection defined here is 386 
not backward compatible with versions 1.0 and 1.1. Such implementations can detect this 387 
incompatibility by inspecting the content_key_index in the key stream messages. 388 
 389 

 
Syntax No. of bits Mnemonic Value 
KeyDerivationFunction_descriptor() {    
 descriptor_tag 8 uimsbf 0x03 
 descriptor_length 8 uimsbf 0x01 
 kdf_type 8 uimsbf See Table 6 - Key 

Derivation Function 
type values 

}    

Table 5 - KeyDerivationFunction_descriptor 
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descriptor_tag, MUST have the value of 0x03 to signal the 390 
KeyDerivationFunction_descriptor 391 
descriptor_length, MUST be 0x01 as the private data for this descriptor must signal the type 392 
of the key derivation function signaled in the kdf_type byte 393 
kdf_type MUST be one of the values defined in Table 6 - Key Derivation Function type 394 
values 395 

 
kdf_type value Description 
0x00 None. No key derivation function used.  

0x01 Truncated SHA1 as defined in §2.2.4.1.1.  

0x02 – 0xff Reserved. 

Table 6 - Key Derivation Function type values 

2.2.4 Entitlement Control 396 

2.2.4.1 IEC 62455 ECM 397 
As specified in section 14.2 of [IEC62455], the table from ETSI ETR 289 [DVBCA] shall be 398 
used to carry the KSM defined in section 7.2 of [IEC62455] as payload. The value of the 399 
traffic protection protocol and syntax of the KSM for this protocol have been revised in the 400 
referenced version of [IEC62455]. They are repeated below as a convenience to the reader. 401 
 402 
The following usage restrictions SHALL apply to the KSM: 403 

• traffic protection protocol is set to KSM_ALGO_MPEG2_TS_CRYPT.  404 

Name Value 
KSM_ALGO_MPEG2_TS_CRYPT 7 

Table 7 - Value from [IEC62455] Table 21 

 405 
Syntax No. of bits Mnemonic 
if (traffic_protection_protocol == KSM_ALGO_MPEG2_TS_CRYPT) {   
 content_key_index 4 uimsbf 
 odd_even_flag 1 bslbf 
 cipher_mode 3 uimsbf 
 reserved_for_future_use 8 bslbf 
 if (cipher_mode == 0x1) {   
  initial_vector_length 8 uimsbf 
  initial_vector 8 * initial_vector_length bslbf 
  If (next_traffic_flag == KSM_FLAG_TRUE) {   
   next_initial_vector 8 * initial_vector_length Bslbf 
  }   
 }   
}   

Table 8 - Syntax from KSM_ALGO_MPEG2_TS_CRYPT specific fields of the 
key_stream_message (per [IEC62455] Table 7) 

• Traffic_authentication_flag is set to KSM_FLAG_FALSE (traffic authentication is not 406 
used). 407 

In case the encryption method is chosen to be AES: 408 

• content_key_index is set to 0xF (Traffic Key is AES key with 128 bit length. A key 409 
derivation function has to be applied to derive the key that is subsequently used 410 
to encrypt or decrypt Programme Encryption Keys or Traffic Keys carried in the 411 
ECMs, see 2.2.3.2). 412 

• cipher_mode is set to 0x1 (CBC mode). 413 
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• initial_vector_length is set to 16 (128 bits). 414 

• encrypted_traffic_key_material_length is set to 16 (128 bits). 415 

In case the encryption method is chosen to be CSA: 416 

• content_key_index is set to 0x0 (Traffic Key is DVB-CSA key with 64 bit length). 417 

• cipher_mode is set to 0x2 (CSA mode). 418 

• encrypted_traffic_key_material_length is set to 16 (128 bits). 419 

• permissions_flag is set to 0. 420 

• the access criteria descriptor loop MAY contain any access criteria descriptor. The 421 
DRM Client MUST support the copy_control_information access criteria descriptor as 422 
specified in [IEC62455] and MUST handle it according to section 2.2.4.3 and 2.2.4.4. 423 
The DRM Client MAY ignore any other access criteria descriptor. Note that non-424 
Marlin access criteria descriptors may be defined which may need to be enforced by 425 
the client device for compliancy to other specifications.  426 

2.2.4.1.1 Truncated SHA1 Derived AES key 427 
When the KeyDerivationFunction descriptor defined in §2.2.3.2 signals the use of the 428 
TruncatedSHA1 KDF (kdf_type=0x01) in the BBTS CA_descriptor, then the traffic key 429 
material or the programme encryption key (PEK) carried in the IEC 62455 ECM SHALL be 430 
encrypted with a key encryption key (KEK) derived from the Content Key (CK) (obtained from 431 
the License) using the algorithm described below.  432 
 433 
This key encryption key SHALL be derived from CK using the following key derivation function 434 
(KDF): 435 
 436 
 KEK = TRUNCATE(SHA1(CK)) 437 
 438 
Where,  439 

• CK is the content key (IEC 62455 service/programme key) 440 
• SHA1 is the one-way hash function defined in [SHA1] 441 
• TRUNCATE takes the 128 most significant bits of the 160-bit output of SHA1 442 

2.2.4.2 Relation between Marlin Broadband License and BBTS 443 
As specified in [IEC62455], an IEC 62455 ECM SHALL either contain key material that 444 
provides access to the current program or to the whole service or both. Programs and 445 
Services are accessed with a different key. This requires a program and a service content 446 
identifier. The key management is defined in the IEC 62455 ECM and illustrated in Appendix 447 
B. 448 
 449 
In order to relate a License to content (program or service) in a BBTS stream, it is needed to 450 
construct the Content ID of the content as it is referred to from the License defined in [MRL 451 
CORE] or [MS3]. 452 
 453 
The Content ID for a program SHALL be constructed using the syntax defined below: 454 

CID=“cid:”||socID ||”#P”|| serviceBaseCID||”@”||hex(programme_CID_extension) 455 
 456 
The Content ID for a service SHALL be constructed using the syntax defined below: 457 

CID =“cid:”||socID||”#S”||serviceBaseCID||”@”||hex(service_CID_extension) 458 
 459 
Where,  460 

• socID equals “marlin” or is retrieved via an unspecified out-of-band mechanism.  461 
• serviceBaseCID is the Service Base Content ID retrieved out-of-band or from the 462 

BBTS_CA_descriptor as described in section 2.2.3.  463 
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• programme_CID_extension is part of the IEC 62455 ECM described in section 464 
2.2.4.1. . 465 

• service_CID_extension is part of the IEC 62455 ECM described in section 2.2.4.1. . 466 
• The hex() function is a hexadecimal presentation of the parameter containing 467 

hexadecimal characters 0-9 and a-f (in lowercase) with possible preceding zeros. See 468 
[IEC62455] 469 

 470 
The ContentIDs used for the programs and services contained in the BBTS MUST be globally 471 
unique URIs. 472 
 473 
From the License for a BBTS, the DRM Client SHALL compute an authentication_key via: 474 
 475 
 authentication_key = HMAC-SHA1(CK, SEED) 476 
 477 
Where,  478 

• CK is the content key 479 
• SEED is the fixed string ‘MRL-BBTS-AUTH-KEY-10’ as ASCII characters. 480 

 481 
When a DRM Client encounters an IEC62455 ECM in the process of providing access to 482 
Content in a BBTS based on a License associated with a ContentID for a program, the DRM 483 
Client SHALL compute the programme MAC using the authentication key and HMAC-SHA-1-484 
96 according to [IETF RFC 2104] and [IETF RFC 2404] calculated over all fields of the 485 
IEC62455 KSM preceding the programme_MAC field. In case the computed MAC is unequal 486 
to the programme_MAC field in the encountered IEC62455 ECM, the DRM Client SHALL 487 
disregard the encountered IEC62455 ECM.  488 
 489 
When a DRM Client encounters an IEC62455 ECM in the process of providing access to 490 
Content in a BBTS based on a License associated with a ContentID for a service, the DRM 491 
Client SHALL compute the service MAC using the authentication key and HMAC-SHA-1-96 492 
according to [IETF RFC 2104] and [IETF RFC 2404] calculated over all fields of the IEC62455 493 
KSM preceding the service_MAC field. In case the computed MAC is unequal to the 494 
service_MAC field in the encountered IEC62455 ECM, the DRM Client SHALL disregard the 495 
encountered IEC62455 ECM.  496 

2.2.4.3 Output Control 497 
Marlin defines a default set of output control information and the output control mechanism 498 
defined in [MOC] enables a deviation from the default set by including 499 
permission(s)/obligation(s) in a License. 500 
This section describes the processing rule to compute the effective output control information 501 
from the specified default set, permission(s)/obligation(s) in License, and the IEC 62455 ECM. 502 
 503 
For each output control parameter, the DRM Client SHALL apply the value from the first 504 
available source in the following list: 505 

1. Output control information included in a License for the program contentID as 506 
Obligations.  507 

2. Output control information included in the copy_control_information access criteria 508 
descriptor of ECM 509 

3. Output control information included in a License for the service contentID as 510 
Obligations. 511 

4. The default set of output control information. 512 
 513 
The relationship between parameters of copy_control_information access criteria descriptor 514 
defined in [IEC62455] and output control information defined in [MOC] is shown in Table 9. 515 
Parameters which are defined in [MOC] but don’t have corresponding parameters in 516 
[IEC62455] are not overridden. 517 
 518 
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Parameter defined in [IEC62455] Parameter of Basic CCI defined in [MOC] 
expressed as an Obligation 

EMI CCI 
APS APS 
CIT ImageConstraintToken 
RCT EPN 

Table 9 - Relationship among parameters of [IEC62455] and [MOC] 

 521 
If a License also contains output control information expressed as a permission, the DRM 522 
Client MAY alter the effective output control according to the permission. 523 
 524 

2.2.4.4 Copy Control 525 
Export Action defined in [8pus] §3 SHALL be used to export content which means that 526 
copy_control_information in ECM is not used for this purpose. 527 

2.2.5 Entitlement Management 528 

2.2.5.1 Rights URL section 529 
The Rights URL section is an EMM that contains all the information potentially needed by a 530 
Marlin Client to request rights for the MPEG2-TS stream.  531 
 532 
Syntax No. of bits 
Rights_URL_section() {  
 Table_id = 0x82 8 uimsbf 
 section_syntax_indicator 1 uimsbf 
 DVB_reserved 1 uimsbf 
 ISO_reserved 2 uimsbf 
 section_length 12 uimsbf 
 For (i=0; i<N; i++){  
  URL_parameters_byte 8 bslbf 
 }  
}  

Table 10 - Rights URLs section syntax 

table_id, this specification has defined the value of 0x82 for the Rights URLs section. 533 
Section_syntax_indicator, set to 0  534 
DVB_reserved, bit reserved for future use by DVB.  535 
ISO_reserved, bits reserved by [ISO/IEC 13818-1].  536 
Section_length, the number of bytes that follow the section_length field up to the end of the 537 
section. 538 
URL_parameters_byte, This field contains at least one or several optional parameters 539 
encoded in TLV format. To ensure evolution of the specification, parameters with unknown 540 
tag SHALL be ignored. 541 
 542 
The parameters that can be found in the URL_parameters_byte of the Rights URLs section 543 
are the following: 544 

• Rights Issuer URL parameter 545 
• Silent Rights URL parameter 546 
• Preview Rights URL parameter 547 

 548 
The encoding of the text and the character set used for URL data bytes SHALL conform to 549 
Annex A of [ETSI EN300 468] unless it contains a URI template as specified in [MURIT10].  550 
 551 
The URL’s MAY contain a URI template as specified in [MURIT10]. The DRM Client MUST 552 
support [MURIT10]. Note that the minimal mandatory processing required by [MURIT10] is to 553 

Formatted: Font: 10.5 pt

Deleted: [IEC62455]554 

Formatted: Font: 10.5 pt

Deleted: [MOC]555 



 

Copyright (c) Marlin Developer Community, 2003-2018. All Rights Reserved 
Refer to Notices on page 2 for important legal information 

Page 18 of 27 

 

remove the template placeholders (i.e., delimited by a “{“ and “}” character) from the URL or 556 
replace it with a “~”.  557 

558 
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Rights Issuer URL parameter 559 
The coding of this parameter in the TLV format is the following: 560 
 561 
Syntax No. of bits 
Rights_Issuer_URL () {  
 Rights_Issuer_URL_tag = 0x02 8 uimsbf 
 Rights_ Issuer_URL_length 8 uimsbf 
 For (i=0; i<N; i++){  
  Rights_ Issuer_URL_data_byte 8 bslbf 
 }  
}  

Table 11 - Rights Issuer URL parameter syntax 

Rights_ Issuer_URL_tag, this specification has defined the value of 0x02 for the Rights 562 
Issuer URL parameter. 563 
Rights_ Issuer_URL_length, specifies the length of the Rights_Issuer_URL_data_bytes in 564 
bytes (N). 565 
Rights_ Issuer_URL_data_byte, the Rights Issuer URL for this content.  566 
 567 

2.2.5.1.1 Silent_Rights URL parameter 568 
The coding of this parameter in the TLV format is the following: 569 
 570 
Syntax No. of bits 
Silent_Rights_URL () {  
 Silent_Rights_URL_tag = 0x03 8 uimsbf 
 Silent_Rights_URL_length 8 uimsbf 
 Silent_method 8 uimsbf 
 For (i=0; i<N; i++){  
  Silent_Rights_URL_data_byte 8 bslbf 
 }  
}  

Table 12 - Silent Rights URL parameter syntax 

Silent_Rights_URL_tag, this specification has defined the value of 0x03 for the Silent Rights 571 
URL parameter. 572 
Silent_Rights_URL_length, adds Silent_method (1 byte) and the length of 573 
Silent_Rights_URL_data_byte in bytes (N), so is equal to (N+1). 574 
Silent-method, the silent-method as described in section 4.1.1 in [Omarlin] specification. The 575 
method is one byte encoded in this specification as follows: 576 
 577 

silent method Byte encoding 
“on-demand” 0x00 
“in-advance” 0x01 

 578 
Silent_Rights_URL_data_byte, the Silent Rights URL for this content.  579 

2.2.5.1.2 Preview_Rights URL parameter 580 
The coding of this parameter in the TLV format is the following: 581 
 582 
Syntax No. of bits 
Preview_Rights_URL () {  
 Preview_Rights_URL_tag = 0x04 8 uimsbf 
 Preview_Rights_URL_length 8 uimsbf 
 For (i=0; i<N; i++){  
  Preview_Rights_URL_data_byte 8 bslbf 
 }  
}  

Table 13 - Preview Rights URL parameter syntax 
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Preview_Rights_URL_tag, this specification has defined the value of 0x04 for the Preview 583 
Rights URL parameter. 584 
Preview_Rights_URL_length specifies the length of the Preview_Rights_URL_data_byte in 585 
bytes (N) 586 
Preview_Rights_URL_data_byte, the Preview Rights URL for this content.  587 

2.2.5.1.3 Rights URL section processing 588 
The following processing rules for handling the Rights URLs defined above SHALL be 589 
complied with: 590 
• If the MPEG2-TS contains either a Silent rights URL or a Preview rights URL parameter 591 

and there is no local available rights, then an attempt to request a Marlin Action Token or 592 
a License SHALL be made automatically silently (without further user interaction).  593 

• If the MPEG2-TS contains both a Silent Rights URL and a Preview Rights URL 594 
parameter, the parameter appearing first in the Rights URLs section MUST be prioritized 595 
and used to attempt to request a Marlin Action Token or a License first. 596 

• If the MPEG2-TS contains a Rights Issuer URL parameter and there is no local available 597 
rights and the context is a user-initiated session, requesting user consent and then 598 
getting a Marlin Action Token or a License SHALL be attempted by sending a HTTP GET 599 
request to the Rights Issuer URL. If the context is not a user-initiated session, then it is 600 
RECOMMENDED to abandon the rights acquisition effort. 601 

• When requesting rights to the Rights Issuer URL, either of a Marlin Action Token, a 602 
License or a HTML that is defined by a Marlin-adopting system SHALL be returned and 603 
appropriately handled. 604 

2.2.6 License for ECM 605 
The usage rule specified in License can vary between real-time stream and non real-time 606 
stream. To distinguish the real-time stream from non real-time stream, a timestamp included 607 
in ECM which expresses the time and date of the ECM delivery is used during the evaluation 608 
of License.  609 

2.2.6.1 Object Path for timestamp in ECM 610 
This section defines the object path for timestamp in ECM to enable System.Host.GetObject 611 
Plankton system call to access such a timestamp in ECM. When evaluating a License 612 
associated with ECM, the timestamp included in ECM MAY be visible to the Plankton Virtual 613 
Machine for the corresponding License under the following container: 614 
 615 
Object Path 

/Marlin/Stream/timestamp 
 616 
The value of this object has type Integer as defined in [8pus] §4 and is the number of minutes 617 
elapsed since January 1, 1970 00:00:00. The value is a UTC date. This date is converted 618 
from the timestamp in the ECM as specified in [IEC62455].  619 
 620 
The usage rule specified in the License may require this container to be visible. If the 621 
container is not made visible, the usage rule may disallow access to the content.  622 
 623 
If a DRM Client supports this timestamp, then it SHALL also support the obligation specified 624 
in §2.2.6.2 625 

2.2.6.2 Obligation for ECM 626 
Even when a usage for real-time stream is granted by using the mechanism defined in 627 
§2.2.6.1, License can indicate a requirement of monitoring for subsequent ECMs by using the 628 
obligation mechanism defined in [8pus] §3.4.  629 
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The following obligation parameters are defined for ECM monitoring: 630 
 631 
Name Type Description 
ECMMonitor ValueList  

Type Description 
Integer Monitor interval expressed in seconds. The 

host application MUST monitor subsequent 
ECMs regularly at this interval. 

Integer Time-lag expressed in minutes. The time-lag 
is the absolute time of the delta between 
timestamp in ECM and current time. 
The host application MUST stop the action if 
the absolute value of the delta between the 
two timestamps is bigger than this time-lag. 
 

 

 632 

2.2.6.3 Constraint for ECM Freshness 633 
The following Temporal Constraint ([8pus] §3.3.4.2.2) MAY be included in an ESB to indicate 634 
the freshness of the timestamp in ECM is required by the usage rule. 635 
 636 
Name Type Description 
NotLaterThan Integer Time-lag expressed in minutes. The time-lag is the absolute 

time of the delta between the timestamp in the ECM and the 
current time permitted by the License. 

 637 
 638 
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3 Single Key Layer BBTS 639 

3.1 Scope (Informative) 640 
This section describes the rationale for the definition of a Single Key Layer BBTS, which is a 641 
special form of a BBTS (§2). The BBTS is designed for live broadcast streaming, allowing 642 
clients to tune in to a program at any time Therefore, in order to allow for the client to obtain 643 
the traffic keys to decrypt the TS packets, the Entitlement Control Message (ECM) that 644 
contains the traffic keys is repeated frequently to facilitate this operation. In addition, BBTS is 645 
designed to enable Simulcrypt with (existing) other protection systems. In the past, the CSA 646 
encryption algorithm was frequently used to encrypt the TS, This algorithm is vulnerable to 647 
attacks, and hence frequent changes of traffic keys were necessary. But for non-broadcast 648 
use cases (i.e. on-demand download or streaming) and when using AES, it is not necessary 649 
to repeat the ECM through the TS. Essentially, the content key obtained from the License 650 
could serve as the traffic key and the need for additional key layer (ECM) is not needed. 651 
 652 
Nevertheless, support for the BBTS requires a client to expect key changes and filter ECMs. 653 
A client implementation that unwraps the Traffic Key from an ECM to decrypt the BBTS is 654 
referred to as an ECM Processing implementation. A manufacturer of ECM Processing 655 
implementations must therefore anticipate the related high processing overhead. The 656 
rationale for the Single Key Layer BBTS is to allow simpler clients that do not have ECM 657 
filtering capability. A Single Key Layer BBTS is a special form of a BBTS in which the Traffic 658 
Key is constant. A client implementation that retrieves the Traffic Key from the License 659 
without ECM processing is referred to as an SKL Processing implementation. 660 
 661 
The packaging and protection format of a Single Key Layer BBTS is interoperable with both 662 
ECM Processing implementations and SKL Processing implementations. 663 

3.1.1 Marlin and Downloaded/Streaming Content 664 
For Marlin, content downloaded and streamed to the client would require the client to acquire 665 
and evaluates the corresponding License before access can be granted. The content key 666 
delivered in the License  can be used to decrypt the ECM in order to obtain the (same) traffic 667 
keys or the content key itself may serve as the traffic key for decrypting the content. 668 

 669 
Figure 6: Content Access for ECM and Single Key Layer Processing implementations 

The figure shows a complete content file in MPEG2-TS that is protected according to 670 
[IEC62455]. In this example, an ECM is present at the beginning of the content file, just after 671 
the PAT/PMT.  672 
 673 
A client that only supports Single Key Layer BBTS could first acquire the License for 674 
accessing the content, calculate the IV and setup the MPEG2-TS decrypting hardware, It may 675 
then download or stream the content file for rendering.  676 
 677 
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Content IDs in BBTS are carried in ECMs. Clients that implement Single Key Layer BBTS and 678 
cannot parse ECMs will need to rely on other methods to associate the key(s) delivered in a 679 
License with the key(s) used to encrypt the content. 680 
 681 
A client that supports BBTS, as defined in §2.2, may filter the ECM and use the information 682 
contained therein to associate key(s) in a License to derive a key and then use the derived 683 
key to decrypt the traffic key in the ECM.  684 

3.1.2 Content Access 685 
The content access sequence for the Single Key Layer BBTS is similar to the standard 686 
procedure as described in §2.1.3.1 except that it is now optional for the clients that implement 687 
the Single Key Layer BBTS to filter the ECM when the key materials can be obtained directly 688 
from the License. Also, the Acquisition of the License may be performed prior to downloading 689 
and accessing the MPEG2-TS (e.g. using MS3 compoundURI) 690 
 691 

 692 
Figure 7: Alternate Content Access Procedure  

 

3.2 BBTS Compendium 693 
The intention of this compendium is to aid the implementation of BBTS for content download, 694 
so that the ECM processing overhead can be removed. Unless stated otherwise in this 695 
section, the normative descriptions defined in §2 apply.  696 

3.2.1 Stream Format per §2.2.1 697 
The stream MUST have one Entitlement Control Message (ECM) located at the beginning in 698 
between TS packets that contain the PAT/PMT and TS packets that contain the media. The 699 
ECM MAY be repeated in the stream.  700 

3.2.2 Content Encryption per §2.2.2 701 
In a Single Key Layer BBTS, the Content Key from a License SHALL be used as the (even 702 
and odd) traffic key(s) that are used to encrypt the traffic. 703 
 704 
The Content Key in a License SHALL be used to as the input to the key derivation function 705 
defined in §2.2.4.1.1 to compute a key encryption key which is then used to encrypt the traffic 706 
key in the ECM(s).  707 
 708 
The traffic key for encrypting the TS media packets in a BBTS SHALL be the same, changing 709 
traffic keys MUST NOT be used. 710 
 711 
There MUST be only one program in the BBTS, all elementary streams MUST use the same 712 
traffic key as the odd and even key. 713 
 714 
A Single Key Layer BBTS SHALL use AES as the encryption algorithm with an Initialization 715 
Vector (IV) of zero for the encryption of TS media packets. 716 
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3.2.3 BBTS CA_descriptor per §2.2.3 717 
To signal a Single Key Layer BBTS in the stream, a “Single_key_layer_descriptor” SHALL be 718 
embedded into the BBTS CA_descriptor. The BBTS CA_descriptor including the 719 
“Single_key_layer_descriptor” SHALL be included in the PMT as program information. 720 
 721 
Descriptor_tag Identification Mandatory 

0x00 Reserved n/a 

0x01 Service Base CID descriptor No 

0x02 Single_key_layer_descriptor Yes 

0x03 Key Derivation Function descriptor Yes 

0x04 – 0xff Reserved n/a 

Table 14 - Descriptors in BBTS CA_descriptor private_data_byte, per Table 3 

 

3.2.3.1.1 Single_key_layer_descriptor 722 
The definition of the Single_key_layer_descriptor is specified below.  723 
 724 
Syntax No. of bits Mnemonic Value 
Single_key_layer_descriptor() {    
 descriptor_tag 8 uimsbf 0x02 
 descriptor_length 8 uimsbf 0x00 
}    

Table 15 - Single_key_layer_descriptor 

descriptor_tag, MUST have the value of 0x02 to signal the Single_key_layer_descriptor 725 
descriptor_length, MUST be 0x00 as no private data is defined for this descriptor 726 

3.2.4 Entitlement Control per §2.2.4 727 
 728 
It is OPTIONAL for the client to process the ECM and EMM in a single-key-layer BBTS.  729 
 730 
The content ID SHALL be constructed using the syntax as defined for a program in §2.2.4.2. 731 
 732 
The key layer to enable service access SHALL NOT be used. (i.e. the [IEC62455] 733 
service_flag = 0.) 734 
 735 
The ECM SHALL NOT carry the copy_control_information access criteria descriptor defined 736 
in [IEC62455].  737 

3.2.5 License for ECM per §2.2.6 738 
It is not necessary to distinguish between a real-time stream from a non real-time stream in a 739 
Single Key Layer BBTS. Therefore, timestamp defined in §2.2.6.1 and obligation for ECM as 740 
specified in §2.2.6.2 SHALL NOT be used the License. 741 

3.2.6 Mime-type 742 
The following MIME-type MAY be used to signal that the content is a Single Key Layer BBTS: 743 
 application/vnd.marlin.drm.bbts-single-key-layer 744 
 745 
For example in HTML5 context: 746 
if (canPlayType('application/vnd.marlin.drm.StreamAccessStatement;  747 
container="application/vnd.marlin.drm.bbts-single-key-layer";  748 
codecs="avc1.42E01E, mp4a.40.2"') == "probably")  749 
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Appendix A Odd/even key management (§2) 751 
The picture below indicates both the ECM stream and the key used to encrypt the content. 752 
 753 

 754 
 755 
The ECM contains two keys, an odd and an even key. While using the odd key, the even key 756 
is updated and vice versa. This prevents that the insertion of the ECMs (and processing of the 757 
ECM in the client) has to correspond exactly with a change in the key used to encrypt the 758 
content. 759 
When the odd_even_flag in the ECM is KSM_FLAG_ODD, it signals that the 760 
encrypted_traffic_key_material in the ECM contains the odd key. As such, to prepare the 761 
descrambler, the encrypted_traffic_key_material and the intial_vector is used to initialize the 762 
odd descrambler register. In addtion, to prime the descrambler for the next key change, the 763 
next_encrypted_traffic_key_material and the next_initial_vector is used to intialize the even 764 
descrambler register. When the odd_even_flag is KSM_FLAG_EVEN the converse of the 765 
above description applies. 766 
Alternate key management schemes SHALL NOT be used. 767 
 768 

Appendix B IEC 62455 Key Management (§2) 769 
The figure below indicates the key management as defined in [IEC62455]. The left side of the 770 
picture indicates the situation where part of the content has both a service and a program-771 
based license. The right site indicates the situation where either a service or program license 772 
is used. 773 

 774 
 775 

A service-based license is a license that gives access to all programs in a channel. A 776 
program-based license provides access to one of the programs in a channel. 777 
 778 
The right side indicates the situation where either a service or program license is used. The 779 
Content Key that is stored in the License is decrypted using the information from SCUBA 780 
[MRL CORE]. The KEK (Key Encryption Key) derived from the Content Key will be used to 781 
decrypt of the Traffic Key stored in the ECM. The Traffic Key provides access to the content 782 
in this crypto period. 783 
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 784 
When both programme and service keys are used, an extra layer is introduced in the key 785 
hierarchy. The KEK (Key Encryption Key) derived from the Content Key (which is the IEC 786 
62455 service key) will be used to decrypt the derived programme key, which is subsequently 787 
used to decrypt the Traffic Key. This prevents a client having access to the Traffic Key from 788 
accessing the service key. 789 
 790 


